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A B S T R A C T

Low Power Wide Area Networks (LPWANs) are a novel group of wireless access
technologies that provide an energy-efficient and long-range network service to
Internet of Things (IoT) devices. There is a wide range of technologies that are sig-
nificantly different in terms of network performance, which is called the Quality
of Service (QoS). These differences are especially pronounced between LPWANs op-
erated by Mobile Network Operators (MNOs) in the licensed frequency spectrum
and those installed in the unlicensed Industrial, Scientific, and Medical (ISM) and
Short Range Devices (SRD) bands. Therefore, extensive analysis is required to find
the appropriate LPWAN for a specific application. One of the most popular licensed
LPWANs is Narrowband Internet of Things (NB-IoT), which was introduced in Long
Term Evolution (LTE) Release 13 and is designated as a Massive Machine Type
Communication (mMTC) enabler in Fifth Generation (5G) Release 15 and onwards.
In this work, a systematic QoS analysis of NB-IoT is performed to identify the cen-
tral mechanisms and conditions that influence the QoS in different scenarios. The
results indicate that NB-IoT meets most theoretical design goals in a commercial
deployment, but exhibits high latency at very low signal levels. Afterwards, its
applicability to various smart metering use cases is discussed; according to the
results of the evaluation, NB-IoT is not suitable for latency sensitive applications.

As a comparison, the same analysis is performed on Long Range Wide Area
Network (LoRaWAN), which is a popular unlicensed LPWAN technology. It provides
a low-cost, energy-efficient and long-range network service to low-end IoT end-
points. Measurements are performed both in a deployed network, as well as in
a shielded, interference-free laboratory environment. The measurements indicate
that LoRaWAN meets most theoretical specifications in a deployment built from com-
mercial hardware, but experiences a degradation in coverage due to interference
and is limited by the duty cycle regulations of the unlicensed spectrum. There-
fore, it is mostly appropriate for low-end use cases without hard QoS requirements.
A comparison of NB-IoT with LoRaWAN illustrates that the two technologies com-
pliment each other; combining them in a single device could provide a versatile
solution for a wide range of use cases.

In traditional networks, multipath protocols provide such functionality: they
bundle multiple network links together and improve the QoS. However, existing
multipath protocols introduce too much overhead for narrowband and constrained
network links, and while there are devices with multiple LPWAN interfaces, there
is no universal LPWAN-specific bundling protocol. Therefore, the novel Narrowband
Bundling Protocol (NBP) is proposed, which aims to improve the latency, reliabil-
ity, and coverage of the aggregated connection. It provides an efficient multipath
transport service to IoT devices that works over both Internet Protocol (IP) and
non-IP paths. Furthermore, a proxy architecture is proposed that provides back-
wards compatibility by intercepting User Datagram Protocol (UDP) packets. NBP is
evaluated in simulations and a field test, and its QoS improvements are verified. For
the future, many protocol extensions are planned that will improve its versatility.
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1
I N T R O D U C T I O N

Over the last decade, the IoT has become an integral part of everyday life. Count-
less devices sense their surroundings and interact with each other and the cloud,
producing novel traffic patterns known as Machine Type Communication (MTC).
There is a great variety of IoT use cases, ranging from high-bandwidth applications
such as video surveillance to small battery powered devices such as temperature
sensors. In general, two main groups of communication patterns can be identified
within the MTC category: Critical Machine Type Communication (cMTC), which is
also referred to as Ultra-reliable and Low Latency Communication (URLLC), and
Massive Machine Type Communication (mMTC) [44]. One of the most common
mMTC use cases are Wireless Sensor Networks (WSNs), which consist of large fleets
of battery powered devices sensing environmental parameters and reporting their
measurements to the cloud. Many such devices are mounted in hard to reach
places, such as on streetlamps or in basements; therefore, manufacturers aim for
long battery life times up to 10 years. Due to the large number of nodes typically
present in a WSN network, installing large and costly batteries is generally not an
option; rather, the energy consumption must be reduced to the absolute minimum
necessary to fulfill the intended purpose. The resulting devices are constrained in
terms of energy and processing power, which must be considered when designing
protocols and applications. One of the main factors to think about when design-
ing for energy efficiency is wireless network connectivity. Over the years, many
approaches have been developed ranging from Personal Area Networks (PANs) to
mesh networks, depending on the geographical area in which a WSN is deployed.

In recent years, a new group of wireless access technologies has emerged: LPWANs

provide an energy efficient, long range and low cost communication interface for
mMTC applications, which allows distributing WSNs over large geographical areas.
Since there is a wide variety of mMTC use cases, an equally large variety of LPWANs

has been developed to address individual network performance needs, which is
called the QoS. As a result, operators need to select an LPWAN that provides an
appropriate QoS level for the use case in question. LPWANs can be categorized into
two main groups based on the spectrum they occupy. Licensed technologies are
deployed by MNOs along existing networks such as LTE. In contrast, unlicensed
technologies work in the ISM and SRD bands and can be deployed freely within the
limits of local regulation. In Europe, the bands most commonly used for LPWANs

are the 433 MHz ISM Band (EU-433) and the 868 MHz SRD Band (EU-868); within
each band, there are sub-bands which are regulated in terms of the maximum
permissible transmission power and duty cycle [20].

One of the most popular licensed LPWAN technologies is NB-IoT, which provides
a long-range, energy efficient mobile network service with up to 10 years of bat-
tery life. It is a clean-slate technology that reuses mechanisms found in LTE, but is

3
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not compatible with traditional mobile networks1. NB-IoT is attractive for low- to
mid-range mMTC use cases by providing a large Maximum Coupling Loss (MCL) of
164 dB and up to 10 years of battery life, while simultaneously achieving compara-
tively high data rates of tens of kilobits per second. Its support for massive device
densities and integration into the 5G architecture ensures long-term relevance [44].

On the side of unlicensed LPWANs, LoRaWAN is one of the most widespread can-
didates. This LPWAN technology employs a Chirp Spread Spectrum (CSS) based
modulation called Long Range (LoRa) to mitigate the interference in the ISM and
SRD bands [50]. The higher layers are handled by an open protocol called LoRaWAN

[1], which is commonly used as a synonym for the entire stack. LoRaWAN targets
low-end IoT applications exclusively; similar to NB-IoT, it provides a high MCL at
151 dB and long battery life times of multiple years, but it is limited severely in
terms of the data rate by the duty cycle regulations.

While the wide range of QoS provided by different LPWANs allows selecting an
appropriate technology for most use cases, it still does not address devices with
volatile QoS requirements. For example, a device may send regular measurement
data and occasional bursts of alarm messages; in this case, the LPWAN selection
depends on the maximum QoS that may be required. As a result, all data must be
sent using a high performance link, which increases energy consumption and cost.
In traditional networks, such challenges can be addressed by a bundling protocol,
which combines multiple network links into one logical connection; only when
the preferred link can no longer provide the desired QoS a second link will be
used. One of the most popular bundling protocols is Multipath Transmission Con-
trol Protocol (MPTCP), which is an extension of the classic Transmission Control
Protocol (TCP). Similar to its base protocol, MPTCP provides a reliable, congestion
controlled and in-order transport service; additionally, it allows applications mak-
ing use of multiple network paths2 and can fall back to regular TCP for hosts that
are not multipath capable. There are many other protocols that focus on different
use cases, e.g., Multipath Datagram Congestion Control Protocol (MP-DCCP) pro-
vides non-reliable delivery. What is common to the existing bundling protocols is
that they are not optimal for the use over narrowband and unreliable networks,
either due to their overhead or their reliable and in-order characteristics. However,
a purpose-built LPWAN bundling protocol could provide considerable QoS benefits.

1.1 hypotheses and objectives

In this thesis, the applicability of bundling protocols to LPWAN technologies is ex-
plored. There are two central questions that will be analyzed:

Hypothesis 1: The QoS provided by different LPWANs depends on their internal mecha-
nisms (e.g., coverage extension techniques) and the radio conditions.
LPWANs make use of different Coverage Extension (CE) mechanisms, such as signal

1 The NB-IoT standard provides multiple strategies for co-existence with previously deployed mobile
networks, which are explained in Section 2.2.2.

2 A path usually corresponds to a physical network link, however this is not strictly necessary; it is
possible to establish multiple subflows (i.e., flows that are part of a multipath connection) over one
link.



1.1 hypotheses and objectives 5

repetitions and variable symbol times, to a much larger degree than traditional
mobile networks. Therefore, it can be assumed that these algorithms are respon-
sible for at least part of the observed QoS differences between individual LPWAN

technologies. Furthermore, the radio conditions such as signal level and external
interference could influence the QoS observed in different scenarios.

Hypothesis 2: Using a novel LPWAN bundling protocol, multiple LPWANs can be com-
bined to improve the QoS and alleviate drawbacks.
While traditional bundling protocols are not applicable to LPWANs due to their
overhead or other undesirable characteristics, a special purpose LPWAN bundling
protocol could improve the QoS and address use cases such as mMTC applications
with varying QoS requirements. In the LPWAN context, a number of special con-
siderations are necessary, e.g., addressing endpoints over LPWAN links that do not
support IP.

From the Hypotheses, two objectives are derived that define specific steps to ad-
dress the research questions.

Objective 1: Analysis and comparison of the most relevant LPWAN technologies
The first objective includes a systematic analysis of NB-IoT and LoRaWAN, which
have been selected as representatives of a licensed and an unlicensed LPWAN due
to their popularity.

NB-IoT employs up to 2048 signal repetitions for CE, which are coherently added
in the receiver. This improves the sensitivity and thus the coverage range of the
network. It is expected that the time needed for these transmissions affects the QoS

considerably; therefore, the radio conditions that trigger the mechanism are of spe-
cial interest. In Chapter 4, NB-IoT is evaluated in terms of physical and application
layer QoS parameters in a commercial mobile network. Furthermore, the results are
compared against theoretical specifications and existing simulations and the QoS is
discussed in different smart metering use cases. The key characteristics observed
in the NB-IoT QoS analysis are considered during the NBP design phase as an exam-
ple of a licensed, IP-capable LPWAN technology. In the future, the raw data obtained
from the measurements could be used to derive scheduling algorithms.

LoRaWAN employs Spreading Factors (SFs) for CE; each SF step doubles the sym-
bol duration, but only encodes one additional bit. Therefore, higher SFs decrease
the expected data rate. In Chapter 5, LoRaWAN is analyzed using the methodol-
ogy developed during the NB-IoT measurements. Since LoRaWAN networks provide
extensive configuration options, the QoS can be explored for a wide signal level
range at individual SFs. Special consideration is given to how the regulations in
the unlicensed bands limit the QoS. The results are compared to the theoretical
specifications and LoRaWAN is discussed for smart metering use cases. Afterwards,
LoRaWAN is compared to NB-IoT for central QoS parameters. The results of this eval-
uation are considered in the NBP design phase as an example for an unlicensed,
non-IP LPWAN technology. Similar to the NB-IoT measurements, the raw data could
be used to construct scheduling algorithms in the future.
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Objective 2: Development of a novel bundling protocol that enables the efficient aggregation
of different LPWAN technologies
The second objective consists of the design, implementation, and evaluation of an
LPWAN-specific bundling protocol. Furthermore, a control mechanism is designed
that allows applications communicating their QoS needs to NBP. Special considera-
tion is given to backwards compatibility with the existing IoT ecosystem.

The evaluations of NB-IoT and LoRaWAN have revealed considerable QoS differ-
ences between the individual LPWAN technologies. Especially the duty cycle regu-
lations drastically limit the QoS of LPWANs operating in the unlicensed bands. At the
same time, these technologies provide a cost effective transport service for small
amounts of data. Therefore, an approach that combines both licensed and unli-
censed technologies could improve the QoS and reduce costs. In Chapter 6, a novel
LPWAN-specific bundling protocol is presented: the Narrowband Bundling Protocol
provides an efficient multipath transport service to IoT devices. It works over both
IP and non-IP paths that are constrained in terms of data rate, payload size and
energy by reducing overhead wherever possible. NBP aims to improve QoS charac-
teristics such as latency, reliability and coverage by bundling multiple LPWAN links.
Furthermore, a proxy architecture is proposed that enables legacy applications to
continue working by intercepting UDP packets. NBP is evaluated in simulations and
a field test and future protocol extensions are proposed. Finally, a mechanism is
presented that allows applications communicating per-packet QoS requirements
(e.g to mark a packet as emergency data and ensure priority treatment).

1.2 scientific contributions

Part of this thesis has previously appeared in journal papers. The related publica-
tions are listed hereafter:

[1] Andreas Philipp Matz, Jose-Angel Fernandez-Prieto, Joaquin Canada-Bago,
and Ulrich Birkel. “The Narrowband Bundling Protocol.” In: IEEE Wireless
Communications Letters 11.9 (2022), pp. 1900–1904. doi: 10.1109/LWC.2022.
3186392.

[2] Andreas Philipp Matz, Jose-Angel Fernandez-Prieto, Joaquin Cañada-Bago,
and Ulrich Birkel. “A Systematic Analysis of Narrowband IoT Quality of
Service.” en. In: Sensors 20.6 (Mar. 2020), p. 1636. issn: 1424-8220. doi: 10.
3390/s20061636.

1.3 organization of the thesis

This thesis consists of three parts. In the first part, the state of the art and the re-
search approach is presented. The second part details the research development,
describing all the major findings of this thesis. Finally, in the third part an overall
conclusion is drawn and future work opportunities are explored.

https://doi.org/10.1109/LWC.2022.3186392
https://doi.org/10.1109/LWC.2022.3186392
https://doi.org/10.3390/s20061636
https://doi.org/10.3390/s20061636
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Chapter 1 provides a brief overview of the major topics of this work. The thesis
hypotheses are stated, and the scope and scientific contributions of this works are
explained.

Chapter 2 describes the physical properties and the protocol stack of NB-IoT and
LoRaWAN. These fundamentals are essential for the analysis of the QoS measure-
ment results.

Chapter 3 introduces the history and principles of bundling protocols. The basic
components of a typical bundling architecture are explained and considerations
for creating a new bundling protocol are discussed.

Chapter 4 contains a systematic analysis of the QoS of NB-IoT. Physical and ap-
plication layer measurements are conducted and the results are compared to the
theoretical specifications. Afterwards, the applicability of NB-IoT is discussed in
typical smart metering use cases.

Chapter 5 presents a similar analysis for LoRaWAN. Furthermore, LoRaWAN is com-
pared to NB-IoT in different QoS aspects.

Chapter 6 introduces the Narrowband Bundling Protocol, which is an LPWAN-
specific multipath protocol that provides a low-overhead transport service for IoT

applications.

Chapter 7 retrospects on the research performed in this thesis and highlights fu-
ture research opportunities.





2
L O W P O W E R W I D E A R E A N E T W O R K S

Before an in-depth analysis of NB-IoT and LoRaWAN can be performed, it is neces-
sary to recall the theoretical fundamentals of operation, physical properties and
the protocol stack of the two technologies. This information is helpful in designing
a measurement procedure and discuss the observed results. Only the relevant con-
cepts are explained; sources for further reading on specific topics are listed in the
respective sections.

2.1 properties of wireless receivers

When transmitting information over a wireless channel, a certain Bit Error Rate
(BER) must be maintained to correctly decode the signal. The BER depends on the
Signal to Noise Ratio (SNR); with decreasing SNR, the BER increases. For purposes
of signal analysis, it is useful to consider the ratio of the bit energy and the noise
power spectral density Eb/N0, which is a normalized form of SNR [92]. Eb can be
written as the signal power PS multiplied with the bit time Tb; N0 describes the
noise power PN per bandwidth B.

Eb

N0
=

PS · Tb
PN/B

=
PS/Rb

PN/B
=

PS
PN

· B

Rb
= SNR · B

Rb
(1)

with:
Rb = 1/Tb: Bit Rate
SNR = PS/PN: Signal to Noise Ratio

The significance of this parameter can be seen in the waterfall curves, which plot
the Bit Error Probability PB versus Eb/N0. These diagrams are commonly used to
quickly assess the performance of a digital communication system; a system that
requires a lower Eb/N0 to detect the signal at a given error probability demodu-
lates the data more efficiently [92].

The receiver (RX) sensitivity (PRX,min) describes the minimum input power level
at the receiver antenna port related to a QoS threshold. This threshold is defined
based on the communication system in question; it could relate to the BER or the
Block Error Rate (BLER). To calculate PRX,min, the thermal noise needs to be con-
sidered. For the analysis in this thesis, it is useful to choose a logarithmic represen-
tation:

PN (dBm) = 10 · log
(
k · T ·B
1mW

)
= 10 · log

(
k · T
1mW

)
+ 10 · log(B) (2)

where k is the Boltzmann constant, T is the temperature, and B is the bandwidth.

9
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At room temperature (T = 20 °C = 293.15 K), this can be written as:

PN (dBm) = N0 + 10 · log(B) (3)

with:
N0 = −174 dBm

Hz : Logarithmic thermal noise spectral density

The effective noise floor (PN,eff) takes into account the Noise Figure (NF) of the
receiver front end, which adds noise to the thermal Noise Power (PN):

PN,eff = PN +NF (4)

Furthermore, a minimum SNR is needed to achieve the aforementioned QoS
threshold.

SNRmin =
Eb

N0
· Rb

B
(5)

When thinking in terms of receiver sensitivity, it is useful to consider the loga-
rithmic representation of the SNRmin.

SNRmin (dB) =

(
Eb

N0

)
(dB) + 10 · log

(
Rb

B

)
=

(
Eb

N0

)
(dB) − 10 · log(B · TB)

(6)

This relationship reveals the two major strategies how communication systems
can improve the SNRmin. The first possibility is increasing the system bandwidth
B, as it is common in spread spectrum modulation. The second option is increasing
the bit time TB, which can be done either by extending the bits in time as employed
by LoRa or using coherent addition of signal repetitions as in NB-IoT.

Using the previous definitions, the receiver sensitivity (PRX,min) is defined as:

PRX,min = PN +NF+ SNRmin = PN,eff + SNRmin (7)

As a result, there are different ways to optimize PRX,min:

• Decrease the PN by reducing the bandwidth or the temperature.

• Decrease the SNRmin by increasing the bandwidth or bit time.

• Decrease the noise figure through optimized receiver design.

While some of these points appear to contradict each other, the optimization strat-
egy depends on the use case in question. For example, LPWANs must reduce the
power consumption to support battery powered applications. Therefore, they gen-
erally try to minimize PN by choosing a narrow system bandwidth, which con-
serves power at the expense of a low data rate. Since most LPWAN modems are
built to a minimum cost, it is difficult to achieve significant NF improvements.
Therefore, the only remaining option to improve PRX,min and thus extend the cov-
erage is increasing the TB by extending the bits in time or using coherently added
repetitions.
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Finally, another important measurement is the MCL. It is a common metric to
evaluate the coverage of a radio access technology and is calculated as the differ-
ence between the transmitted power level at the antenna connector (PTX) and the
receiver sensitivity.

MCL = PTX − PRX,min (8)

2.2 fundamentals of nb-iot

Narrowband IoT is a clean-slate LPWAN standard specified by the Third Generation
Partnership Project (3GPP) standardization organization.1 It was introduced in LTE

Release 13 [74], with significant improvements made in Release 14 and 15 [80].
NB-IoT is designated as a 5G mMTC enabler in Release 15 [45] and will thus stay
relevant in future mobile networks. In this section, only the fundamental aspects
of the NB-IoT Release 13 standard2 are introduced, which are of relevance for the
analysis in this thesis. Additional details can be found in [44, 64].

2.2.1 Introduction

In recent years, the rise of the IoT and its associated platforms has directed the inter-
est of researchers and companies alike to the exchange of information between IoT

endpoints such as sensors and servers. These communication patterns are referred
to as Machine Type Communication [44]. The communication requirements within
the MTC category are diverse; therefore, it is common to distinguish between cMTC

and mMTC technologies. A widespread mMTC use case is WSNs, which consist of
many battery powered devices distributed across heterogeneous environments.

The diverse applications of WSNs have sparked the development of a new group
of IoT-centric access technologies. LPWANs provide long-range communication for
many devices simultaneously, while enabling battery life for many years. In gen-
eral, LPWANs can be categorized based on the license of the occupied spectrum.
Unlicensed technologies, such as LoRaWAN [51], work in the license-free and region-
specific ISM and SRD bands. Licensed technologies are standardized by an indus-
try consortium such as the 3GPP [78] and are commonly deployed by MNOs along
with existing mobile networks. Some LPWANs are developed based on existing stan-
dards, such as LTE Cat-M1 [44]; others, like NB-IoT, [44] are referred to as clean-slate
technologies and do not retain full compatibility with existing technologies. As a
result, these standards interfere with neighboring networks.

NB-IoT has emerged from a 3GPP study on cellular IoT technologies [72] and was
first standardized as part of LTE Release 13 [74]. It is designed to integrate with
existing Global System for Mobile Communications (GSM) and LTE networks and
provide a long-range, energy-efficient mobile service, with a MCL of 164 dB and up
to 10 years of battery life. Additionally, NB-IoT supports massive device densities
and guarantees delivery of high-priority exception reports within 10 seconds. In

1 Section 2.2 is an excerpt from the previously published journal paper "A Systematic Analysis of
NB-IoT Quality of Service" by A. Matz et al. [57].

2 The theory and evaluations presented in this thesis are based on 3GPP LTE Release 13, since this
version was deployed in Germany during the measurements.
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the future, NB-IoT will be part of the 5G architecture, providing support for mMTC

use cases [45].
Whenever new mobile network standards are introduced, their performance is

approximated in system-level simulations, which include the air interface, as well
as higher protocol layers. In the case of NB-IoT, extensive simulations have already
been performed for different scenarios [44, 45].

NB-IoT Release 13 has been implemented by MNOs and gained considerable in-
terest; however, little attention has been paid to systematic real-life QoS evaluations.
While some measurements have been done, not all of them were performed in real-
world environments, which is essential to verify the end-user QoS. Mozny et al. [62]
analyzed attachment delay, latency, and message overhead under laboratory con-
ditions. The analysis was based on five samples per measurement, which is a low
sample size that may limit statistical relevance. Khan et al. [38] performed long-
term analysis of NB-IoT SNR and Received Signal Strength Indicator (RSSI) on dif-
ferent floors of a university building. The evaluation showed that SNR and RSSI

levels changed during the day. The authors proposed that this may be caused by
LTE activity generated by mobile network users. Malik et al. [53] analyzed NB-IoT

coverage in indoor, outdoor, and underground scenarios. The results indicated that
NB-IoT worked well for indoor and outdoor scenarios, while underground coverage
was limited to locations close to the base station, which is referred to as Evolved
Node B (eNodeB) in LTE systems. Martinez et al. [54] performed analysis on en-
ergy consumption, reliability, and latency in NB-IoT networks. While these mea-
surements were performed in an operative network, the authors focused on the
power consumption of NB-IoT, and they found no correlation between the repeti-
tions caused by the Enhanced Coverage Level (ECL) and latency. A thorough search
of the relevant literature revealed that only Basu et al. [14] have performed detailed
application layer QoS measurements in a commercial NB-IoT network. The results
showed that decreasing signal levels resulted in increased latency and a reduction
in throughput, but overall indicated a reliable performance of NB-IoT. However, the
work considered a single tone downlink scenario, which did not align with the
NB-IoT specification. Furthermore, only limited analysis has been performed on the
physical NB-IoT network parameters and their influence on the application layer
QoS.

This work expands on the previous publications by systematically examining
both physical and application layer NB-IoT QoS parameters in a commercial mobile
network. The influence of the physical QoS parameters and the underlying mech-
anisms on the end-user QoS is analyzed and compared against theory, as well as
simulations. A long-term measurement allows concluding on how the radio condi-
tions change between day and night. Moreover, this thesis presents the suitability
of NB-IoT in four use cases of smart metering applications in the uplink (UL) and
downlink (DL) direction.

To the best of the authors’ knowledge, this thesis contains one of the first sys-
tematic analyses of the relevant physical and application layer QoS parameters and
contributing factors in a real NB-IoT network and is the first study of NB-IoT QoS in
Germany.
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Figure 1: NB-IoT allows flexible deployment along existing mobile networks: (a) LTE in-
band deployment, (b) LTE guard band deployment, (c) GSM stand-alone deploy-
ment (adapted from [85]).
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Figure 2: LTE resource grid. The NB-IoT downlink is based on 15 kHz carrier spacing and
OFDM, carrying reference symbols. The uplink is based on 15 kHz or 3.75 kHz
carrier spacing and SC-FDMA.

2.2.2 Deployment Modes and Resource Grid

NB-IoT occupies a total system bandwidth of 180 kHz and can be deployed in-band
within a single LTE Physical Resource Block (PRB) or operate in the LTE guard band
on each side of the LTE carrier. Alternatively, it can occupy a single GSM carrier of
200 kHz in stand-alone mode as shown in Figure 1.

The integration of NB-IoT into existing Fourth Generation (4G) networks is facili-
tated by reusing the LTE resource grid as shown in Figure 2. The NB-IoT downlink
is based on Orthogonal Frequency Division Multiplexing (OFDM) with 15 kHz car-
rier spacing and always uses all 12 subcarriers. Downlink resources are allocated
as subframes, which span 1 ms and contain two slots with seven OFDM symbols
each. As such, each allocated subframe contains two PRBs. The downlink radio
channel is estimated using Narrowband Reference Symbols (NRSs) that are present
in the last two OFDM symbols of each slot. In the uplink direction, Single Carrier
Frequency Division Multiple Access (SC-FDMA) is used, and the resource grid can
be configured to use either 15 kHz or 3.75 kHz carrier spacing.
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Figure 3: Resource allocation in NB-IoT uplink and downlink directions. Multi tone alloca-
tions are highlighted in light gray with blue borders, and single tone allocations
are dark gray with red borders.

Additionally, NB-IoT introduces the concept of Resource Units (RUs) in the uplink,
which allows allocating one or more subcarriers of a single PRB to different User
Equipments (UEs). These subcarriers are referred to as tones, and the resulting
configurations are called single and multi-tone operation. The possible allocation
schemes [75] are illustrated in Figure 3.

2.2.3 NB-IoT Physical Layer Radio Measurements

The LTE specification defines a set of radio QoS parameters, which are used to
estimate the channel between the eNodeB and the UE [73]. This section introduces
the parameters that are most relevant to evaluate end-user QoS, as well as their
relationship to each other.

• The Reference Signal Received Power (RSRP) is a linear average of the power of the
resource elements carrying NRS in a given frequency bandwidth, expressed in
Watts. Since NB-IoT downlink is based on a 15 kHz carrier spacing, the RSRP is
the power of a single 15 kHz NRS.

• The Received Signal Strength Indicator (RSSI) is a linear average of the total power
received in the measurement bandwidth from all sources, including external
interference, noise, and others, expressed in Watts. In NB-IoT, the measurement
bandwidth is exactly one PRB or 180 kHz. The RSSI depends on the cell load;
it increases with the number of allocated subcarriers.
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• The Reference Signal Received Quality (RSRQ) describes the ratio between RSRP

and RSSI, where both measurements shall be made over the same set of re-
source blocks:

RSRQ =
RSRP (W)

RSSI (W)
(9)

• The Signal to Interference and Noise Power (SINR) is the ratio between the re-
ceived signal level and the interference power (PI) from external sources, as
well as the effective noise power (PN,eff). If all 12 Resource Elements (REs) of
the broadband channel are occupied with the same signal power as the NRS,
the narrowband and broadband SINR are identical.

SINR =
RSRP (W)

PI,15kHz (W) + PN,eff,15kHz (W)

≈ RSSI (W)

PI,180kHz (W) + PN,eff,180kHz (W)

(10)

The SINR and RSRQ parameters are related to each other via the subcarrier activity
factor x, which defines the ratio of occupied REs in a Resource Block (RB): x =

RE/RB. In an unloaded NB-IoT cell, only the NRS are active, so RE = 2 and x = 2/12,
while a fully loaded cell uses all subcarriers (x = 1).

The relation between the parameters SINR, RSRQ, and the number of occupied
REs or the subcarrier activity factor was derived in [65]:

SINR =
12

1
RSRQ − RE

=
12

1
RSRQ − 12 · x

(11)

This relationship is validated in Section 4.2.4 by analyzing the RSRQ and SINR

measurements of the NB-IoT UE, which allows concluding on the subcarrier activity
factor x.

2.2.4 Data Rate and Latency Boundaries

NB-IoT dynamically adjusts to the radio conditions by configuring the Modulation
and Coding Scheme (MCS), which is a combination of a modulation type and a
coding rate applied to a given PRB. NB-IoT supports MCS 0 to 12, using Quadrature
Phase Shift Keying (QPSK) or Binary Phase Shift Keying (BPSK) modulation [75] and
a variable Transport Block Size (TBS). Higher MCS implies reduced coding redun-
dancy and thus provides increased TBS at the same number of RUs. Additionally,
the coverage range can be improved by applying signal repetitions NRep, which in-
crease the receiver sensitivity. User data are transmitted via two physical channels,
which are called Narrowband Physical Uplink Shared Channel (NPUSCH) in format
F1 (NPUSCH F1) and Narrowband Physical Downlink Shared Channel (NPDSCH).
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When calculating an upper bound for the data rate in the uplink (NPUSCH F1)
and downlink (NPDSCH) direction, the maximum possible MCS and TBS must be
considered, which correlates to the minimum number of resource units (NRU) and
subframes (NSF) used for the transmission [44]:

NPUSCH single tone : TBSmax = 1000 bits, MCSmax = 10

→ NRU,min = 6
(12)

NPUSCH multi tone : TBSmax = 1000 bits, MCSmax = 12

→ NRU,min = 4
(13)

NPDSCH : TBSmax = 680 bits, MCSmax = 12 → NSF,min = 3 (14)

Afterwards, the minimum time needed to transmit the maximum TBS without
repetitions (NRep = 1) can be calculated. In the uplink, the time needed to transmit
one RU (TRU) is 1 ms for a 180 kHz multi-tone transmission and 8 ms in the case
of a 15 kHz single tone transmission. In the downlink direction, the time needed
to transmit one subframe (TSF) is 1 ms.

The minimum time needed to transmit 1000 bits in uplink (NPUSCH F1) is:

Tmin,15kHz = Nrep ·NRU,min · TRU = 1 · 6 · 8ms = 48ms

for 15 kHz single tone
(15)

Tmin,180kHz = Nrep ·NRU,min · TRU = 1 · 4 · 1ms = 4ms

for 180 kHz multi-tone
(16)

The minimum time needed to transmit 680 bits in downlink (NPDSCH) is:

Tmin,180kHz = Nrep ·NSF,min · TSF = 1 · 3 · 1ms = 3ms

for a 180 kHz PRB
(17)

NB-IoT employs a scheduling cycle to allocate resources to the individual UEs,
which reduces the Physical Layer (PHY) effective data rates and results in the
Medium Access Control (MAC) Layer data rates. This scheme is illustrated in
Figure 4a for an uplink and in Figure 4b for a downlink transmission. Periodic
scheduling information is transmitted on the Narrowband Physical Downlink Con-
trol Channel (NPDCCH) and user data are sent via NPUSCH F1 and NPDSCH. NB-IoT

uses Hybrid Automatic Repeat Request (HARQ) feedback for forward error cor-
rection and automatic retransmissions, which is transferred in the uplink on the
NPUSCH in Format F2. The green dashed line marks the earliest possible start of a
new scheduling cycle and defines the minimum time needed for the transmission
of the TBS.

Accordingly, the upper boundaries for the MAC layer data rates can be calculated.
These values are used as a benchmark for the throughput evaluations in Section
4.2.6 of this thesis.
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NPDCCH
Scheduling Info
T = NRep ⋅ 1 ms

NPDSCH
Downlink Data

T = NRep ⋅ NSF ⋅ 1 ms 

NPUSCH F2
HARQ feedback
T = NRep ⋅ 2 ms

NPDCCH
Scheduling Info
T = NRep ⋅ 1 ms

NPDCCH
Scheduling Info
T = NRep ⋅ 1 ms

NPUSCH F1
Uplink Data

T = NRep ⋅ NRU ⋅ 8 ms 

NPDCCH
(N)ACK /Sched
T = Nrep ⋅ 1 ms

4ms 12 ms ≥3 ms

8 ms ≥3 ms

b) Downlink Scheduling Cycle

a) Uplink Scheduling Cycle

Figure 4: NB-IoT scheduling cycle for a single (a) uplink and (b) downlink transmission.
The green dashed line marks the earliest possible start of a new scheduling cycle
(adapted from [45]).

The maximum physical data rate (Rmax) in NPUSCH is calculated as follows:

Tmin,15kHz = 60ms, TBS = 1000 bit → Rmax = TBS/Tmin

= 16.7 kbps for 15 kHz single tone
(18)

Tmin,180kHz = 16ms, TBS = 1000 bit → Rmax = TBS/Tmin

= 62.5 kbps for 180 kHz multi-tone
(19)

On the other hand, Rmax in NPDSCH is:

Tmin = 25ms, TBS = 680 bit → Rmax = TBS/Tmin

= 27.2 kbps for a 180 kHz PRB
(20)

In NB-IoT, there are multiple factors that contribute to the total system latency.
Liberg et al. [44] have performed system-level simulations to evaluate the latency
under different signal conditions and deployment modes, as shown in Table 1.
The simulation results indicate that at 144 dB coupling loss, NB-IoT provided a
low latency of about 300 ms, which was mostly determined by the time needed
to access the network and acquire the necessary configuration information. At
the MCL of 164 dB, the latency was dominated by the signal repetitions used for
CE, but still met the limit of 10 s for delivering exception reports, as defined by
3GPP [72]. The differences between the individual deployment modes could be
attributed to the output power restrictions that apply for in-band and guard band
installations. Overall, the latency estimation can serve as a useful benchmark for
real-life evaluations.

2.2.5 Receiver Sensitivity, ECL, MCL, and Transmission Power Control in NB-IoT

The receiver sensitivity (PRX,min) defines the minimum input power level at the
receiver antenna port related to a QoS threshold as defined in Equation (7). In
NB-IoT, this threshold is commonly specified at a Block Error Rate (BLER) of 10 %
for the NPUSCH and NPDSCH NB-IoT channels [44]. The BLER depends on the MCS

and the amount of symbol repetitions (NRep) applied for a given SNR. Accordingly,
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Table 1: NB-IoT exception report latency (adapted from [44]).

Coupling Loss (dB)
Stand-Alone Mode

Latency (s)

Guard Band Mode

Latency (s)

In-Band Mode

Latency (s)

144 0.3 0.3 0.3

154 0.7 0.9 1.1

164 5.1 8.0 8.3

SNRmin defines the minimum power ratio needed in order to achieve this QoS

target.
The analysis of the measurement results requires the calculation of the effective

noise floor of the RSRP, the RSSI, and the 15 kHz single-tone NPUSCH. These can be
calculated at room temperature, considering the corresponding bandwidths B and
the assumed NFs of UE and eNodeB:

PN,eff,NPUSCH = PN,15kHz +NFeNodeB = −132.2 dBm+ 5 dB

= −127.2 dBm
(21)

PN,eff,RSSI,DL = PN,180kHz +NFUE = −121.4 dBm+ 7 dB

= −114.4 dBm
(22)

PN,eff,RSRP,DL = PN,15kHz +NFUE = −132.2 dBm+ 7 dB

= −125.2 dBm
(23)

In NB-IoT, the receiver sensitivity is improved by applying signal repetitions [75].
The sensitivity is expected to improve by 3 dB for each doubling of the repetitions
due to coherent addition of the symbols and incoherent addition of thermal noise.
NB-IoT employs up to 128 repetitions in the uplink and 2048 repetitions in the
downlink direction. The large number of repetitions in downlink compensates the
higher effective downlink noise floor in order to balance the link budget. However,
accumulating the signal repetitions takes time and is thus a trade off between
latency and sensitivity.

The appropriate number of repetitions is adjusted dynamically by the eNodeB,
which assigns an ECL to each device based on the received uplink and reported
downlink signal level, where a higher ECL corresponds to more problematic radio
conditions and a higher number of repetitions. The exact number of repetitions
per ECL is defined by the MNO. This thesis refers to the three available ECL levels
as ECL 0, ECL 1, and ECL 2.

The MCL is a common metric to evaluate the coverage of a radio access technol-
ogy and is calculated as the difference between the transmitted power level at the
antenna connector (PTX) and the receiver sensitivity. Since the downlink NRS are
used for channel estimation, their constant transmit power is indicated to the UE

by the eNodeB and used for all physical channels. In the uplink direction, the trans-
mission power depends on the coverage situation. For up to two repetitions, the
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Table 2: Reference link budget configuration achieving the minimum requirement of
MCL = 164 dB for 5G mMTC systems as defined by IMT-2020 [34] with 32 and
128 repetitions in uplink and downlink (adapted from [45]).

NPUSCH 164 dB MCL

Ref. Performance

NPDSCH 164 dB MCL

Ref. Performance

Transmit Power PTX (dBm) 23 35

TBS (bits) 1000 680

Repetitions NRep 32 (max. 128) 128 (max. 2048)

Resource Units NRU 10 8

BLER (%) 10 10

SNRmin (dB) −13.8 −14.7

Noise Figure NF (dB) 5 7

Interference Margin (dB)1 0 0

Sensitivity PRx,min (dBm) −141 −129

MCL (dB) 164 164

1In mobile networks, additional interference degrades the MCL especially in dense urban areas.

transmission power is a function of multiple cell parameters including coupling
loss. For more than two repetitions, the cell-specific maximum transmission power
on the ith slot (PCMAX,c(i)) is used. This thesis refers to the transmit power of the
UE as PTX,UE [76]. The MCL is thus calculated as:

MCL = PTX − PRX,min (24)

Table 2 shows a reference link budget configuration with the uplink NRep,UL

= 32 and the downlink NRep,DL = 128 achieving the minimum requirement of
MCL = 164 dB as defined by the International Mobile Telecommunications 2020

Standard (IMT-2020) [34], which specifies the requirements for upcoming 5G sys-
tems.

2.3 fundamentals of lorawan

The LoRa modulation and the LoRaWAN protocol are components of an LPWAN tech-
nology operating in the unlicensed spectrum. In Europe, LoRaWAN networks are
commonly installed in the license-free EU-433 and EU-868 bands. Therefore, net-
works can be operated by groups or individuals without obtaining a license for
the spectrum, which reduces cost and makes LoRaWAN a popular choice for WSN

applications. While often used interchangeably, the terms LoRa and LoRaWAN de-
fine two different aspects of the wireless network. LoRa refers to a proprietary CSS

modulation and forms the basis of most LoRaWAN networks. It is a proprietary
technology owned by the Semtech corporation, which produces the modems nec-
essary to make use of LoRa. LoRaWAN is an open standard that defines a MAC layer
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protocol needed to create a network of many devices. LoRaWAN is maintained by
the LoRa Alliance, which publishes new versions of the protocol in the LoRaWAN

specification [1].
On the physical layer, a LoRaWAN network can either use the LoRa modulation or

a Frequency Shift Keying (FSK) modulation [50]. While FSK provides higher data
rates (up to 50 kbps before duty cycle regulations), many applications prefer the
LoRa modulation due to its wide coverage range and robustness against interfer-
ence. The measurements in this thesis are conducted using the LoRa modulation;
therefore, the term LoRaWAN network is used to describe a network that employs
both LoRa and LoRaWAN. This section covers the fundamentals of LoRa and LoRaWAN

operation needed for the analysis in this work. Additional details can be found in
[1, 86].

2.3.1 Introduction

The popularity of low-end IoT use cases such as environmental monitoring has
created a demand for low-cost, wide-coverage LPWAN technologies. The LoRa mod-
ulation and the corresponding LoRaWAN protocol address such use cases; they
provide an unlicensed and cost-effective LPWAN service that can be installed by
anyone. These properties have attracted interest from industry and researchers
alike, who continue to create novel use cases, many of which have found their
way into everyday situations. Over the past years, the performance of LoRaWAN

has been evaluated in a number of publications that each focus on a particular
QoS aspect. There is a number of simulations that explore the scalability and de-
livery success rate of LoRaWAN in various configurations and environments [27,
102]. Additionally, LoRaWAN has been evaluated in physical deployments installed
in different environments. Most publications do not cover a wide range of QoS

parameters and there is little previous exploration on how the elevated interfer-
ence levels in the ISM and SRD bands influence the LoRa QoS, which is essential
to understand how and why the deployed performance differs from the specifica-
tions. Pötsch et al. [71] analyzed the elements that contributed to the end-to-end
latency of LoRaWAN and compared it to the latency of a Universal Mobile Telecom-
munications System (UMTS) connection. They found that the end-to-end latency
was composed of the Time on Air (ToA) and the LoRaWAN backhaul latency. While
the ToA was increasingly dominant at higher SFs, the backhaul latency declined,
which could not be explained. Petric et al. [69] conducted a drive test in a subur-
ban environment to analyze the LoRaWAN packet loss for different SFs and signal
levels. They found that LoRaWAN provided good outdoor coverage that improved
with antenna height. The packet loss correlated with falling SNR, but not with
falling RSSI. Under optimum conditions, packet loss ratios below 3 % were ob-
served. Sanchez-Iborra et al. [83] evaluated the LoRaWAN QoS in urban, suburban
and rural conditions using simulations and drive tests. The authors confirmed that
the coverage predicted by the Okumura–Hata propagation model closely matched
the real network. Furthermore, both higher SFs and higher Code Rates (CRs) im-
proved the packet loss, especially in urban areas. Augustin et al. [10] performed a
field test with different packet sizes and spreading factors. The authors found that
coverage increased with higher SFs, but the RSSI was not a good indicator of MCL.
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The measured throughput was significantly below the specifications and was fur-
ther reduced for small packets. The authors attributed the reduction to the receive
windows preventing the device from sending the next packet.

This thesis expands on the previous works by performing a systematic analy-
sis of both physical and application layer QoS parameters using the methodology
developed during the NB-IoT measurements [57]. This analysis is made possible
by exploring options for a linear signal level representation and therefore circum-
venting the limitations of existing analyses based on the RSSI or SNR only. Special
consideration is given to the influence of the CE mechanisms on the end-user QoS.
The analysis is conducted both in a private LoRaWAN network and in a shielded
laboratory setup to explore the influence of the interference on the performance
of the system. Afterwards, the results are compared to the specifications and the
applicability of LoRaWAN is discussed in four different smart metering use cases.
Finally, LoRaWAN is compared to NB-IoT in terms of its physical and application
layer QoS parameters.

To the best of the author’s knowledge, this thesis presents one of the first sys-
tematic analyses of LoRaWAN that explore a wide range of physical and application
layer QoS parameters, consider both a deployed and a shielded setup and compare
LoRaWAN to other technologies. Unlike the existing analyses, all measurements are
conducted using the Packet Strength as a linear signal level representation.

2.3.2 Physical Properties of the LoRa Modulation

The LoRa modulation is derived from existing principles of CSS modulation and
encodes information in linear frequency chirps. Each chirp corresponds to one
symbol, and the chirp duration equals the symbol time TS. The chirps cover the full
system bandwidth B (fmin to fmax). LoRa employs different bandwidths, usually
125 kHz, 250 kHz and 500 kHz; not all configurations can be used in every region
[50]. Given the linear property of the LoRa chirps, they can be described using
their steepness µ = B/TS. A chirp with µ > 0 is called an upchirp, while a chirp
with µ < 0 is a downchirp. Figure 5 illustrates the time and frequency domain
representation of an upchirp (a, b) and a downchirp (c, d).

The theory in the following sections is limited to what is necessary to analyze
the QoS properties; a full analysis of the LoRa baseband processing, modulation and
demodulation process can be found at [68].

2.3.3 Receiver Sensitivity, Spreading Factor, MCL and Transmission Power Control in
LoRa

Like other LPWANs, LoRaWAN networks need to cover a wide variety of installation
locations. Therefore, it is necessary to provide a CE mechanism that allows de-
ploying devices in difficult environments such as basements. LoRa addresses this
challenge by offering SFs, which double the TS for each SF step and improve the
SNRmin (and therefore also PRX,min) by 2.5 dB [89]. Since LoRa is limited to a fixed
bandwidth B, the steepness µ halves with each SF step. The doubling in symbol
energy ES improves the sensitivity at the cost of a decreased data rate.
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Figure 5: Chirp signals change their frequency over time: A sinusoidal linear upchirp (a)
increases its frequency over the symbol duration TS (b). A sinusoidal linear
downchirp (c) decreases its frequency over one symbol duration TS (d).

Overall, increasing the SF leads to:

• Improved sensitivity

• Longer transmission times for a given payload

• Lower data rates

• Higher power consumption

Similar to NB-IoT, LoRa employs a narrow system bandwidth to provide a long
range and deep indoor coverage. As described in Section 2.1, the receiver sensi-
tivity PRX,min and power consumption of LPWANs is improved by reducing the
system bandwidth B, which also decreases thermal noise. At the same time, op-
timizing the modems for low cost makes improving the NF difficult, so an NF of
6 dB can be assumed [87]. In the case of LoRa, different system bandwidths are
supported. In the lower ISM and SRD bands below 1GHz, the most commonly used
system bandwidths are B = 125 kHz, B = 250 kHz and B = 500 kHz; the upper
limit is defined by local regulations.

The theoretical LoRaWAN performance is illustrated in Table 3, which lists the
SNRmin, PRX,min and MCL of a LoRaWAN network with a system bandwidth of
B = 125 kHz. The SNRmin is specified by the manufacturer [89] and PRX,min is
calculated using Equation (7). The MCL definitions are identical for both LoRa and
NB-IoT, so the definition in Equation (8) is reused and the MCL is calculated for the
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Table 3: SNRmin, PRX,min and MCL of LoRa at different SFs [89]. The MCL is calculated
for PTX = 14 dBm.

SF SNRmin (dB) PRX,min (dBm) MCL (dB)

7 −7.5 −124.5 138.5

8 −10.0 −127.0 141.0

9 −12.5 −129.5 143.5

10 −15.0 −132.0 146.0

11 −17.5 −134.5 148.5

12 −20.0 −137.0 151.0

Table 4: An exemplary calculation of data encoded in a LoRa transmission using SF = 7.
The chip k at which the frequency jump occurs directly correlates to the binary
value of the encoded data bits. In this table, the least significant bit is on the right.

Frequency Jump

Location k
Encoded Symbol

0 (0000000)2

2 (0000010)2

65 (1000001)2

127 (1111111)2

maximum permissible PTX,ISM = 14 dBm according to the European SRD-band
regulations [20].

2.3.3.1 Encoding Data in LoRa Chirps

The LoRa modulation employs a fixed scheme to synchronize the communication
endpoints and encode data. Every transmission starts with the Preamble, which is
a series of upchirps used for frequency and time synchronization between sender
and receiver. Afterwards, downchirps form the Start of Frame Delimiter (SFD),
which indicates the start of the data portion of a LoRa frame. It is the only time in a
LoRa transission when downchirps are employed; all data are exclusively transmit-
ted in upchirps, which simplifies decoding at the receiver.

Payload data are encoded by a jump in frequency at specific points in the chirp,
as shown in Figure 6. For this purpose, each CSS symbol is split into 2SF chips,
which mark possible locations for a frequency jump to occur. The chip number
k ∈ [0; 2SF − 1] at which the jump occurs directly represents the binary value of the
data bits, as shown in Table 4. As a result, there are 2SF possible symbols encoding
SF bits each.

LoRa transceivers encode the payload for improved resiliency against interfer-
ence. Gray Indexing is used to mitigate off-by-one errors during transmission,
Whitening to improve clock recovery, Interleaving to improve interference resis-
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Figure 6: The LoRa modulation encodes data using instantaneous frequency jumps. The
location of the jump directly represents the encoded bits. Increasing the SF by
one doubles the ToA and the number of chips per symbol, but only encodes one
additional bit.

tance and Forward Error Correction (FEC) to detect and/or correct bit errors [39].
In the receiver, these encodings need to be reversed to obtain the original data bits.

2.3.4 Calculating the LoRa Data Rate

Using the properties of the LoRa modulation discussed in Section 2.3.2, the theoret-
ical maximum bandwidth can be calculated [87]. For base band encoding, a chip
rate of 1chip

Hz·s is used. The LoRa chip rate RC can thus be calculated.

RC = 1
chip

Hz · s
·B, TC =

1

RC
(25)

with:
B: Modulation Bandwidth

The symbol time TS can be calculated by multiplication of the number of chips
per symbol 2SF and the chip duration TC. This confirms that increasing the SF

increases the time on air, but not the bandwidth like in other technologies such as
Direct Sequence Spread Spectrum (DSSS) or Frequency Hopping Spread Spectrum
(FHSS).

TS = 2SF · TC =
2SF

RC
→ TS =

2SF

B
(26)

with:
SF: Spreading Factor

Each symbol encodes SF bits, and blocks the channel for the symbol time TS,
which allows calculating the modulation bit rate Rb. Furthermore, while each ad-
ditional SF step encodes one bit more per symbol, the time on air doubles; therefore,
the data rate decreases.

Rb =
SF

TS
= SF · 1

2SF

B

(27)
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Table 5: Number of bit errors that can be detected and corrected by the Hamming Forward
Error Correction used in LoRa. [39]

CR RCode Error Detection (bits) Error Correction (bits)

1 4/5 1 0

2 4/6 1 0

3 4/7 1 1

4 4/8 2 1

Since LoRa works in the unlicensed bands, interference needs to be expected
and handled appropriately. LoRa implements error detection and correction using
Hamming FEC with a variable code word size of 5–8 bits and a fixed data word
size of 4 bits [39]. The additional parity bits reduce the effective bit rate Rb,eff. The
CR is defined as the number of parity bits inserted per 4 bits of useful data [87].
The network administrator can configure a CR of 1–4 bits.

Rb,eff = SF ·
4

4+CR

2SF

B

(28)

with:
CR: Code Rate

In signal processing theory, the CR is more commonly expressed as the ratio of
useful bits k over total bits n. In the context of LoRa, this ratio is called Rate Code
(RCode) [87]. The different levels of error detection and correction are shown in
Table 5.

RCode =
4

4+CR
(29)

This allows simplifying Equation (28) to calculate the effective bit rate for a
specific spreading factor and code rate.

Rb,eff = SF · RCode

2SF

B

= SF · B

2SF
· RCode (30)

with:
RCode: Substituted code rate

Using Equation (30), the theoretical LoRa data rate can be calculated. Table 6 lists
the peak data rates of LoRa using different SFs at a bandwidth B = 125 kHz and a
CR = 4/5.
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Table 6: Coded bit rate of LoRa assuming B = 125 kHz and CR = 4/5

SF Coded Bitrate (bps)

7 5469

8 3125

9 1758

10 977

11 537

12 293

(a) Nodes / Motes (b) Gateways (c) Network
Server

(d) Application
Server

(e) Applications

Figure 7: A generic LoRaWAN architecture (adapted from [47]).

2.3.5 The LoRaWAN Architecture

LoRaWAN networks are scalable from small local installations to a global network
infrastructure. For that purpose, LoRaWAN networks are controlled by a central
LoRaWAN stack that manages locally installed gateways, which provide the wireless
networks that LoRaWAN end devices connect to. Figure 7 illustrates the architecture
of a LoRaWAN network3. It is composed of the following elements [47]:

(a) LoRaWAN end devices are called nodes or motes. Usually, these devices are
based on a microcontroller and include sensors or actors. Multiple nodes may
form a WSN.

(b) LoRaWAN networks include one or more gateways, which provide the LoRaWAN

air interface. Gateways act as packet forwarders between the nodes and the central
LoRaWAN stack. For very small networks, gateways are available that provide an
integrated stack.

(c) The network server manages the gateways, provides encryption and acts as a
bridge between the gateways and the application server. When a node transmits an

3 The architecture described in this section refers to LoRaWAN v1.0.x, since this version was used in
the LoRaWAN evaluations. The later standard LoRaWAN v1.1 introduces an additional Join Server
component that verifies end devices and distributes keys.
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Figure 8: A LoRaWAN network is built from layers that stack on top of each other.

uplink message, it can be received by multiple gateways to improve the chance of
a successful transmission. The network server will then deduplicate the message
and forward only one copy to the application server. In the downlink direction, the
message is transmitted only by the gateway that previously received the strongest
signal from the target node, which avoids unnecessary transmissions. The network
server implements the Automatic Data Rate (ADR) algorithm, which adjusts the
wireless parameters of the nodes based on the channel conditions.

(d) The application server manages the nodes and provides an external interface
to the LoRaWAN stack. From there, applications can collect the data using protocols
such as Message Queuing Telemetry Transport (MQTT). Additionally, the applica-
tion server handles encryption of the payload.

(e) Applications are external components that are operated by a third party. They
exchange data with the nodes via the LoRaWAN application server.

2.3.6 The LoRaWAN Protocol Stack

LoRaWAN networks are built from layers that stack on top of each other as shown in
Figure 8. Compared to the well-known Open Systems Interconnection (OSI) model,
the modulation (usually LoRa) forms the physical layer, while LoRaWAN forms the
upper layers. LoRa is deployed in different region-specific frequency bands. At the
PHY, a LoRaWAN network can either employ the LoRa modulation (sec. 2.3.2) or
an FSK modulation. While the long range and interference resistance make LoRa an
attractive choice for many use cases, there may be applications where the increased
data rate of FSK is beneficial. For peer-to-peer connections, using only the LoRa PHY

is sufficient to transmit information; if more devices need to be connected, the
LoRaWAN protocol is required.

At the MAC layer, the LoRaWAN standard defines the behavior of the devices in
a network. Due to the wide variety of use cases covered by LoRaWAN, the stan-
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Figure 9: LoRaWAN offers three device classes. (a) Class A is designed to conserve power
for battery operated devices. (b) Class B is optimized for actuators, which do not
have to wait for an uplink transmission to receive downlink data. The gateway
sends periodic beacons, to which the node aligns its ping slots (RXPing). (c) Class
C is meant for mains powered devices that can afford or need to be reachable at
all times (adapted from [48]).

dard defines three device classes as shown in Figure 9. Not all devices support all
classes, as higher classes increase the power consumption. However, higher classes
incorporate the functionality of the lower classes.

The baseline class A is supported by all LoRaWAN devices and is primarily tar-
geted at battery powered sensors that only send data occasionally. Devices using
this class can send uplink data at any time (TX), but downlink data can only be
received in two receive windows RX1, RX2 following an uplink transmission. The
windows are opened after the configurable delays TRX_Delay1 and TRX_Delay2 and
the gateway can use either one to transmit pending downlink data.

Some devices need to be reachable in regular intervals, such as battery powered
actuators. For this use case class B was defined. To avoid having to wait for the
next upload transmission, the device periodically opens receive windows called
ping slots (RXPing). The ping slots are synchronized to beacons that are periodi-
cally sent by the LoRaWAN network and transmitted by the gateways. Uplinks are
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possible at any time according to the slot timing defined in LoRaWAN class A;
they are omitted from Figure 9 for simplicity .

Finally, some devices must be reachable at any time or can afford it due to
being mains powered. A common example is a mains powered actuator. For these
devices, the class C was defined. In this mode, the devices can transmit at any time;
whenever a device is not transmitting, it keeps the receive window open and waits
for downlink transmissions.

The LoRaWAN MAC layer design introduces a strong uplink bias to LoRaWAN net-
works. While nodes can send uplink data at any time, the gateway has to wait for
the next receive window; depending on the selected class, this can take minutes or
hours. Furthermore, the uncoordinated ALOHA medium access approach used in
LoRaWAN increases the collision probability beyond a certain network load [2, 31].

On the gateway side, the duty cycle regulations hinder the scalability and through-
put of LoRaWAN networks. While most LoRaWAN traffic usually is uplink oriented,
the gateway still has to forward acknowledgments for confirmed uplink transmis-
sions, the replies from the application, as well as any MAC commands from the
Network Server. The network attempts to compensate for the increased load by
using multiple channels at the gateway, yet the limited downlink capacity limits
scalability beyond a certain point [2, 70].

2.3.7 The LoRaWAN Packet Layout

The LoRaWAN protocol defines the packet layout used in messages. The LoRaWAN

protocol stack is composed of independent layers that use encapsulation to add
the necessary control information. This generates additional overhead and must
be considered when making QoS measurements. Since LPWAN applications try to
minimize the payload to conserve battery power, the headers make up a significant
portion of the packet. Therefore, the brutto data rate is usually considerably larger
than the netto data rate. Figure 10 illustrates the layout of a LoRaWAN message.

(a) On the PHY, the message consists of the following elements:

• The Preamble provides synchronization in time and frequency4.

• The Physical Header (PHDR) contains information about the payload.

• The Physical Header Cyclic Redundancy Check (PHDR-CRC) is used to detect
transmission errors.

• The Physical Layer Payload (PHYPayload) consists of a fixed 5-byte part and
variable-length higher layer data.

• The Cyclic Redundancy Check (CRC) tail provides error detection.

(b) The PHY Payload consists of the following parts:

• The Medium Access Control Header (MHDR) defines the protocol version and
message type.

4 The preamble length can be configured, ranging from 6+4 to 65535+4 Symbols. By default, LoRa uses
12 Symbols and LoRaWAN uses 8 Symbols. [89]
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Figure 10: The LoRaWAN PHY and MAC layer message layout. In this example, the ex-
plicit header and the uplink-only CRC is included.

• The Medium Access Control Payload (MACPayload) contains either the LoRa

frame, a join request, or a join accept message.

• The Message Integrity Code (MIC) enables node authentication using the
Network Session Key (NwkSKey).

(c) A closer look at the MAC Payload reveals additional information:

• The Frame Header (FHDR) is detailed in paragraph (d).

• The Frame Port (FPort) indicates whether the frame contains MAC commands.

• The Frame Payload (FRMPayload) contains the user data.

(d) Finally, the Frame Header consists of the following elements:

• The Device Address (DevAddr) identifies the target device.

• The Frame Control (FCtrl) byte is used to transmit information about the
network:

– The data rate (i.e., the spreading factor) used for uplink transmissions.

– An optional acknowledgment for previous transmissions.
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– A "last packet" identifier that indicates whether more packets will be
sent from the gateway.

• The Frame Counter (FCnt) indicates whether a message has been received
more than once, e.g., in case of multiple gateways receiving the same packet.

• The Frame Options (FOpts) field transports MAC commands.

Overall, the MAC overhead of a message that carries data ranges from 13–28 bytes;
the exact size depends on the length of the FOpts field [49].

2.3.8 The LoRaWAN MAC Commands

LoRaWAN employs MAC commands to exchange configuration information between
the node and the network server. These commands are invisible to the user and
are sent as an encrypted message either within the FOpts field or the FRMPayload.
MAC commands may reduce the Maximum Transmission Unit (MTU) of a LoRaWAN

transmission.
The following is a selection of MAC commands commonly used in LoRaWAN

networks. A full list of commands is available at [49].

• Acknowledgment of previous messages are piggybacked onto the next trans-
mission

• Connectivity checks

• Automatic Data Rate (ADR) configuration of nodes

• Setting node parameters, such as data rate, transmit power, transmit fre-
quency channel, duty cycle...

• Update the channel definitions

2.3.9 LoRa Physical Layer Radio Measurements

In contrast to NB-IoT, LoRa does not employ reference symbols to measure the sig-
nal level. Instead, it relies on the RSSI as defined in Section 2.2.3, which measures
the total received power in the system bandwidth B including noise and inter-
ference. Therefore, the RSSI cannot fall below the effective noise floor. For a LoRa

transmission with B = 125 kHz and NF = 6 dB, the PN,eff can be calculated using
Equation (4).

PN,eff,125kHz = N0 + 10 · log(125 kHz) + 6 dB = −117 dBm (31)

Furthermore, LoRaWAN modems generally report the SNR rather than the SINR,
which is the ratio of the signal power PS and the effective noise power PN,eff,
excluding the interference from other sources.

SNR =
PS

PN,eff
(32)
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Table 7: Duty Cycle regulations in the EU-868 band [20].

Sub-band Frequency (MHz) Duty Cycle (%)

g 863.00 – 868.00 1.0

g1 868.00 – 868.60 1.0

g2 868.70 – 869.20 0.1

g3 869.40 – 869.65 10.0

g4 869.70 – 870.00 1.0

Table 8: Example calculation of a repeater compatible LoRaWAN transmission at 1 % duty
cycle and various spreading factors. The data rate considers the presence of MAC
commands inside the FOpts field, which is a common scenario in deployed net-
works.

SF
Max. MAC Payload

without FOpts (bytes)

Max. MAC Payload

with FOpts (bytes)

Max. Goodput

with FOpts (bps)

7 230 222 50.74

8 230 222 29.11

9 230 222 16.00

10 123 115 8.00

11 59 51 3.12

12 59 51 1.65

2.3.10 Data Rate Boundaries

While the throughput values calculated according to Equation (30) are commonly
listed in literature, these are brutto data rates that can only be achieved under lab-
oratory conditions. A deployed LoRaWAN network must adhere to the duty cycle
regulations of the license-free spectrum used for LoRa transmissions. These reg-
ulations vary by region; in Europe, the EU-433 and EU-868 bands are used. Since
anyone can operate a network in these bands, coexistence of devices is ensured
by mandating a duty cycle, which describes the percentage of time a device is al-
lowed to send. While a higher duty cycle improves the data rate, the collision risk
increases considerably; even a low number of devices sending at 10 % duty cycle
could cause enough collisions to render the channel useless. The duty cycle is de-
fined for each individual sub-band of an ISM or SRD band. For example, the EU-868

band is divided into five sub-bands as shown in Table 7. The LoRaWAN network op-
erator can further divide the regulated sub-bands into LoRaWAN channels, which
are frequency bands that a LoRaWAN device can send in. In the LoRaWAN EU-868

regional parameters [50], the channels 868.2 MHz, 868.3 MHz and 868.5 MHz are
predefined.

If a node wants to take advantage of a larger duty cycle, it must use channels
that span multiple sub-bands, since all LoRaWAN channels within a sub-band share
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the same duty cycle. While there are LoRaWAN devices that do enforce duty cycle
regulations, it is common especially for cheaper devices not to provide such a
mechanism. It is the responsibility of the operator to make sure that the duty
cycle is maintained. In Europe, frequency regulations are assigned by the European
Telecommunications Standards Institute (ETSI), while local governments can define
additional requirements [20].

In a deployed network, the goodput is therefore calculated by applying the duty
cycle regulations and subtracting the overhead caused by the LoRaWAN packet
headers and FOpts field. Table 8 shows an example calculation of the maximum
goodput in a deployed network in the EU-868 band. It assumes a duty cycle of 1 %
and maintains compatibility with an optional repeater encapsulation layer [50].
It is evident from the data rate calculations that the data rates commonly adver-
tised for LoRaWAN devices can only be achieved under laboratory conditions; the
dominating factor is the regulation preventing a device from sending 100 % of
the time. Therefore, LoRaWAN links are only suitable for transmitting individual
packets rather than continuous data streams.





3
B U N D L I N G P R O T O C O L S

Through the history of computer networking there has been a wide variety of
mechanisms that combine multiple network links to improve the QoS while saving
cost by leveraging existing infrastructure. These techniques are commonly referred
to as link aggregation. In recent years, special consideration was given to protocols
that enable applications to take advantage of multiple network links; these pro-
tocols are commonly called multipath, bonding, or bundling protocols. The great
number of use cases has led to the creation of many protocols that each address a
particular use case or traffic category. While most of them follow a similar architec-
ture, there are many ways to design a bundling protocol for a specific application.
In this section, the basic components of a bundling architecture and their function-
ality are explained. Afterwards, strategies for creating new protocols and options
for backwards compatibility are discussed.

3.1 introduction

Over the last decade the explosive growth of the IoT has generated a demand for
IoT-centric network access technologies1. Numerous business cases have created
vast WSNs, which create special traffic patterns that can be categorized as cMTC or
mMTC [44]. For the latter LPWANs provide a long-range and energy efficient service
for the massive number of devices common to WSNs. LPWANs can be categorized
based on the spectrum they use. Licensed technologies such as NB-IoT [44] are
deployed along existing mobile networks, while unlicensed technologies such as
LoRaWAN [51] are deployed by third parties and work in the ISM bands. In general,
licensed LPWANs provide improved QoS due to the exclusivity of the spectrum. At
the same time they tend to be more costly, so companies have to balance cost and
performance when designing new products.

In traditional networks such challenges are addressed by using multipath pro-
tocols that aggregate multiple network paths and select the optimum path using
bandwidth, latency or cost metrics. However, existing multipath protocols do not
satisfy the needs of a constrained network access. Many multipath protocols trans-
mit payload reliably and in-order, which can lead to problems such as TCP Melt-
down and Head-of-Line (HoL) blocking, ultimately degrading the goodput consid-
erably in volatile networks such as LPWANs [105]. One of the most prominent reli-
able and in-order multipath protocols is MPTCP [29]. Its advanced functionality and
complex header introduce significant overhead. Multipath QUIC (MP-QUIC) [24]
provides low-latency connection establishment, but replicates much of MPTCP’s
functionality and thus inherits its challenges in constrained scenarios. Recently, a
new group of multipath protocols emerged that addresses non-reliable transmis-
sions. Stream Control Transmission Protocol (SCTP) [93] combines aspects of reli-

1 Parts of Section 3.1 have previously been published in the journal paper "The Narrowband Bundling
Protocol" by A. Matz et al. [56]. © 2022 IEEE.
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able and non-reliable protocols, but its complex header introduces considerable
overhead and it is an uncommon protocol which may be filtered by middleboxes.
Another option is MP-DCCP [7]. While it offers IP compatibility using a proxy frame-
work [4] and avoids middlebox problems with U-DCCP [6], the necessary encapsu-
lation and complex header introduce significant overhead. Huawei’s Generic Rout-
ing Encapsulation (GRE) Tunnel Bonding Protocol [43] is limited to two paths, one
of which must have a fixed bandwidth, which is not possible in volatile LPWANs.
Finally, there is a number of protocols based on UDP [36] using additional infras-
tructure or encapsulation [22, 30, 42, 46]. Overall, the existing multipath protocols
are unsuitable for LPWAN applications; reliable protocols suffer from congestion
and packet loss, while others are incompatible with small MTUs that are common
in LPWANs.

There is a number of works that present IoT endpoints equipped with mul-
tiple LPWAN interfaces, which is referred to as Multi-Radio Access Technology
(RAT). These works focus on the design of an algorithm that assigns packets to
LPWAN interfaces according to a specific QoS goal, e.g., the reduction of energy
consumption. Since they do not implement a multipath protocol, they lack typ-
ical bundling features and provide only limited flexibility. There are two gen-
eral categories of Multi-RAT devices. The first category consists of an application
that implements a traditional scheduling algorithm, such as redundant transmis-
sion. Leenders et al. [41] perform analysis of LoRaWAN and NB-IoT using theo-
retical specifications and measurements of the energy consumption and latency.
The authors discuss the potential benefits and drawbacks of Multi-RAT devices in
terms of QoS and energy consumption. Mikhaylov et al. [61] construct a Multi-
RAT device equipped with LoRaWAN and NB-IoT and analyze the energy consump-
tion of a redundant transmission. Mozny et al. [63] present a field trial using a
Multi-RAT device for tracking public transport vehicles. The authors report up to
92 % coverage using only LoRaWAN, with the rest of the locations being served
by NB-IoT after switching the RAT manually. Ballal et al. [13] propose the use of a
Multi-RAT device for critical tracking applications, using one main and one backup
LPWAN link. Mikhaylov et al. [60] propose the concept of Multi-Radio mMTC, which
allows redundant, sequential or individual transmission of a packet on LPWAN

links. The second group of devices employ Machine Learning (ML) approaches to
build scheduling algorithms for energy reduction. Stusek et al. [95] employ Multi-
Armed Bandit (MAB) based reinforced learning algorithms to dynamically select
the LPWAN interface with the lowest energy consumption. Sanchez-Iborra et al. [82]
compare different ML approaches for the special case of mobile IoT devices. San-
doval et al. [84] propose a 5G mMTC focused approach and compare it to other
intuitive approaches, such as random link selection and 5G first. Overall, the pre-
sented Multi-RAT approaches are optimized for specific WSN applications, while the
bundling protocol and its supporting architecture presented in this work is univer-
sal to a wide range of use cases, e.g., by providing connectivity across arbitrary
LPWAN technologies to any server on the Internet. Furthermore, following a tradi-
tional multipath protocol approach allows reusing existing innovations from other
protocols. However, the two research directions compliment each other: thanks
to the proposed modular scheduling architecture in this work, the ML based al-
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gorithms developed in previous works could be integrated to optimize energy
consumption.

This work expands on the existing solutions by proposing the novel Narrowband
Bundling Protocol, which is tailored to the needs of a narrowband and energy-
constrained network access. NBP provides an efficient multipath transport service
to IoT devices that works over both IP and non-IP paths. It aims at improving the
latency, reliability, and coverage of the aggregated connection. Similar to UDP it pro-
vides non-reliable and unordered transmission of packets. Along with NBP itself,
a transparent proxy architecture is proposed, which enables legacy applications to
continue working by intercepting UDP packets. The QoS benefits of NBP are verified
in a simulation and the benefits and challenges are demonstrated in a real-world
prototype aggregating multiple LPWANs. Finally, a protocol extension is proposed
that allows applications to communicate their QoS requests to NBP.

To the best of the author’s knowledge, this work contains the first general-
purpose methodology to bundle multiple LPWANs and the first proposal of an
LPWAN specific bundling protocol.

3.2 a short history of bundling protocols

Bundling protocols and their predecessors have been applied to redundant net-
work paths for a long time. An early example is the Link Aggregation Control
Protocol (LACP) [32], which is used to combine multiple Ethernet interfaces into
a Link Aggregation Group (LAG). The LAG provides increased throughput and re-
liability; if a link fails, a failover mechanism redirects traffic to other links. LACP

employs load balancing to assign complete data flows to physical interfaces based
on a hash of their metadata; this avoids out-of-order packets due to latency differ-
ences, but limits the maximum per-flow data rate to that of a single interface [96].

The rise of high-resolution video streaming and live video conferences in the
last decade has generated the need for ubiquitous high-speed connectivity. Many
residential Internet connections, e.g., Digital Subscriber Lines (DSL) in rural areas,
were no longer able to provide the required data rates, which resulted in poor QoS

for video based applications. While the existing LTE infrastructure could deliver
high peak data rates, the cost and limited capacity made replacing DSL impossi-
ble. Since upgrading the DSL infrastructure took time, short-term alternatives were
required. From this situation, the idea was born to supplement the existing DSL

connections with LTE when the data rate demand exceeded the DSL capacity. Since
the two technologies are heterogeneous and LTE is volatile in terms of QoS prop-
erties (e.g., latency and data rate), traditional link aggregation mechanisms did
not apply. Therefore, it was necessary to develop new protocols that could adjust
to dynamic environments and perform scheduling on a per-packet basis. While
this came at the cost of increased processing requirements, it was the only way to
make use of the capacities of multiple volatile links in a single logical connection.
The resulting network protocols were named multipath protocols or bundling pro-
tocols, and using them to aggregate Wide Area Network (WAN) connections was
named access bundling. Such a device (e.g., a router) with multiple Internet ac-
cess links is called multi-homed. One of the earliest examples of access bundling
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was Huawei’s GRE Tunnel Bonding Protocol [43], which bundles two links, one of
which must provide nearly-static QoS properties such as DSL.

In the following years, a wide range of multipath protocols was developed for
different applications. One of the earliest and most prominent examples is MPTCP

[29], which extends the classic TCP [99] to support multi-homing via TCP options.
MPTCP achieves high performance [67] and is used in smart phones [16], where it
aggregates WiFi and LTE links. Other multipath protocols include MP-DCCP [7],
which aggregates unreliable traffic by bonding multiple Datagram Congestion
Control Protocol (DCCP) tunnel connections; since DCCP is an uncommon proto-
col and few applications use it natively, guest traffic is usually encapsulated before
transport. A recent example of a high-end multipath protocol is the UDP-based
MP-QUIC protocol [35], which is based on QUIC2. It provides a reliable and in-
order multipath transport service and was originally designed to replace TCP for
Hypertext Transfer Protocol (HTTP) applications, where it reduces the handshake
latency by including Zero Round-trip Time (0-RTT) data and encryption keys in the
first message.

Starting from 3GPP Release 16, multipath protocols will also be a part of state-of-
the-art 5G networks. Now, the 5G Core network includes an Access Traffic Steering,
Switching, and Splitting (ATSSS) service [18]. It allows combining non-3GPP access
networks (e.g., WiFi) with 3GPP access networks to exchange data with a Packet
Data Network (PDN). ATSSS allows sending traffic on a specific path (steer), provide
session continuity between network links (switch) or aggregate multiple non-3GPP

and 3GPP links (split); for this purpose, it makes use of existing multipath protocols
such as MPTCP.

3.3 components of a generic bundling architecture

Many bundling mechanisms follow a generic network architecture, which is shown
in Figure 11. For simplicity, a traffic flow from left to right is assumed; a physical
bundling architecture usually includes all components on both sides of the con-
nection to enable bidirectional communication. The architecture consists of the
following elements:

(a) A traffic generator (e.g., the user application) produces the Protocol Data Unit
(PDU) to be transported.

(b) The PDU is forwarded to the local aggregation point. Generator and aggrega-
tion point can be part of the same application or separate entities, in which
case one aggregation point can serve multiple applications.

(c) The sequencing mechanism is an optional component that assigns a sequence
number to each PDU, which allows performing reordering and path estima-
tion.

(d) The scheduler selects one or more paths to transmit the PDU on.

2 QUIC originally stood for "Quick UDP Internet Connections", but is no longer an acronym in the
current Internet Engineering Task Force (IETF) RFC [35].
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Figure 11: A generic bundling architecture. Image adapted from [55].

(e) The path management selects the network links that are part of the multipath
connection. On each link, one or more subflows can be established. It may
contain an address management component, which communicates changes in
the available network interfaces to the remote endpoint.

(f) Multiple network paths interconnect the two aggregation endpoints. It is not
necessary that each network path maps to a physical network link; rather,
it is possible that multiple network paths terminate on the same network
interface, especially if one peer has less interfaces than the other. A bundling
protocol establishes one or more subflows (i.e., traffic flows that together form
a multipath connection) over each path.

(g) The remote aggregation point receives the PDU and forwards it to the destina-
tion endpoint. One remote aggregation point can serve many local aggrega-
tion points.

(h) The reordering mechanism is another optional component that depends on
sequence numbers to restore the original PDU order. This mechanism is par-
ticularly useful in the case of heterogeneous links, where it compensates for
packet scrambling caused by latency differences.

(i) The packet arrives at the receiver and is processed by the remote application.

3.3.1 Path Management

The first step in creating a new multipath connection is selecting the network links
that should be bundled. On each selected link, one or more subflows can be estab-
lished to the remote peer. Bundling protocols use a path management mechanism
that selects this mapping between local and remote interfaces. For example, MPTCP

offers different algorithms to choose from, such as a full-mesh mechanism that cre-
ates subflows between all possible combinations of interfaces among other options
[66]. Since each peer only knows about its own interfaces, a full-mesh can only
be established if either both endpoints create subflows originating from every lo-
cal interface or information about remote interfaces is exchanged, which is called
address management.
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3.3.2 Scheduling Algorithms

The subflow over which a PDU is sent is determined by the scheduling algorithm.
It is the core component of a multipath architecture and is responsible for most
of the QoS improvements commonly associated with bundling protocols. There is
a wide range of schedulers to choose from that each optimize for a different QoS

goal. In the following, some of the most common scheduler types are explained;
additional algorithms and details can be found in [17].

1. A round robin scheduler distributes traffic equally by alternating between the
available links. The round robin scheduler introduces considerable packet
scrambling if the paths are heterogeneous, e.g., in terms of latency.

2. The weighted round robin scheduler is a special case of the round robin sched-
uler, which assigns PDUs based on a ratio (e.g., 10:1 for a 10 Gbps and a
1 Gbps Ethernet link).

3. A redundant scheduler duplicates packets on all or a subset of the available
links. Sending a packet on multiple links guarantees the highest QoS level: it
arrives as quickly as possible, with the highest reliability and greatest cover-
age area if multiple wireless links are available. Drawbacks include the high
energy consumption and cost, as well as packet duplicates at the receiver.

4. A lowest round trip time first scheduler employs path estimation to prefer the
link that currently provides the lowest latency. This algorithm works well in
most networks and is the default in the reference MPTCP implementation [66],
but the requirement of path estimation might be a challenge in constrained
environments.

5. A strict priority or cheapest pipe first scheduler selects links according to a
predefined priority value. It is a popular choice in access bundling solutions
of network operators, since it allows prioritizing links with lower monetary
cost.

6. Finally, there are application-specific schedulers based on reinforced learning,
where a link model is derived from a large data set (see sec. 3.1). The sched-
uler can then optimize for a certain QoS goal such as reducing the energy
consumption.

3.3.3 Path Estimation

The instantaneous QoS of a network path depends on many unpredictable fac-
tors, such as bottlenecks and other user activity. Therefore, many protocols em-
ploy path estimation mechanisms to derive how many packets can be sent without
overwhelming the path. Over the years, a considerable number of algorithms have
been developed. For example, TCP [37] and DCCP [40] reuse their built-in acknowl-
edgments as a path estimation mechanism. The number and timing of received
acknowledgments provide insight on the path capacity and allow reacting to ad-
verse events such as packet loss. Many algorithms such as the lowest round trip
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time first scheduler depend on an up-to-date path estimation. The constraints in
terms of energy, data rate and MTU commonly found in LPWANs complicates find-
ing an appropriate algorithm.

3.3.4 Reordering

Finally, many high-end multipath protocols such as MPTCP and MP-DCCP include se-
quencing and reordering mechanisms that detect packet loss and decrease packet
scrambling at the receiver. For reliable and in-order protocols such as MPTCP, im-
plementing a reordering mechanism is easy; the aggregation point simply waits
until the PDU with the expected sequence number arrives. For unreliable protocols
such as MP-DCCP, this task is more challenging; after all, there is no guarantee that
a particular PDU arrives at all. Therefore, reordering mechanisms in unreliable pro-
tocols need to balance between waiting long enough for missing packets to arrive
or moving on with the transmission and omitting the packets [5].

3.4 strategies for designing a new bundling protocol

When creating a new bundling protocol, there are three basic approaches to choose
from. The first approach is extending an existing protocol such as TCP [99] or UDP

[36], e.g., by adding options or new header fields. This strategy is employed by
MPTCP [29], which extends TCP using TCP Options. Extending an existing proto-
col allows reusing functionality such as congestion control and path estimation;
furthermore, if designed appropriately all applications that support the base pro-
tocol can enjoy a seamless and low overhead multipath service. However, the new
bundling protocol inherits both wanted and unwanted attributes from the base pro-
tocol, which may require workarounds to maintain compatibility with the protocol
itself and existing applications.

The second option consists of an application that employs tunneling, Software
Defined Networking (SDN) or routing mechanisms to aggregate multiple indepen-
dent connections of an existing network protocol. Similar to a Virtual Private Net-
work (VPN), applications can then route their traffic to a virtual interface, where it
is encapsulated in the host protocol and transported to the remote endpoint. Due
to the encapsulation process, applications can choose whichever protocol fits their
needs best. The main disadvantage is the overhead introduced by the necessary
encapsulation of user traffic and the need for supporting network infrastructure.

The third option is creating a completely new protocol that is tailored to the indi-
vidual needs of a particular use case. This approach provides the greatest degree of
freedom to adjust the protocol to the QoS needs of the application and the character-
istics of the expected network links, but initially there are no devices that support
the protocol. Therefore, it is necessary to consider mechanisms for backwards com-
patibility. Furthermore, uncommon protocols can be subject to middlebox filtering,
which may result in packets being dropped or header fields manipulated.
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3.5 options for backwards compatibility

When new protocols are introduced to existing networks, there is usually a long pe-
riod where most endpoints do not support the protocol. Therefore, it makes sense
to design mechanisms that provide backwards compatibility with legacy endpoints.
For multipath protocols, one solution to this problem is including a fallback mecha-
nism that reverts to a well-known protocol if no support for the multipath protocol
is detected. This strategy is implemented by MPTCP, which silently reverts to TCP if
the remote endpoint does not indicate MPTCP support during the handshake [29].
The drawback of this approach is that it limits multipath operation to connections
where both endpoints support the protocol. If multipath connectivity to all hosts
is desired regardless of their protocol support, compatibility mechanisms such as
proxy architectures are required [4]. Since the proxy imprints its QoS characteristics
onto the guest traffic (e.g., in terms of reliability and automatic retransmissions),
the multipath protocol must be chosen carefully to match the application.

Figure 12 illustrates different compatibility options ranging from end-to-end
multipath connectivity to a transparent proxy solution. In scenario 1, both end-
points support a multipath protocol and at least one of them is multi-homed. In
this ideal case a connection can be directly established across multiple network
links and no further supporting architecture is required. Especially for new proto-
cols this is a rare scenario, so backwards compatibility options should be explored.
Scenarios 2 and 3 consist of one endpoint that does support a multipath proto-
col (e.g., a smart phone running MPTCP) that communicates to another endpoint
that does not support the protocol (e.g., a web server). In this case, an aggregation
point can terminate the multipath connection and forward the traffic using a well-
known protocol, e.g., TCP. This architecture is called one-end transparent, since the
multipath connection is hidden from one of the endpoints. Scenario 4 is based on
two endpoints that both do not support a multipath protocol, but should profit
from bundling functionality. In this case, both a local and a remote aggregation
point must be installed. This architecture is called a transparent proxy, since the
endpoints are both unaware that a multipath connection exists between them.
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A S Y S T E M AT I C Q U A L I T Y O F S E RV I C E A N A LY S I S O F N B - I O T

Narrowband Internet of Things is part of a novel group of access technologies re-
ferred to as LPWANs, which provide energy-efficient and long-range network access
to IoT devices.1 Although NB-IoT Release 13 has been deployed by MNOs, detailed
Quality of Service evaluations in public networks are still rare. In this chapter,
systematic physical layer measurements are conducted, and the application layer
performance is verified. Special consideration is given to the influence of the radio
parameters on the application layer QoS. Additionally, NB-IoT is discussed in the
context of typical smart metering use cases. The results indicate that NB-IoT meets
most theoretical 3GPP design goals in a commercial deployment. NB-IoT provides a
wide coverage by using signal repetitions, which improve the receiver sensitivity,
but simultaneously increase the system latency. The maximum data rates are con-
sistent over a wide range of coverage situations. Overall, NB-IoT is a reliable and
flexible LPWAN technology for sensor applications even under challenging radio
conditions. Four smart metering transmission categories are analyzed, and NB-IoT

is verified to be appropriate for applications that are not latency sensitive.

4.1 experimental setup and methods

The complexity of mobile networks makes a systematic QoS evaluation challeng-
ing for end-users. In most cases, the measurements performed by the base station
cannot be obtained from the network. As a result, QoS parameters such as the re-
ceived signal level and quality, SNR, eNodeB transmission power, as well as various
radio configuration parameters like the number of ECL repetitions are not available
to estimate the network performance. However, modems perform extensive lower
layer measurements for channel estimation, which can be employed to understand
the system behavior under different coverage situations. Furthermore, the applica-
tion layer measurements can be used to analyze the data rates and latency. In this
section, the setup used for the experiments is presented.

All measurements in this research were performed from an end-user perspective,
without access to the base station or control of the serving network. As such, the ex-
periments could be reproduced by application developers, and could be employed
to estimate the QoS that could be expected for a given use case in different coverage
scenarios. Most physical radio parameters, such as ECL and the number of repeti-
tions, were controlled by the serving network or the eNodeB. One notable exception
was the UE transmission power (PTX,UE), which was set by the UE algorithm, but
was subject to cell-specific and user limits. In this evaluation, the maximum user
limit of 23 dBm was used. Figure 13 shows the architecture used for measuring the
physical and application layer NB-IoT QoS parameters.

1 Chapter 4 is an excerpt from the previously published journal paper "A Systematic Analysis of NB-IoT

Quality of Service" by A. Matz et al. [57].
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Figure 13: The measurement architecture used for the physical and application layer eval-
uations.

The architecture consisted of the following elements:

(a) A measurement computer controlled the NB-IoT modem via a Universal Serial
Bus (USB) connection. A UDP client was running on the computer to send
and receive test packets.

(b) The NB-IoT modem connected to the public NB-IoT network and performed
lower layer measurements. The Exelonix NB|DEV kit [25], which is based
on the uBlox SARA-N211 modem [100], was selected for the physical layer
measurements due to its wide range of reported QoS values.

(c) A Radio Frequency (RF) shielding box prevented the mobile carrier signal from
coupling into the modem Printed Circuit Board (PCB) when high attenuation
was applied.

(d) A Wavetek 5080.1 step attenuator (0–81 dB attenuation, fmax = 1000 MHz)
allowed simulating different signal levels.

(e) A Delock 88571 omnidirectional antenna (A = -0.8 – 0.2 dBi) was connected via
a coaxial cable to the step attenuator.

(f) The eNodeB was the MNO base station providing the NB-IoT carrier signal.

(g) The MNO backbone contained provider internal functionality, such as sub-
scriber management and packet routing.

(h) A whitelisted server was required by the MNO as a packet destination for
security reasons. The server ran a UDP server to send and receive test traffic.
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(i) A Network Time Protocol (NTP) server was part of the same local network as the
measurement computer and the whitelisted server. It was used to synchro-
nize the real-time clocks and enabled high-precision latency measurements.

The measurements were performed in a public NB-IoT network in Germany,
which was installed as a guard band deployment in Band 20 (800 MHz). All mea-
surements were conducted indoors with a Non Line of Sight (NLOS) connection
to the eNodeB. The modem was kept stationary during the measurements. Since
the modem implemented a full network stack, all IP connections were created be-
tween the whitelisted server and the modem itself. As such, the modem served as
the source for all uplink packets, while the whitelisted server was the source for
all downlink packets. Two groups of experiments were performed: physical and
application layer QoS measurements.

(a) In the first group of measurements, the physical layer QoS was analyzed
using the downlink parameters provided by the NB-IoT modem. For each
5 dB attenuation step, 30 UDP packets were transmitted via the user plane
both in the uplink and downlink direction. The packets were identical in
the uplink and downlink and included UDP, IP, Packet Data Convergence
Protocol (PDCP), Radio Link Control (RLC), and MAC headers. Each packet
carried a 27-byte payload that was comprised of the following elements:

• An indicator for uplink or downlink transmissions

• A sequence number, which was incremented by one for each packet

• The current attenuation step in dB

• A timestamp in milliseconds

For each transmission, all available QoS parameters were collected along with
the timestamps of both endpoints. Between each measurement point, a delay
was introduced to prevent two measurements from interfering with each
other.

(b) The second group of measurements was conducted to examine the applica-
tion layer QoS. There were two transmission categories that covered most IoT

use cases:

• Uplink and downlink transfer of small, individual packets (e.g., sensor
data) with a focus on latency

• Uplink and downlink transfer of a continuous data stream (e.g., a soft-
ware update) with a focus on throughput

The first measurement employed the previously acquired packet timestamps
to analyze the total system latency for individual packets at varying signal
levels, which were simulated using the step attenuator. This allowed identi-
fying conditions that significantly affected the QoS.

In the second measurement, the maximum data rate of NB-IoT was evalu-
ated in different coverage situations, which were also enforced using the
attenuator. The measurement employed UDP, which is a common protocol
in IoT applications and lacks mechanisms that could have influenced the
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measurement like congestion and flow control. The following parameters
were adjusted to evaluate a wide range of potential use cases:

• Signal level (10 dB steps)

• Packet size (8 bytes, 64 bytes, 512 bytes, 1024 bytes)

• Uplink and downlink direction

For each combination of attenuation step, packet size, and direction, 100

UDP packets were sent to simulate a continuous data transmission. Since
the Exelonix NB|DEV module imposed a packet size limit of 237 bytes and
restricted the packet rate, the measurement was conducted using the PyCom
GPy 4 NB-IoT modem [79]. The NB-IoT standard offers optimizations for non-
IP communication, which reduce the protocol overhead by omitting IP and
UDP headers. At the time of writing, these optimizations were not publicly
available, so only IP-based transmissions were evaluated.

4.2 results

In this section, the measurement results are presented and analyzed in terms of
physical and application layer QoS. For each evaluation, the measurement proce-
dure is described. Afterwards, the observations are discussed, and an initial con-
clusion is drawn.

4.2.1 PHY Measurements: Coupling Loss

The first measurement explored the RSRP and RSSI signal level parameters. This
evaluation was essential to find a suitable representation of path loss for later mea-
surements. A wide range of signal levels was simulated by manually introducing
attenuation in 5 dB steps until the signal was lost. For each attenuation level, 30

packets were sent, and the downlink RSRP and RSSI (DL-RSRP and DL-RSSI) were
recorded for each packet.

Figure 14a shows that the RSRP was proportional to the coupling loss under
all conditions, including signal levels below the effective noise floor (see Section
2.2.5). The ability to measure signal levels below the noise floor was enabled by
coherently adding signal repetitions, which increased the receiver sensitivity. This
measurement confirmed the sensitivity of the SARA-N211 modem of -135 dBm
[101].

Figure 14b compares the RSRP and RSSI for different signal levels. While the RSRP

was proportional to coupling loss, the RSSI converged to the 180 kHz effective
noise floor PN,eff,180kHz = −114.4 dBm. Since the RSSI included signal, noise, and
interference power, it could not fall below the effective noise floor. As such, it was
unsuitable for coupling loss evaluations.

Table 9 provides additional statistical detail on the RSRP and RSSI measurements.
The RSRP mean values (µRSRP) followed the manual attenuation closely for all
signal levels, with a maximum error of 3 % at 50 dB attenuation. On the other
hand, the RSSI mean values (µRSSI) converged to the effective noise floor, with
a minimum average value of -112.2 dBm at 50 dB attenuation. As expected, the
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Figure 14: Analysis of different signal level measurements as an expression for coupling
loss. (a) Distribution of RSRP signal levels for artificial attenuation in 5 dB steps.
(b) Comparison between RSRP and RSSI for various levels of artificial attenua-
tion.

standard deviation of the 15 kHz RSRP signal level (σRSRP) was higher than for the
RSSI (σRSSI), which had a larger bandwidth of 180 kHz.

In the 3GPP specification, the Coupling Loss (CL) is estimated using the RSRP

measurement [76]:

CL = PTX,NRS − RSRPfiltered (33)

where RSRPfiltered is the higher layer filtered RSRP.
The power PTX,NRS allocated to an NRS depends on the system configuration

[76] and was approximated hereafter proportional to the bandwidth:

PTX,NRS ≈ PTX,NRS + 10 · log(1/12) = 35 dBm− 10.8 dB = 24.2 dBm (34)

The minimum observed DL-RSRP value during the measurement was -137.3 dBm
at 50 dB attenuation. The maximum observed MCL could therefore be approxi-
mated:

MCLmax,observed ≈ 24.2 dBm− (−137.3 dBm) = 161.5 dB (35)

In a following evaluation related to the exception report latency, a minimum DL-
RSRP level of -139.3 dBm was measured, which resulted in a MCLmax,observed of
163.5 dBm. As such, the MCL closely matched the 3GPP specification [72].
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Table 9: Mean values (µRSRP, µRSSI) and standard deviation (σRSRP, σRSSI) of the RSRP
and RSSI measurements. For each attenuation step, 30 measurements were per-
formed.

Attenuation (dB) µRSRP (dBm) σRSRP (dB) µRSSI (dBm) σRSSI (dB)

10 −98.052 1.406 −90.237 0.909

15 −102.325 0.720 −94.827 0.592

20 −108.063 1.183 −99.966 0.631

25 −113.352 1.163 −104.787 0.680

30 −118.548 1.647 −108.580 0.647

35 −121.862 1.513 −110.743 0.429

40 −125.244 1.513 −110.834 0.293

45 −129.202 1.009 −111.768 0.613

50 −133.635 1.716 −112.210 0.932

Overall, the RSRP and RSSI measurements behaved as expected. There was a slight
reduction from the 3GPP specified MCL of 164 dB, which could be attributed to
external interference. The MNO could compensate for this by configuring more ECL

repetitions, which in turn would increase the latency.

4.2.2 PHY Measurements: Coverage Extension

In this evaluation, the selection of different ECLs by the NB-IoT network was exam-
ined. This allowed understanding how NB-IoT used signal repetitions to adjust to
changing signal levels. Various coverage situations were simulated using the atten-
uator. For each 5 dB attenuation step, 30 packets were transmitted in the uplink
and downlink direction, and the selected ECL was recorded for each packet.

Figure 15 illustrates the ECL assigned to the UE by the eNodeB depending on
the DL-RSRP signal level for (a) uplink and (b) downlink transmissions. In general,
higher ECLs were selected for lower RSRP levels. There was an overlap between the
individual ECL regions, which indicated a hysteresis in the ECL selection algorithm
of the MNO. This technique avoided constant switching between different ECL lev-
els for minor variations in signal level. The network used ECL 0 for RSRP signal
levels above approximately -115 dBm, ECL 1 between -126 dBm and -97 dBm, and
ECL 2 below -125 dBm RSRP. This allocation indicated that ECL 2 was selected for
detecting signals at, or below the effective noise floor PN,eff = PN +NF.

4.2.3 PHY Measurements: Transmission Power

This measurement analyzed the transmission power PTX,UE selected by the mo-
dem in different coverage situations. Accordingly, conclusions could be drawn on
the signal level needed for output power reduction. Various signal levels were sim-
ulated in 5 dB steps using the attenuator, and 30 packets were sent for each step
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Figure 15: Relationship between ECL selected by the modem and downlink RSRP signal
level during (a) uplink and (b) downlink transmissions.

in the uplink and downlink direction. For each packet, PTX,UE and the RSRP signal
level were recorded.

Figure 16 shows the transmission power PTX,UE of the NB-IoT UE at different
signal levels for (a) uplink and (b) downlink transmissions. For RSRP levels be-
low -102 dBm, the maximum cell-specific output power of PCMAX,c = 23 dBm
was used. Above this level, the UE reduced its output power in 1 dB steps. This
technique conserved power for battery operated devices, while maintaining a rea-
sonable performance at high received signal levels. The power reduction depended
on the estimated coupling loss, which was calculated using the current RSRP value
[76]. Overall, this measurement indicated that an improvement in received signal
level (e.g., by installing an external antenna) could significantly improve battery
life.

4.2.4 PHY Measurements: Signal Quality Analysis

In this section, the signal quality parameters SNR, SINR, and RSRQ were used to
analyze the Interference Margin (IM), the noise figure of the modem, as well as
the cell load during the measurements. Various signal levels between excellent
coverage and total signal loss were simulated in 5 dB steps using the attenuator.
For each attenuation step, 30 packets were sent in the uplink and downlink, and the
RSRP, SNR, and RSRQ were recorded. Additionally, a long-term measurement was
conducted over 24 hours. Every minute, one uplink and one downlink message
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Figure 16: UE transmit power PTX,UE as a function of downlink RSRP signal level for (a)
uplink and (b) downlink transmissions.

were sent for a total of 1440 measurements per direction. For each packet, the SNR,
RSRP, RSSI, and latency measurements were recorded.

Figure 17a compares the theoretical SNR to the measured SINR as a function
of RSRP. The SNR could be derived for an effective noise floor PN,eff,15kHz =

−125.2 dBm and a noise figure NF = 7 dB:

SNR = RSRP−PN,eff,15kHz = RSRP−PN,15kHz−NF = RSRP− 125.2 dBm (36)

The SINR additionally included interference, so the SNR was an upper bound for
the measured SINR:

SINR (dB) = SNR (dB) − 10 · log
(
1+

PI,15kHz (W)

PN,eff,15kHz (W)

)
(37)

The IM, which was considered in the link budget in Section 2.2.5, could then be
derived as:

IM = 10 · log
(
1+

PI,15kHz (W)

PN,eff,15kHz (W)

)
(38)

Figure 17a shows an offset between the theoretical SNR and the measured SINR

samples, which was an indication of the presence of network interference during
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Figure 17: Analysis of the DL-SINR due to the presence of network interference for varying
attenuation. (a) Measured DL-SINR over reported RSRP. (b) Measured DL-SINR
over RSRQ. The solid lines show the theoretical curves for x = 2/12 (0 % load)
and x = 1 (100 % load) according to Equation (11).

the measurement. The resulting IM of 2–6 dB as defined in Equation (38) increased
the effective noise floor and reduced the MCL in a real NB-IoT network. Furthermore,
Figure 17a provides an upper bound of 7 dB for the NF, since a higher NF would
shift the slope of the theoretical SNR to the right and violate the condition that SNR

was an upper bound for SINR.
In Figure 17b, the theoretical SNR for 0 % cell load (x = 2/12) and 100 % cell

load (x = 1) is compared to the measured SINR values for varying RSRP signal lev-
els. The measurement matched the theoretical curve for 100 % load as defined in
Equation (11), which confirmed that all 12 subcarriers were allocated in every mo-
dem QoS measurement. This was expected, since all modem measurements were
performed in the downlink, and the 3GPP NB-IoT specification [75] requires that
downlink resources are allocated in subframes over the full system bandwidth.

Figure 18a illustrates the signal conditions over a period of 24 hours. The mea-
surement points were filtered to only include one cell tower. There were significant
fluctuations in the RSRP level, which reflected changes in the signal power received
by the modem. These changes could be the result of human activity and created
an effect similar to small-scale fading. At night, the signal conditions stabilized
dramatically. As such, UEs in extreme coverage might benefit from collecting the
sensor values during the day and transmitting at night.
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Figure 18: Long-term measurement of NB-IoT QoS parameters over 24 hours. (a) Signal
quality parameters. (b) Uplink and downlink latency.

Figure 18b compares uplink and downlink latencies over time. Once again, the
measurement points were filtered to only include one cell tower. Despite the signif-
icant changes in the RSRP and SNR levels shown in Figure 18a, the latency remained
relatively constant. While there were latency spikes in the downlink, these values
were well within the 10 s latency requirement of 3GPP [72].

4.2.5 Application Layer Performance: Latency

In the first application layer measurement, the factors impacting system latency
were analyzed under varying coverage situations. The total system latency is the
most important QoS criterion for small and infrequently transmitted packets, such
as sensor data. Similar to previous evaluations, the signal level was varied in 5 dB
steps using the attenuator, and 30 packets were sent per attenuation step and per
direction. In a first analysis, the effect of the ECL mechanism on the uplink and
downlink latency was considered. For this purpose, packets were grouped by their
ECL class and analyzed in terms of latency.

Figure 19 illustrates the effect of different ECL levels on the total system latency.
The measurement confirmed that higher ECLs, and thus more signal repetitions,
had an impact on the total system latency. The latency rise between ECL 0 and
ECL 1 was less significant than between ECL 1 and ECL 2, which indicated a more
drastic increase in the repetition number in the latter case. Furthermore, there was
a significant difference between the latency in the uplink and downlink direction.
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Figure 19: The influence of ECL classes on the total system latency. The median latency
value is given for each ECL and transmission direction.

This could be explained by the allocation of 1 ms subframes over 12 subcarriers
in the downlink, and 8 ms RUs on a single tone in the uplink, which overcompen-
sated the higher number of repetitions in the downlink direction. In order to obtain
a better understanding of the latency contribution of the individual systems, the
round-trip-time between the whitelisted server and the MNO backbone (see Fig-
ure 13h and Figure 13g) was measured to be 17.776 ms (N = 30, σ = 0.163 ms),
which indicated a latency of about 9 ms. As such, the latency contribution of the
Internet link remained below 5 % of the total system latency for all use cases.

The second analysis was concerned with the influence of the RSRP signal level on
the total system latency. In addition to transferring regular user data, NB-IoT imple-
ments the ability to send exception reports, which are high-priority messages that
can be used for reporting an alert condition. The 3GPP has specified a maximum
latency of 10 s for waking up the modem and delivering an exception report [44,
72]. In order to evaluate if exception reports could reduce the system latency, the
modem was configured to send 30 exception reports per attenuation step in the
uplink direction. For each step, packets were grouped together and assigned to
their average signal level, and the latency was analyzed.



58 a systematic quality of service analysis of nb-iot

1

10

100

1000

10,000

100,000

-140 -130 -120 -110 -100 -90

La
te

nc
y 

(m
s)

DL-RSRP (dBm)

Average latency over DL-RSRP

Uplink latency

Downlink latency

Uplink exception report latency

ECL2
ECL1

ECL0

Figure 20: The total system latency as a function of RSRP signal level in the uplink and
downlink direction for regular user data and exception reports.

Figure 20 confirms the relationship between the RSRP signal level and latency. In
both the uplink and downlink direction, the latency rose significantly below the
noise floor. There were two main reasons for this growth: (a) similar to LTE, NB-IoT

used MCSs to adapt to varying channel conditions; with lower MCS, the coding
redundancy was increased, and the TBS decreased, which required more RUs per
data volume; (b) additionally, ECL 2 was employed for signals below the noise floor
as discussed in Section 4.2.2.

The comparison of the latency of regular user traffic and exception reports
showed that there was no latency benefit, and the 3GPP target of 10 s was still ex-
ceeded for signals significantly below the noise floor. Further research is required
to identify what was causing this behavior. A possible reason might be, that ex-
ception reports had not yet been implemented in this NB-IoT network. Overall, the
evaluation revealed a significant number of uplink samples with tens of seconds
of latency in the uplink direction, which must be considered during application
development.
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4.2.6 Application Layer Performance: Data Rate

The second application layer evaluation was focused on the data rates provided
by NB-IoT under different signal situations. This parameter was especially relevant
for continuous data streams. The measurement considered the application layer
goodput, which was the amount of user data that could be transmitted per sec-
ond, as well as throughput, which also included protocol overhead of lower layers.
Different signal levels were simulated in 10 dB steps using the attenuator, and 100

packets were transmitted for each attenuation step, in both uplink and downlink,
as well as for different packet sizes of 8 bytes, 64 bytes, 512 bytes and 1024 bytes
to simulate multiple use cases.

Figure 21a illustrates the goodput for different packet sizes and signal levels
in the uplink and downlink direction. The highest data rates were possible with
large packet sizes due to the comparatively small overhead. In uplink direction,
22.4 kbps could be achieved for 1024-byte packets, while the downlink provided
up to 22.8 kbps. The data rates remained nearly constant until about -115 dBm
RSRP, which allowed installation of NB-IoT UEs in a wide variety of locations.

For smaller packets, the maximum goodput was significantly lower in both the
uplink and downlink direction. This was a result of the protocol overhead con-
suming larger portions of the total packet size. Furthermore, there was a large
asymmetry between uplink and downlink data rates. This could be confirmed by
analyzing the throughput, which consisted of the goodput plus the bandwidth
consumed by the overhead:

Throughput = Goodput ·
(
1+

Overhead

Payload

)
(39)

For NB-IoT, the following lower layer protocol headers must be considered: MAC

2 bytes, RLC 2 bytes, and PDCP 5 bytes [44]. For IP and UDP, which would normally
consume 20 bytes and eight bytes, respectively, NB-IoT PDCP implements Robust
Header Compression (ROHC) [77]. During signaling, a compression context was
set up between UE and eNodeB, which reduced the size of the IP and UDP headers
to a minimum of two bytes. As such, the total protocol overhead was decreased
to 11 bytes. Using Equation (39), the throughput was calculated and is shown in
Figure 21b.

The results showed a maximum throughput of 22.6 kbps in uplink direction,
which exceeded the limits of a single tone transmission. At the same time, this
value was much lower than the multi-tone maximum of 62.5 kbps. In the downlink
direction, the throughput of 23.0 kbps was well aligned with the theoretical limit of
27.2 kbps (see Section 2.2.4). The comparison with the goodput highlighted that for
very small packets, the overhead was the most significant part of the physical data
rate. For example, an 8-byte UDP packet experienced a total overhead of 11 bytes, or
137.5 % of the payload. As such, transmissions of small packets (e.g, sensor data)
could benefit from the non-IP optimizations of the NB-IoT standard, which further
reduce the overhead.
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Table 10: Comparison of different NB-IoT QoS parameters in a guard band deployment.

Metric
3GPP

Specification [72]

Simulated

Performance [44]

Measured

Performance

MCL (dB) 164.0 164.0 163.5

Max. uplink

throughput (kbps)
62.5 1

62.6 1
22.6 2

Max. downlink

throughput (kbps)
27.2 1

26.2 1
23.0

Min. data rate (kbps)

@ 164 dB MCL
0.160

UL: 0.320

DL: 0.370

>0.707

@ 160 dB MCL

Exception report

latency (s)

@ 164 dB MCL

10.0 8.0
UL: 11.2

DL: 0.610

for user traffic
1The specification and simulation assume 180 kHz multi-tone transmissions for maximum

throughput.

2The uplink data rate depends on the allocation scheme and the number of subcarriers used.

4.3 discussion

In this section, the real-life performance of NB-IoT is discussed and correlated with
the 3GPP requirements [72] and existing system-level simulations [44]. Table 10

provides an overview of the most relevant QoS parameters, which were used to
discuss the suitability of NB-IoT in different scenarios. For example, in smart me-
tering applications, four transmission categories were identified depending on the
functionality of the end device:

• Uplink transfer of individual sensor data from a single sensor

• Downlink transfer of individual commands

• Uplink transfer of small packets from many sensors

• Transfer of software updates in the downlink and bulk data to the cloud in
the uplink direction

The first transmission category corresponded to a typical IoT use case, which was
a single sensor transmitting data to the cloud for further processing and storage.
Sensors are commonly deployed in hard to reach locations, such as basements and
metal enclosures. NB-IoT was designed to provide long-range communication with
164 dB MCL. While this coverage was confirmed in the simulations as shown in
Table 10, the measurements showed that the MCL could be reduced by interference,
with an observed best case MCL of 163.5 dB.
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The second important QoS criterion was latency. For NB-IoT, an exception report
latency of 10 s was defined, which was fulfilled in a simulated environment at
8.0 s. In most real-world applications however, the latency of regular user traffic
is of interest. NB-IoT provided a low user traffic latency at high signal levels with
an uplink median of 535 ms for ECL 0 transmissions. Below the noise floor, ECL 2

was employed, and the latency increased significantly to a median of 11.2 s. Since
there were many samples with a latency of tens of seconds, the application must be
designed accordingly. For applications that employ exception reports, no latency
benefit was found, which suggested that this functionality may not have been im-
plemented in the network under investigation. Furthermore, the high repetition
count (up to 128) and corresponding high output power (up to 23 dBm) decreased
the battery life of sensors without a mains connection. Since the long-term mea-
surement revealed more stable radio conditions during night time, it might be
beneficial for sensors in extreme coverage to collect sensor readings and transmit
them at night. No packet loss was observed for transmissions of individual packets,
which relaxed the need for application layer retransmissions.

In the second category, an actuator received commands from a control server
on the Internet. The traffic patterns and QoS requirements matched those of the
sensors closely, except that commands were transferred in the downlink direction.
As such, most of the QoS conclusions made for the transmission of sensor data also
applied to actuators. For good signal levels with ECL 0, NB-IoT provided very low
median downlink latencies of 179 ms. In extreme coverage scenarios with ECL 2,
the target latency was still satisfied at a median of 610 ms. As such, NB-IoT fulfilled
the needs for transferring commands to actuators.

For the third category, a deployment of many sensors in a limited area was
considered. One NB-IoT UE could aggregate and transmit all sensor readings. In
this use case, many small packets would be sent within a short period of time, so
the system bandwidth was an important QoS characteristic. For eight-byte packets,
the maximum uplink goodput was limited to 712 bps, while the corresponding
throughput was at 1.7 kbps. This could be explained by the significant protocol
overhead of 137.5 %. As such, reducing the overhead and aggregating sensor data
prior to transmission could significantly increase the efficiency. Overall, the sensor
aggregation scenario was a prime use case for the NB-IoT non-IP optimizations,
which were not yet supported by all networks.

The final category of sending software updates to end devices and bulk data to
the cloud is challenging for many LPWAN technologies, since it requires the trans-
mission of a large data volume in a certain time frame to prevent timeouts. As
such, the maximum goodput rate is of interest. NB-IoT provided up to 22.8 kbps
in the downlink direction. Table 10 shows that the corresponding throughput of
23.0 kbps was in line with theoretical calculations and simulations. In the uplink
direction, the evaluation found a maximum goodput of 22.4 kbps and a through-
put of 22.6 kbps. This value was significantly below the theoretical maximum of
62.5 kbps, which could be due to device limitations. However, both uplink and
downlink throughput found in this evaluation significantly exceeded the values of
previous measurements [14]. In both directions, the data rates were stable over a
wide range of signal levels, before decreasing at an RSRP signal level of -120 dBm.
Since the installation location of an IoT device can not be freely chosen in most
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cases, this increases installation flexibility. In extreme coverage situations, the 3GPP

specifies a minimum throughput of 160 bps at 164 dB MCL, which was confirmed
in the simulations [44], but could only be approximated in the evaluation at 160 dB
MCL. This aspect will be subject to further investigations in the future.

4.4 conclusions

In this chapter, a detailed evaluation of the end-user QoS of the NB-IoT LPWAN stan-
dard was presented. One of the first systematic analyses of the relevant physical
and application layer QoS parameters was conducted in a real network. Moreover,
the influence of these parameters on the end-user QoS was studied in the uplink
and downlink direction.

Different experiments were conducted to verify the performance of NB-IoT in a
public network using commercially available hardware. Analyzing the NB-IoT cov-
erage showed that the 3GPP target MCL of 164 dB [72] was closely approximated,
but could be reduced by external interference. The necessary high receiver sensitiv-
ity was achieved by using discrete levels of signal repetitions, which were referred
to as ECL. Using the highest repetition level ECL 2, signals below the noise floor
could be detected, which allowed sensors installations under difficult conditions.

On the other hand, the number of ECL repetitions was a trade-off between system
latency and coverage. In the downlink direction, NB-IoT maintained a latency below
one second in all coverage scenarios. In the uplink, NB-IoT provided low latency for
ECL 0 and ECL 1 transmissions. However, when ECL 2 was used below the noise
floor, the latency increased to tens of seconds. This behavior could be attributed to
the high number of signal repetitions and the allocation of individual subcarriers
over a longer duration. Configuring the modem to send exception messages as
specified by the 3GPP requirements did not improve the latency, which might be
because the mobile network did not yet implement this functionality.

NB-IoT provided a consistent data rate over a wide range of signal levels. In the
downlink direction, the throughput of 23.0 kbps was within the expected range.
However, in the uplink, the data rate depended on the allocation scheme. The
obtained throughput of 22.6 kbps was significantly lower than the theoretical max-
imum for a transmission using 12 subcarriers, which requires further investigation
in a future work.

Overall, NB-IoT satisfied most of the theoretical 3GPP QoS requirements [72] in a
commercial deployment, and was a suitable technology for a wide range of sensor
applications. The QoS might be reduced for signal levels below the noise floor,
which must be taken into consideration during application development. In the
case of smart metering, four transmission categories were analyzed, and NB-IoT

was verified to be appropriate if latency values above 10 s were acceptable for
signal levels below the noise floor.

In a future research, NB-IoT will be compared to other LPWAN technologies in
the context of smart metering use cases. This analysis will include the currently
unavailable NB-IoT non-IP optimizations, as well as the 3GPP Release 14 improve-
ments.
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5
A S Y S T E M AT I C Q U A L I T Y O F S E RV I C E A N A LY S I S O F
L O R AWA N

LoRaWAN is an LPWAN technology that operates in the unlicensed ISM and SRD

bands. It provides a low-cost, energy-efficient and long-range network service to
low-end IoT endpoints. In this chapter, a detailed analysis of physical and appli-
cation layer LoRaWAN QoS parameters is presented. Measurements are performed
both in a deployed network, as well as in a shielded, interference-free laboratory
environment. This approach permits to assess the influence of external interfer-
ence on the performance of LoRaWAN, which is especially important for LPWANs

that operate in the unlicensed bands. The measurements indicate that LoRaWAN

meets most theoretical specifications in a setup built from commercial hardware.
At the same time, both the coverage range and the packet delivery ratio is nega-
tively influenced by the elevated levels of interference in the EU-868 band used in
the measurements. LoRaWAN employs SFs to improve the sensitivity; since the ToA

only accounts for part of the total latency, messages arrive in a reasonable time
frame even at high SFs. LoRaWAN provides very low data rates, which are limited
by the duty cycle regulations. After the measurements, the LoRaWAN applicability
is discussed in typical WSN use cases, and it is confirmed to be appropriate for
low-end IoT applications without hard requirements on data rate and packet loss.
Finally, LoRaWAN is compared to NB-IoT for different QoS parameters.

5.1 methods

Since LoRaWAN operates in the unlicensed bands, a private LoRaWAN network can
be deployed to provide control over the network parameters and obtain PHY mea-
surements from both the nodes and the gateways. Installing a private network is
essential for QoS measurements, since public networks such as The Things Network
[97] commonly implement fair use policies, which limit the number of messages
that a LoRaWAN node can send per day. This reduces the QoS even beyond the limita-
tions already imposed by the duty cycle regulations. Therefore, a private LoRaWAN

network was deployed for the measurements presented in this chapter. This setup
represents a best case scenario; in large-scale LoRaWAN networks, collisions with
uplink messages from other nodes and the downlink capacity of the gateway limit
the performance (see Section 2.3.6).

The measurements in this chapter were performed in a private LoRaWAN network
operating in the EU-868 band in Germany1. Two measurement architectures were
used: first, the network was deployed at the university campus for realistic radio
conditions. Afterwards, the measurements were repeated in a shielded environ-
ment to explore the system performance boundaries without external interference.

1 The plots and analyses in this chapter are created from the raw measurement data obtained in a
Master’s Thesis [58] that was supervised by Ulrich Birkel and Andreas Philipp Matz as part of this
PhD thesis.

65
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All measurements in this chapter were performed using the LoRaWAN 1.0.2 specifi-
cation; while the ChirpStack LoRaWAN network stack supported both LoRaWAN 1.1
and 1.0, the Microchip RN2483 LoRaWAN node was limited to LoRaWAN 1.0.2.

Both the LoRaWAN node and the gateway performed PHY measurements when-
ever a transmission occurred. The measurements performed by the gateway were
automatically attached to the message as metadata and could be obtained from
the LoRaWAN backend; the node measurements needed to be manually obtained
from the modem. In contrast to LTE, only a few basic measurements were available,
which limited the amount of data from which conclusions could be drawn. Appli-
cation layer measurements could still be made as usual within regulatory limits in
terms of power and duty cycle.

During the measurement process, some architecture limits were discovered that
limited the QoS analysis. A private LoRaWAN network should provide full control
over typical LoRaWAN parameters such as the SF. In practice, the parameters that
can be configured depend on the LoRaWAN stack in use. The LoRaWAN network
used in the measurements was based on the Chirpstack [21] due to its advanced
features. The Chirpstack did not allow deactivating the ADR adjustment in the
downlink direction; rather, the gateways would continuously adjust the SF and the
transmit power according to the channel conditions, which prevented collecting 30

measurements at the same SF in a reasonable time frame and therefore limited the
analysis to uplink transmissions.

While the physical channel can be considered to be symmetric, the selected
LoRaWAN class creates asymmetric MAC layer conditions. For example, a class A
device can only receive downlink data in two RX windows after an uplink trans-
mission, while a class C device can receive downlink messages at all times, ex-
cept when uplink traffic is sent (half-duplex operation). A future analysis of the
LoRaWAN downlink must therefore include measurements of all classes at different
spreading factors.

5.2 experimental setup and raw data

In the first experiment, the gateway was installed on top of the university building.
The LoRaWAN node was placed in a neighbor building in Line-of-Sight (LOS) con-
ditions in a distance of ca. 36 m to ensure a high signal level. The architecture in
Figure 22 consisted of the following components:

(a) A measurement computer ran the QoS analysis application. It controlled the
LoRaWAN modem (b) via USB and collected the measurement data from the
Application Server (h) via MQTT.

(b) A Microchip RN2483 LoRaWAN node [59] in LoRaWAN class A mode was con-
nected to a private LoRaWAN network and sent test messages to the LoRaWAN

gateway (f). It implemented the LoRaWAN v1.0.2 specification [48].

(c) An RF shielding box prevented the LoRa signal from bypassing the attenuator
and coupling directly into the PCB of the modem.

(d) A Wavetek 5080.1 step attenuator (0–81 dB attenuation, fmax = 1000 MHz)
simulated a wide range of signal levels.
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Figure 22: LoRaWAN measurement setup in a deployed, private LoRaWAN network.

(e) A Delock 88571 omnidirectional antenna (A = –0.8 – 0.2 dBi) was connected to
the step attenuator via coaxial cable.

(f) A Multitech Conduit LoRaWAN gateway with an MTAC-LoRa-H 1.5 module
was placed on top of the university building. It provided local coverage and
performed QoS measurements in the uplink direction. The QoS parameters
were attached to the message as metadata and forwarded to the network
server (g).

(g) A LoRaWAN network server managed all connected devices and forwarded mes-
sages between the gateway (f) and the application server (h). It was part of
the Chirpstack [21], which integrated all necessary backend components to
operate a private LoRaWAN network.

(h) An application server was also part of the Chirpstack platform. It forwarded
messages and provided external interfaces to retrieve the measurement data
via MQTT.

For each measurement, 30 messages were sent from the LoRaWAN node (b) to
the application server (h) under consideration of the duty cycle regulation in the
EU-868 band. The messages were collected via MQTT by the application installed on
the measurement computer (a). After each measurement, the attenuation (d) was
increased by 10 dB; this process was repeated until the connection was lost.
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In order to cover a wide range of potential use cases, the measurements were
conducted for all combinations of the following payload sizes and SFs:

• Payload sizes

– 8 bytes (representative of a sensor value)

– 51 bytes (MTU of a LoRaWAN SF 12 connection)

– 222 bytes (MTU of a LoRaWAN SF 7 connection, not available at SF 12)

• Spreading factor

– SF 7 (provides the highest QoS but the lowest range)

– SF 12 (provides the lowest QoS but the highest range)

The one-way application layer latency was measured by inserting a timestamp
into each packet, which was compared to the system time when the packet arrived
back at the laptop. A sequence number was used to track the packet loss. This
information was captured along with the individual packets and their metadata.

In the second experiment, the LoRa wireless link was shielded to exclude exter-
nal interference as shown in Figure 23. Most components remained unchanged;
however, the antennas and the wireless link were replaced by coaxial cables and
attenuators and the shielding was improved. The modified architecture consisted
of the following elements:

(a) A measurement computer ran the QoS analysis application. It controlled the
LoRaWAN modem (b) via USB and collected the measurement data from the
Application Server (i) via MQTT.

(b) A Microchip RN2483 LoRaWAN node [59] in LoRaWAN class A mode was con-
nected to a private LoRaWAN network and sent test messages to the LoRaWAN

gateway (f). It implemented the LoRaWAN v1.0.2 specification [48].

(c) An RF shielding box prevented external interference from coupling directly
into the LoRaWAN node PCB.

(d) A Wavetek 5080.1 step attenuator (0–81 dB attenuation, fmax = 1000 MHz)
simulated a wide range of signal levels.

(e) Multiple static attenuators between the step attenuator and the gateway sim-
ulated the free space loss that would be present in a deployed network. Due
to the high MCL of LoRa, the attenuation was spread across multiple atten-
uators to avoid the signal coupling over the attenuator and back into the
coaxial cable.

(f) A Multitech Conduit LoRaWAN gateway with an MTAC-LoRa-H 1.5 module
provided the LoRa signal and performed QoS measurements in the uplink
direction. The QoS parameters were attached to the message as metadata
and forwarded to the network server (h).

(g) An RF shielding box improved the attenuation of the LoRaWAN gateway hous-
ing against external interference, which was especially important at high
coupling loss.
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Figure 23: LoRaWAN measurement setup in a shielded, interference-free laboratory setup.

(h) A LoRaWAN network server managed all connected devices and forwarded mes-
sages between the gateway (f) and the application server (h). It was part of
the Chirpstack [21], which integrated all necessary backend components to
operate a private LoRaWAN network.

(i) An application server was also part of the Chirpstack platform. It forwarded
messages and provided external interfaces to retrieve the measurement data
via MQTT.

The measurement parameters remained unchanged from the first evaluation. In
the second experiment, special attention was given to how the interference influ-
enced packet loss and signal quality in terms of RSSI and SNR.

5.3 results

In this section, the evaluation results are illustrated and analyzed. The physical
and application layer QoS is discussed using the approach developed during the
NB-IoT measurements (see Section 4.2).

5.3.1 PHY Measurements: Coupling Loss

Since the LoRa modulation does not employ reference symbols, the RSRP is not
available to express the signal level. Rather, the RSSI is used to represent the total
power level in the channel bandwidth B, including the signal power PS, the effec-
tive noise floor PN,eff and the interference power PI. In the first measurement, the
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Figure 24: Distribution of RSSI as an expression of artificial path loss, using 8 bytes of
payload (a) at SF 7 and (b) at SF 12.

RSSI was explored as a representation of path loss for later measurements. Using a
step attenuator, a wide range of signal levels were simulated in 10 dB steps until
the connection was lost. For each step, 30 packets were sent. For each packet, the
UL-RSSI was measured by the LoRaWAN gateway and recorded.

Figure 24a illustrates the UL-RSSI for SF 7 at different signal levels. The RSSI fol-
lowed the manual attenuation linearly, but at a reduced slope, i.e. 10 dB of manual
attenuation reduced the RSSI by less than 10 dB. This is not unexpected, since the
RSSI parameter measured asymptotically along the packet [104] is known to ex-
hibit some linearity limitations and to diverge from the ideal 1 dB/dB curve [89].
The signal was lost before approaching PN,eff = −117 dBm (as calculated in Equa-
tion (31)).

Figure 24b shows the same measurement for SF 12. The RSSI converged to the
sum of the PN,eff and the PI, both of which are included in the RSSI measurement.
It was thus not a linear expression of the path loss. To improve the path loss
approximation, the measurement needed to be repeated in a shielded, interference-
free environment that excluded the interference PI. Even then, it would be limited
by noise, since the RSSI is not able to take advantage of the CE mechanism to
measure signal levels below the PN,eff.

In the second step, the measurement was repeated in a shielded, interference-
free environment. This removed the unpredictable influence of the interference PI.
Once again, different signal levels were simulated in 10 dB steps; additionally, one
measurement at 75 dB attenuation was conducted to further approach the MCL.
30 packets were sent per step, and the UL-RSSI and UL-SNR were recorded. Since
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Figure 25: Distribution of RSSI in a shielded environment as an expression of artificial path
loss, using 8 bytes of payload (a) at SF 7 and (b) at SF 12.

the RSSI included signal, noise and interference components, it was expected to
converge to the effective noise floor PN,eff.

Figure 25a illustrates a measurement performed at SF 7 in a shielded, inter-
ference-free environment. Similar to the previous evaluation in the first step, the
RSSI followed the manual attenuation but was lost shortly before reaching the noise
floor.

Figure 25b illustrates the same measurement at SF 12. As expected, the RSSI

approached the PN,eff = −117 dBm. While this was an improvement over the
first measurement, the nonlinearity still makes the RSSI unsuitable to represent
path loss by itself. Notably, there were a number of samples at 70 dB attenuation
(RSSI = −119 dBm) below the PN,eff. This could either have been a result of the
limited measurement precision, or the modem exceeded its NF = 6 dB specifica-
tion, which in turn would also have reduced the PN,eff.

The previous evaluations revealed that the RSSI is not an appropriate represen-
tation of path loss. Semtech proposes another measurement that addresses this
challenge: the Packet Strength is equal to the RSSI until the signal falls below the
noise floor (SNR < 0 dB), at which point it includes the SNR measurement to ap-
proximate the signal level [89].

PacketStrength =

{
RSSI SNR ⩾ 0

RSSI+ SNR SNR < 0
(40)
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Figure 26: Distribution of Packet Strength in a shielded environment as an expression of
artificial path loss, using 8 bytes of payload (a) at SF 7 and (b) at SF 12.

Figure 26a illustrates the Packet Strength at SF 7 as an indicator of path loss in
an interference-free environment. Unlike the RSSI, the Packet Strength is able to
approximate the signal level below the noise floor.

Figure 26b visualizes the same measurement for an SF 12 link. There are devi-
ations from linearity at very low signal levels below the noise floor, which can
be attributed to a combination of shielding limitations and limited measurement
precision.

Table 11 provides statistical detail on the RSSI and Packet Strength measurements
for different levels of attenuation. For each attenuation step, 30 packets of 8 bytes
payload were transmitted. For both SF 7 and SF 12, the dominating factor that lim-
its the RSSI linearity is the PN,eff. Especially the SF 12 measurement converged
to the PN,eff, with a µRSSI,min = −119 dBm at 75 dB attenuation. Despite the
shielded setup excluding most interference, there was a considerable variation in
the RSSI levels (σRSSI,max,SF7 = 3 dB, σRSSI,max,SF12 = 2.6 dB). At the same time,
the Packet Strength measurement provided a much better approximation of the
path loss. SF 12 connections in particular benefit from the ability to represent sig-
nals below the noise floor; however, there are linearity limitations below a Packet
Strength of -130 dBm. Starting from 70 dB attenuation, shielding imperfections and
measurement limitations can influence the measured signal strength levels. For the
maximum attenuation of 75 dB, there are additional censorship effects, i.e. packets
with lower SNR are more likely to be lost, which causes an overestimation of the
average SNR [23].
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Table 11: Statistical comparison of the mean values (µRSSI, µPS) and standard deviations
(σRSSI, σPS) of the RSSI and Packet Strength measurements in a shielded environ-
ment. For each attenuation step, 30 packets of 8 bytes payload were transmitted.

SF Attenuation (dB) µRSSI (dBm) σRSSI (dB) µPS (dBm) σPS (dB)

7 0 −67.690 2.601 −67.690 2.601

7 10 −82.100 2.879 −82.100 2.879

7 20 −92.533 3.008 −92.533 3.001

7 30 −102.310 2.627 −102.310 2.627

7 40 −110.933 2.337 −111.010 2.422

7 50 −114.810 1.096 −120.195 1.723

12 0 −68.333 1.972 −68.333 1.972

12 10 −78.200 2.135 −78.200 2.135

12 20 −88.267 2.581 −88.267 2.581

12 30 −98.133 1.607 −98.133 1.607

12 40 −107.833 1.951 −107.833 1.951

12 50 −114.933 1.123 −118.703 1.119

12 60 −116.500 0.764 −128.530 0.797

12 70 −116.100 1.274 −132.627 1.304

12 75 −116.684 1.079 −134.916 1.107

Overall, the Packet Strength seems to be an appropriate representation of path
loss; when evaluating very low signal levels, the nonlinearity must be considered
when approaching the modem sensitivity.

5.3.2 PHY Measurements: Coverage Extension

The LoRa modulation employs spreading factors to extend the coverage at the ex-
pense of the latency and data rate. In this section, the coverage is analyzed in
terms of the MCL. To evaluate whether the large interference present in unlicensed
bands had a significant influence on the MCL, both the measurements from the de-
ployed network and the shielded setup were used. The Multitech MTAC-LORA-H
1.5 card is based on the Semtech SX1301 digital baseband chip [104] and SX1257

transceiver [88] for which the typical sensitivity values are shown in Table 12. Fur-
thermore, the MCL was calculated using the maximum permitted transmit power
PTX,modem = 14 dBm [20]. In the measurements, the samples with the minimum
observed Packet Strength are used to find the maximum MCL.

In a first step, the measurements from the deployed network are used to deter-
mine the MCL under realistic conditions. For SF 7, the lowest observed RSSI sample
RSSImin,obs,SF7 = −105 dBm and its corresponding SNR value SNRmin,obs,SF7 =

−7.8 dB were considered. The resulting MCL value revealed a considerable reduc-
tion from the specified LoRa SF 7 MCL of 140.5 dB [104].
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Table 12: Properties of the SX1301 reference implementation: PRX,min [104] and MCL cal-
culated for PTX = 14 dBm.

SF PRX,min (dBm) MCL (dB)

7 −126.5 140.5

8 −129.0 143.0

9 −131.5 145.5

10 −134.0 148.0

11 −136.5 150.5

12 −139.5 153.5

MCLdeployed,SF7 = PTX,modem − PacketStrengthmin,SF7

= PTX,modem − (RSSImin,SF7 + SNRmin,SF7)

= 14 dBm− (−105 dBm− 7.8 dB) = 126.8 dB

(41)

Performing the same calculation for SF 12 provides similar results. In this case,
the minimum observed RSSI is RSSImin,obs,SF12 = −111 dBm and its correspond-
ing SNR is SNRmin,obs,SF12 = −17.2 dB. Once again, the observed MCL did not
reach the specified LoRa SF 12 MCL of 153.5 dB [104].

MCLdeployed,SF12 = PTX,modem − PacketStrengthmin,SF12

= PTX,modem − (RSSImin,SF12 + SNRmin,SF12)

= 14 dBm− (−111 dBm− 17.2 dB) = 142.2 dB

(42)

Afterwards, the same analysis was performed using the measurements from the
shielded environment. At SF 7, the RSSI sample RSSImin,obs,SF7 = −116 dBm and
its corresponding SNR value SNRmin,obs,SF7 = −7.8 dB were selected to calculate
the MCL. The observed MCL approached the specified LoRa SF 7 MCL of 140.5 dB
[104].

MCLshielded,SF7 = PTX,modem − PacketStrengthmin,SF7

= PTX,modem − (RSSImin,SF7 + SNRmin,SF7)

= 14 dBm− (−116 dBm− 7.8 dB) = 137.8 dB

(43)

For SF 12, the same calculation was performed. The minimum observed RSSI is
RSSImin,obs,SF12 = −119 dBm and its corresponding SNR is SNRmin,obs,SF12 =

−18.2 dB. Again, the observed MCL approached the specified LoRa SF 12 MCL of
153.5 dB [104].

MCLshielded,SF12 = PTX,modem − PacketStrengthmin,SF12

= PTX,modem − (RSSImin,SF12 + SNRmin,SF12)

= 14 dBm− (−119 dBm− 18.2 dB) = 151.2 dB

(44)

Overall, the analysis in this section revealed a considerable influence of the in-
terference on the MCL of LoRaWAN. This is not unexpected, since the shared nature



5.3 results 75

of the unlicensed bands creates a harsh environment that needs special techniques
to mitigate interference from other users of the band.

5.3.3 PHY Measurements: Signal Quality Analysis

In this section, the IM and the NF are analyzed using the SNR and Packet Strength.
The measurements were performed in two environments; first, a deployed LoRaWAN

network was used to provide realistic signal conditions. Second, a shielded envi-
ronment was used to exclude interference. In both cases, a step attenuator was
used to simulate different signal levels in 10 dB steps until the connection was lost.
For each attenuation level, 30 packets were sent in uplink direction and the SNR

and RSSI were measured by the LoRaWAN gateway and recorded. Similar to previ-
ous experiments, measurements were performed for SF 7 using 8-byte, 51-byte and
222-byte packets, as well as SF 12 with 8-byte and 51-byte packets.

Figure 27 compares the measured UL-SNR to the theoretical SNR as a function of
the Packet Strength. The theoretical SNR was calculated for a system bandwidth
B = 125 kHz using the parameters specified by the manufacturer (NF = 6 dB).
A SNR = 0 dB meant that the signal power PS was equal to the effective noise
power PN,eff,125kHz = −117 dBm. Using Equation (40), the Packet Strength for
SNR = 0 dB can be calculated:

PacketStrengthSNR=0dB = RSSI = PS + PN,eff + PI

= −117 dBm+ (−117 dBm) + PI = −114 dBm+ PI
(45)

The measurement revealed a significant influence of the interference on the
Packet Strength, which was expected due to its RSSI component. The SNR curve
was thus shifted towards higher Packet Strength values. The interference could be
quantified using the IM, a measurement defined as the PI at SNR = 0 dB. It varied
from IMmin = 7 dB to IMmax = 20 dB between measurements, which was ex-
pected in the ISM bands. With increasing signal levels, the SNR approached a limit
of ca. 12 dB, which was expected according to the documentation provided by the
manufacturer; SNR levels above 5 dB were described as "meaningless, and should
be considered as there being ’plenty of signal’" [91]. The SNR parameter was able
to represent signal levels below the noise floor, which indicated that it employed
the CE mechanism to determine the signal power PS.

Figure 28 illustrates the same measurement in a shielded and interference-free
environment. The IM was reduced to a range of IMmin = 0 dB to IMmax = 4 dB.
The large number of samples beyond the theoretical SNR line could be caused by
the modem exceeding its specified NF = 6 dB, which would lower the PN,eff and
result in a PacketStrengthSNR=0dB < −114 dBm, thus shifting the theoretical
SNR to lower Packet Strength values. Similar to what was observed in the path
loss measurements, there were linearity limitations that reduced the slope of the
SNR measurements. As previously observed in the deployed LoRaWAN network, the
UL-SNR did not exceed 12 dB.

Figure 29 compares the UL-SNR between the shielded environment and the de-
ployed network. The measurement verified the significant amounts of interference
that LPWANs generally face in unlicensed bands, which commonly limits the per-
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Figure 27: Analysis of the UL-SNR as a function of the Packet Strength under the influence
of external interference for different SFs and packet sizes. The solid line repre-
sents the calculated SNR for NF = 6 dB.

formance especially in terms of the MCL. External interference must thus be con-
sidered when analyzing whether an LPWAN technology is fit for a particular appli-
cation.

5.3.4 Application Layer Performance: Latency

LoRaWAN is subject to duty cycle regulations which limit applications to infrequent
transmissions. As a result, LoRaWAN is commonly used for WSNs, where individual
messages are transmitted in regular intervals. The one-way latency is one of the
most relevant QoS metrics, since it determines the reaction time of the system.

In this section, an analysis is presented to identify the key factors that influence
the uplink LoRaWAN latency. The measurements were performed in a deployed
network to provide realistic results. For SF 7, three packet sizes of 8 bytes, 51 bytes
and 222 bytes were analyzed. For SF 12, only 8 bytes and 51 bytes were supported.
For each combination of packet size and SF, 30 packets were sent in uplink direction
and the latency, the RSSI, and the SNR were recorded.

Figure 30 compares the latency distribution for SF 7 and SF 12 at different packet
sizes. As expected, choosing a higher SF increased the end-to-end latency, since
the LoRa chirp signal was spread over a longer duration to improve the sensitivity.
For SF 7, an 8-byte message could be delivered in 362 ms, which enabled timely
reaction to changing sensor values and alarm messages. For SF 12, the improved
sensitivity came at the cost of an increased latency of 2029 ms. This measurement
highlighted an important characteristic of the SF mechanism: Even for applications
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Figure 28: Analysis of the UL-SNR as a function of the Packet Strength in an interference-
free environment for different SFs and packet sizes. The solid line represents
the calculated SNR for NF = 6 dB.

that only transmit very little data, a low SF was desirable since it decreased the
end-to-end latency.

For larger packets, more information had to be encoded which increased the
time on air. To avoid excessive ToA and inter-packet wait times, LoRaWAN limits
the MTU at high SFs. A packet filling the SF 7 MTU of 222 bytes took 1806 ms on
average, while the SF 12 MTU of 51 bytes was transmitted in 3435 ms.

Figure 31 compares the latency of different SFs and packet sizes as a function of
the Packet Strength. The SFs are the primary CE mechanism of LoRaWAN. Therefore,
decreasing the signal level at a fixed SF did not increase the latency, since the time
on air remained the same. In most networks, the ADR mechanism manages the
SF, bandwidth and transmission power; in these situations, decreasing the signal
power may trigger a switch to a higher SF, which in turn increases the latency.

Table 13 provides a closer look at the individual components of the end-to-end
latency. The ToA is defined as the time that the message is transmitted between the
LoRaWAN node and the gateway. It is deterministic and can be calculated using the
configuration-dependent LoRaWAN header size and the payload length. There is a
number of programs to automatically calculate the ToA; a popular tool is the LoRa
Air Time Calculator [52], which was used to calculate the ToA in this Table.
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The remaining latency was named "network latency" and could be further di-
vided into the following elements:

• The processing delay until the LoRaWAN node started transmitting the mes-
sage

• The processing delay of the LoRaWAN gateway and the LoRaWAN stack

• The network delay caused by forwarding the packet to the measurement
computer.

The network delay between the measurement computer and the LoRaWAN stack
could be neglected, since they resided on the same physical Ethernet network. The
remaining processing delays correlated with the packet size and the spreading fac-
tor; for identical packet sizes, a higher SF introduced a higher network delay, which
indicated a higher processing delay. For SF 7, a higher packet size also introduced a
higher network delay; this effect could not be observed for SF 12. Further research
is required to determine the magnitude of the remaining latency components.

5.3.5 Application Layer Performance: Data Rate

Besides limiting the frequency with which messages can be sent, the duty cycle reg-
ulations also influence the maximum data rates that LoRaWAN can provide. While
WSNs and their typical traffic patterns of regular, small messages are a common
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use case for LoRaWAN, a systematic data rate measurement is still important to
determine whether a particular application can be supported.

In this section, the theoretical data rates calculated in Section 2.3.10 are verified
in a deployed network. For this purpose, both the goodput and the throughput
were analyzed. The previous definition in Equation (39) is reused:

Throughput = Goodput ·
(
1+

Overhead

Payload

)
(46)

The expected goodput and throughput under EU-868 regulations are determin-
istic and can be calculated. For this purpose, the ToA from Table 13 was used to
calculate the required packet interval (Tinterval) for a 1 % duty cycle regulation.

Tinterval =

(
ToA

DutyCycle

)
− ToA (47)

Table 14 lists the resulting theoretical goodput and throughput data rates.
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at various packet sizes.

Afterwards, the goodput and throughput were measured for a wide range of
signal levels that were simulated using a step attenuator in 10 dB steps. For each
attenuation step 30 packets of 8 bytes, 51 bytes and 222 bytes were sent at SF 7 and
8 bytes and 51 bytes at SF 12. The goodput was calculated from the packet size, the
number of successful transmissions and the total transmission time.

Figure 32a illustrates the goodput for the aforementioned combinations of SF

and packet size as a function of the Packet Strength. The obtained results matched
the theoretical goodput limits closely. As expected, a higher goodput could be
achieved with larger packet sizes, since the overhead made up a smaller percentage
of the total packet size. The goodput exhibited little variation over the range of sig-
nal levels, since it was determined only by static factors (duty cycle, SF, packet size
and header size). Shortly before the connection was lost, the goodput decreased,
which was an artifact of the increasing packet loss. While the lost packets could
be retransmitted, these retransmissions would be subject to the same duty cycle
and packet loss conditions and block the channel for future transmissions, which
would further reduce the goodput.

Figure 32b illustrates the throughput of the same measurement. The throughput
was limited by the channel capacity, which was in turn restricted by the duty
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Table 13: Components of the end-to-end latency for SF 7 and SF 12 at various packet sizes.

SF
Packet

Size (bytes)

End-to-end

Latency (ms)
ToA (ms)

Network

Latency (ms)

7 8 362 36 326

7 51 665 103 562

7 222 1806 348 1458

12 8 2029 991 1038

12 51 3435 2466 969

Table 14: LoRaWAN goodput and throughput for SF 7 and SF 12 at various packet sizes.

SF
Packet

Size (bytes)

1 % Duty Cycle

Packet Interval (s)

Expected

Goodput (bps)

Expected

Throughput (bps)

7 8 4 16.00 72.0

7 51 10 40.80 63.2

7 222 35 50.70 57.1

12 8 99 0.65 2.9

12 51 247 1.65 2.6

cycle. Therefore, the throughput was independent from the packet size at each
spreading factor; once the channel was full, no more data could be encoded for a
given modulation scheme.

5.3.6 Application Layer Performance: Packet Loss

While many WSN use cases can tolerate some packet loss, it is still necessary to ana-
lyze the connection reliability in different scenarios to determine whether LoRaWAN

is fit for a particular application. Especially if an application requires a gapless
recording of sensor values, the lost messages need to be retransmitted. Depending
on the message rate, this might conflict with the limits imposed by the duty cycle.
In this section, the packet loss is analyzed as a function of the Packet Strength.
The measurement was first conducted in a deployed network and then repeated
in a shielded, interference-free setup. Using a step attenuator, different signal lev-
els were simulated in 10 dB steps until the connection was lost. The measurement
was repeated for different packet sizes and SFs (8 bytes, 51 bytes, 222 bytes at SF 7

and 8 bytes, 51 bytes at SF 12). The modem was configured to send unconfirmed
messages, which were not acknowledged by the network server. Therefore, each
message is sent only once without any retransmissions.

Figure 33 illustrates the packet loss for different packet sizes (a) at SF 7 and (b) at
SF 12. The variation in packet loss at Packet Strength levels above -110 dBm could
be attributed to external interference; there was a sharp increase in loss shortly
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Figure 32: Maximum LoRaWAN data rates as a function of the Packet Strength at SF 7

and SF 12 for various packet sizes. (a) Goodput excluding LoRaWAN protocol
headers. (b) Throughput including LoRaWAN protocol overhead.

before the connection was lost. The transmission at SF 12 extended to much lower
signal levels due to its improved sensitivity. For both SF 7 and SF 12 connections,
small 8-byte packets were subject to higher packet loss over 10 % even at excel-
lent signal levels. At the same time, in most cases less than 5 % of all 51-byte
and 222-byte packets were lost. Finding the source of the increased loss of 8-byte
packets requires further investigation.

Figure 34 compares the packet loss in a deployed network and in a shielded en-
vironment. The comparison is made for 8-byte packets, which previously suffered
the highest packet loss. The graph clearly shows that in the interference-free setup
packet loss was virtually nonexistent; it could thus be deducted that external in-
terference was the major cause of packet loss in the network, which was expected
due to the unlicensed nature of the SRD band.

5.4 discussion

In this section, the LoRaWAN measurements are discussed and compared to the the-
oretical specifications [104]. Table 15 compares the LoRa and LoRaWAN specifications
with the measurements in the deployed network and the shielded setup. Using the
previously acquired data, the applicability of LoRaWAN for realistic smart metering
use cases is discussed.
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Figure 33: Packet loss as a function of the Packet Strength at different packet sizes (a) at
SF 7 and (b) at SF 12 .

The following traffic patterns are considered:

• Uplink transfer of individual sensor data from a single sensor

• Downlink transfer of individual commands

• Uplink transfer of small packets from many sensors

• Transfer of software updates in the downlink and bulk data to the cloud in
the uplink direction

The first use case represented a classic WSN application: a sensor was connected
via LoRaWAN. It transmitted individual messages to the cloud for analysis and per-
manent recording. WSNs are commonly installed in a wide range of environments.
In the evaluations, the deployed LoRaWAN network was able to provide a high MCL

up to 142.2 dB. However, its coverage was considerably reduced compared to the
specified value due to interference. LoRaWAN provided acceptable latency for indi-
vidual packets, delivering an 8-byte message in 362 ms at SF 7 and in 2029 ms at SF

12. The measurements in the deployed network revealed about 15 % loss of small
packets, which may require retransmissions. This reliability ceiling was confirmed
by other researchers, however they found no improvements at larger packet sizes
[9]. The biggest limitation was caused by the duty cycle regulations. There were
long periods where no transmission was possible, which severely limited the sen-
sor sampling rate. For example, an 8-byte message could be sent every 4 s at SF 7

and every 99 s at SF 12. If timely arrival of measurement values was not necessary,
multiple samples could be aggregated into one message.
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Figure 34: Comparison of the packet loss as a function of the Packet Strength in a deployed
network to a interference-free laboratory environment.

The second traffic category was concerned with downlink commands, e.g., to
control an actuator. While the measurements in this chapter did not consider down-
link scenarios, it was still possible to provide an estimation of the QoS that could
be expected. There were two mechanisms that dominated the downlink QoS: the
selected LoRaWAN class and the gateway downlink capacity. The first factor deter-
mined the distribution of the receive windows at the receiver, which governed
when downlink data could be transmitted. A device that listened for downlink
commands needed to be reachable at least periodically, which excluded class A
operation and increased power consumption. Depending on the required latency,
the device either needed to operate in class B mode and open periodic receive win-
dows or even work in class C mode, which kept the receiver active permanently.
The second mechanism resulted from the fact that gateways also had to adhere to
the duty cycle; if all channels were blocked by acknowledgments of uplink mes-
sages or other transmissions, the QoS of downlink commands could be severely
impacted [9].

The third use case consisted of a fleet of sensors that were connected via a single
LoRaWAN node, which aggregated and forwarded the messages. There were two ba-
sic strategies for such an installation: forwarding the sensor messages individually
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Table 15: Comparison of the LoRaWAN specification to the performance in a deployed and
a shielded scenario.

Metric Specifications[104]
Deployed

performance

Shielded

performance

SF 7

MCL (dB) 140.5 126.8 137.8

SNRmin (dB) -7.5 -7.8 -8.8

Latency 2 (ms)
36 ms ToA +

system latency
362

Throughputmax
1 (bps) 57.1 57.7

SF 12

MCL (dB) 153.5 142.2 151.2

SNRmin (dB) -20.0 -19.2 -20.2

Latency 2 (ms)
991 ms ToA +

system latency
2029

Throughputmax
1 (bps) 2.6 2.6

1Throughput is given for 1 % duty cycle, B = 125 kHz, payload SF 7: 222 bytes, SF 12: 51 bytes.

2Latency is given for an unconfirmed transmission of 8 bytes of payload.

or aggregating multiple readings into a single packet. The goodput and packet in-
terval limitations caused by the EU-868 duty cycle limited the first approach to very
low sampling rates. The second approach provided much better scalability and
could improve reliability, since larger packets were found to have lower packet
loss. Due to the severe throughput limitations at high SFs, this use case was only
feasible when the WSN was installed close to the gateway.

Finally, the transfer of large amounts of data was problematic at all configura-
tions and channel conditions. The low throughput of LoRaWAN combined with the
duty cycle limitations at the gateway would result in an extremely long transmis-
sion time for both software updates in the downlink and bulk data transmission
in the uplink direction, in addition to blocking the channel for other communica-
tion. Overall, this use case would only be feasible if a prioritization mechanism
was implemented in the network server that ensured other communication was
still possible (i.e., software updates were served on a best effort basis) and long
transmission times were acceptable.

5.5 comparison of lorawan and nb-iot qos

Both LoRaWAN and NB-IoT (which was analyzed in Chapter 4) address low-end,
energy efficient IoT use cases. It is therefore appropriate to compare them directly
and analyze the applications that can benefit from one or the other technology. In
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this section, the two LPWANs are compared based on their physical and application
layer QoS properties.

One central advantage of LPWANs over their traditional counterparts is the con-
siderably improved MCL. Where other networks such as LTE may cover the inside
of a building but struggle in the basement, LPWANs can provide reliable coverage of
hard to reach places. In the evaluations, both LoRaWAN and NB-IoT closely matched
their specified MCL, with MCLLoRaWAN = 151.2 dB and MCLNB−IoT = 163.8 dB.
NB-IoT exceeded LoRaWAN in terms of coverage range and was at an advantage due
to the exclusivity of the spectrum. While the LoRa modulation was designed to be
interference resistant, the deployed LoRaWAN network in the evaluation still expe-
rienced an MCL reduction to MCLLoRaWAN,deployed = 142.2 dB, which was the
result of the elevated interference in the unlicensed bands (IMNB−IoT = 2− 6 dB,
IMLoRaWAN = 7− 20 dB). Depending on the application, this could be compen-
sated for by installing additional LoRaWAN gateways to improve the signal level.

LoRaWAN and NB-IoT use different mechanisms for CE. While LoRaWAN uses SFs

that double the symbol duration with each level, NB-IoT uses ECLs that define in-
creasing numbers of signal repetitions. In the evaluations both techniques were
able to extend the coverage range considerably and enable signal detection below
the noise floor. At the same time, the mechanisms came at a cost in terms of QoS

and energy consumption. Each LoRaWAN SF doubled the ToA, leading to an expo-
nential increase in both the time the channel was blocked and the waiting time
between packets. For example, a 51-byte message could be sent every 10 s using
SF 7, while a transmission at SF 12 must wait 247 s between messages. As a result,
LoRaWAN restricted the MTU at high spreading factors to limit the ToA and power
consumption. Since the different SFs were orthogonal to each other, the LoRaWAN

ADR algorithm avoided collisions and improved capacity by assigning different SFs

to individual devices based on their link quality. For NB-IoT, the exclusivity of the
spectrum and the eNodeB resource allocation mitigated collision problems, but the
high repetition count at ECL 2 (up to 128 in uplink direction) could cause excessive
energy consumption. For this reason, both the LoRaWAN ADR algorithm and NB-IoT

exhausted their PTX budget before increasing the CE level (see sec. 4.2.3 and [23]).
During the evaluations, both technologies were able to transmit small packets

in an acceptable time frame. At strong signal levels, a typical sensor packet was
delivered below one second of latency. LoRaWAN delivered a 51-byte packet in
TLoRa,SF7 = 665ms, while NB-IoT took TNB−IoT ,ECL0 = 535ms for a 27-byte pay-
load2. At the same time, both technologies struggled to provide low latency at low
signal levels. Due to the exponential ToA increase caused by the SFs, transmitting
the same 51-byte packet took 3.4 s at SF 12. The end-to-end latency was consistent
within the individual SFs and did not increase exponentially when switching to a
higher SF, since a large part consisted of the network latency outside of the wire-
less LoRa link. For NB-IoT, the high number of repetitions caused a median latency
of 11.9 s at ECL 2; there was a large standard deviation, with some packets taking
over 100 s to arrive. Overall, NB-IoT was an attractive choice if the signal level is

2 At the time of the measurement, the NB-IoT network did not yet support non-IP transmissions. There-
fore, an additional 28 bytes must be considered for IP and UDP headers, bringing the total MAC layer
payload to 55 bytes.



5.5 comparison of lorawan and nb-iot qos 87

sufficient to avoid ECL 2. For small messages and low signal levels, LoRaWAN could
provide a lower latency.

One central aspect that hinders the QoS of LoRaWAN is the low data rate, which
is the result of the duty cycle regulations in the ISM and SRD bands. The maximum
LoRaWAN data rates can be achieved at SF 7 using the MTU of 222 bytes per packet.
Assuming a 1 % duty cycle, a theoretical uplink throughput of 57.1 bps is reached,
which translates to 50.7 bps of goodput. While these values can be reached in
practice, it limits the technology to use cases that have no special data rate re-
quirements. Furthermore, the device must wait 35 s before transmitting the next
packet. In contrast, NB-IoT allows transmitting larger packets (a MTU of 1500 bytes
is usually possible) and provides a much higher uplink throughput. The NB-IoT

measurements revealed a throughput of 22.6 kbps using 1024-byte packets, which
results in a 22.4 kbps goodput. This enables most sensor applications, especially
since there is no forced wait time between packets. There might be limitations
for large transmissions, e.g., of firmware updates, especially if the cell is heavily
loaded with many devices; this scalability analysis is beyond the scope of the eval-
uation in this work.

Especially in hard to reach locations, packet loss is a common problem in LPWAN

environments. Previous evaluations of LoRaWAN packet loss found a constant reli-
ability ceiling at 15 % Packet Loss Ratio (PLR) for all spreading factors and packet
sizes [9]. In this work, a correlation was found between packet size and PLR; while
small 8-byte packets exhibited the same PLR as in previous works, there was a
considerable improvement at larger packet sizes of 51 bytes and 222 bytes, which
exhibited a PLR < 10 %. Additional measures were necessary to enable applica-
tions that relied on a reliable transmission, such as confirmed messages that were
retransmitted if no acknowledgment was received. These retransmissions would
come at the cost of increased energy usage and block the channel for future trans-
missions. Additionally, retransmissions would not improve the PLR if the gateway
was out of reach [23]. NB-IoT provided a very high reliability, which was achieved
due to the provider-configured HARQ mechanism. Furthermore, the provider could
adjust the repetition count at each of the ECL levels, providing tailored levels of CE.
The measurements in this work confirmed that NB-IoT exceeded LoRaWAN in terms
of reliability.

Overall, NB-IoT QoS exceeded LoRaWAN QoS in most scenarios. NB-IoT provided
wider coverage, higher data rate, better reliability and was not bound by duty cycle
regulations. One critical limitation of NB-IoT was the exponential latency increase
at low signal levels, which could exceed 100 s. NB-IoT provided an exception report
mechanism which should provide a latency of 10 s using prioritization, but the
corresponding evaluation found no such improvement; a possible reason was an
incomplete implementation in the provider backend. At the same time, LoRaWAN

provided a consistent QoS across a wide range of signal levels. Its biggest limita-
tions were the low data rate and long wait time between packets, in addition to
the considerable influence of interference. The latter could partially be mitigated
by installing additional gateways and thus increasing the signal level. LoRaWAN

was suitable for low-end applications that only transmitted packets occasionally,
while NB-IoT addressed used cases with higher QoS demands.
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5.6 conclusions

In this chapter, a detailed evaluation of the uplink LoRaWAN physical and appli-
cation layer QoS was performed. The measurements were conducted both in a de-
ployed private network and in a shielded laboratory environment. In both cases,
the complete measurement setup was constructed from commercially available
hardware.

An in-depth analysis of the LoRaWAN coverage revealed that the specified MCL

of 138.5 dB for SF 7 and 151 dB for SF 12 was closely matched in an interference-
free environment, but was drastically reduced in the presence of interference. The
high sensitivity was achieved using a chirp spread spectrum modulation with vari-
able symbol duration TS. Using the highest SF 12, a SNRmin = −20dB could be
achieved, which enabled sensor deployments in hard to reach locations.

While choosing a high SF appeared attractive to ensure a wide coverage, it was
necessary to take latency and energy consumption into consideration. Every SF

step doubled the ToA and therefore increased the energy consumption of the mo-
dem. Furthermore, the latency increased considerably; sending an 8-byte packet
took 362 ms at SF 7, but 2029 ms at SF 12. However, LoRaWAN did not suffer from
the exponential latency increase to tens of seconds that was observed with NB-IoT,
which made it an attractive choice even at high SFs.

One of the central shortfalls of LoRaWAN was the limited data rate. In the ISM and
SRD bands, the duty cycle is commonly limited to 1 %. In the evaluations, LoRaWAN

provided consistent, but low goodput of 51.3 bps at SF 7, and only 1.7 bps at SF

12. This excluded all applications that require frequent transmission or need to
transmit large amounts of data such as firmware updates.

Overall, LoRaWAN mostly satisfied the specifications [104] in a private LoRaWAN

network built from commercial components. It was a suitable technology for WSN

applications, yet was held back by the severe duty cycle regulations which limit its
packet and data rates. Since LoRaWAN operates in the ISM band, interference played
a significant role and reduced the MCL considerably.

A future evaluation of the LoRaWAN downlink QoS should analyze the QoS im-
pact of the three device classes A, B and C. While nodes can send uplink messages
at all times in every class, the distribution of downlink windows differs signif-
icantly. Since the gateway has to wait until the device opens a receive window,
there are implications for the latency and data rate. Furthermore, the ADR mecha-
nism should be analyzed to provide insight into the performance of nodes under
difficult conditions.



6
T H E N A R R O W B A N D B U N D L I N G P R O T O C O L

LPWANs provide an energy efficient, wide-range network service to IoT devices.1

The QoS varies significantly between LPWANs in the licensed and unlicensed band,
requiring to choose between cost and performance. Combining LPWANs with a
multipath approach could improve the QoS, but existing protocols are unsuitable
for LPWAN applications. In this chapter a novel Narrowband Bundling Protocol is
proposed, which is tailored to the characteristics of LPWANs. It improves latency,
reliability and coverage of IoT networks by aggregating multiple links. First exper-
iments with a real prototype demonstrate promising QoS improvements.

6.1 design approach

Unlike traditional networks such as LTE, LPWANs prioritize battery life and a long
range over data rate and latency. For many IoT use cases, this is not a problem, as
these endpoints spend most of the time in deep sleep to conserve energy and only
wake up occasionally to transmit small amounts of data. Bearing in mind these
characteristics, NBP was designed to retain the properties that make LPWANs an
attractive choice for developers.

NBP is a light-weight and IoT-focused protocol that establishes a multipath con-
nection between an end device and a server over multiple LPWAN links. Similar to
UDP, it provides a low-overhead, non-reliable network service, which reduces en-
ergy consumption and prevents HoL blocking problems. Unlike UDP however, NBP

introduces multipath functionality and is a connection-oriented protocol, which
is necessary to exchange state information. NBP only includes features absolutely
necessary for multipath operation in bandwidth and energy constrained use cases,
such as endpoint addressing and subflow management; traffic is then distributed
onto the links using a scheduling mechanism. This enables a wide range of use
cases where constrained applications save overhead, while advanced functionality
such as packet reordering or de-duplication can be implemented at the application
layer. The time needed for connection establishment is partially compensated by
providing 0-RTT data transmission in the first packet.

As the IoT ecosystem consists of a diverse set of preexisting applications, a proxy
architecture is proposed along with NBP itself that provides backwards compatibil-
ity by intercepting UDP/IP packets. This proxy architecture has been implemented
as a prototype to illustrate the compatibility features of the NBP architecture and
promote adoption of the protocol.

1 Parts of Chapter 6 have previously been published in the journal paper "The Narrowband Bundling
Protocol" by A. Matz et al. [56]. © 2022 IEEE.
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Figure 35: An exemplary NBP connection flow between two NBP instances. For simplicity
reasons the client generating data and the server receiving the data have been
omitted. © 2022 IEEE.

The packet flow of an exemplary NBP connection is illustrated in Figure 35. For
simplicity reasons the diagram omits the client and server endpoints communicat-
ing through NBP. NBP itself consists of two instances with their respective network
interfaces IntA1, IntA2 and IntB1.

(a,b) When the local NBP receives payload for a new connection, an Initialize (INIT),
Acknowledgment (ACK) handshake is initiated. The instances exchange the
endpoint address and port (EPB) and associate it with Connection Identifiers
(CIDs), which are asymmetric between local (CIDA) and remote NBP (CIDB).
This approach ensures uniqueness of the CIDs at the remote NBP; otherwise,
if CIDs were symmetric and chosen by the local NBP, collisions could occur if
two hosts selected the same value.

(c) The 0-RTT payload is forwarded to the server endpoint.

(d) Once an initial flow is established, additional subflows can be created us-
ing JOIN packets. They are identified by an Subflow Identifier (SID), which
enables NBP to create and destroy individual subflows as needed.

(e) Multipath data are exchanged using DATA packets and distributed via a
scheduling algorithm. Data transmission is possible as long as at least one
subflow is available. Using a CID removes the need to include the destination
address in each packet, which improves efficiency.

(f) Individual subflows are terminated using CLOSE packets; closing the final
subflow also terminates the connection.
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(a) INIT Packet

(b) ACK Packet

(c) JOIN Packet

(d) DATA Packet

(e) CLOSE Packet
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Figure 36: An overview of NBP packet types for IPv4 traffic. The numbers above each
packet represent the bit offset of the individual header fields. © 2022 IEEE.

Figure 36 provides further detail on the packet types employed by NBP. Each
packet has a Version field to allow for future protocol revisions, as well as a Type
field that identifies the packet type. Due to significant MTU limits in some LPWANs

(e.g., 51 bytes for LoRaWAN at high SFs [90]), NBP minimizes overhead:

• NBP assigns a 2-byte CID as part of the INIT, ACK (a,b) handshake to represent
the endpoint addresses and ports in regular transmissions.

• Individual subflows are assigned a per-connection SID to efficiently add and
delete flows using JOIN and CLOSE packets (c,e).

• ACK packets (b) are only sent during handshakes.

• As DATA packets (d) are the most common type, their header has been min-
imized to a size of 3 bytes.
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Figure 37: Example of an NBP architecture using dedicated aggregation hosts as imple-
mented in the NBP prototype. Intermediate networks such as the provider back-
bone have been omitted for simplicity. © 2022 IEEE.

• NBP does not employ padding to fit the traditional 32-bit format used e.g.,
with TCP options.

The data overhead of an NBP connection depends on the average packet size, the
total packet count, the scheduler in use and the number of subflows. For exam-
ple, a 242-byte DATA packet (corresponding to the LoRaWAN MTU at SF 7) contains
3 bytes or about 1.2 % of overhead caused by NBP. For a LoRaWAN connection with
SF 7 and 125 kHz bandwidth, this reduces the theoretical data rate from 5.47 kbps
to 5.4 kbps2. Since NBP does not perform any cryptographic operations, the en-
ergy overhead of an NBP device is dominated by the power consumption of the
modems necessary for multipath operation, especially if redundant transmission
is employed. Finally, the individual data overhead of an NBP connection keeps
the modems active for longer periods to transmit the user payload plus the NBP

overhead.

6.2 introducing nbp into existing networks

Whenever new protocols are introduced into existing networks, backwards compat-
ibility is a major concern. A protocol that requires rewriting existing applications
may have difficulties getting adopted, even if it was objectively a better choice for
a specific use case. Therefore, a transparent proxy architecture is proposed along
with NBP itself, which allows developers choosing a protocol that matches their
needs. This provides multipath functionality to the diverse landscape of existing
IoT applications and protocols without the need for fallback mechanisms. For effi-
ciency reasons NBP proxies should extract the UDP payload and forward it as NBP

traffic. Overall, this architecture enables deployment flexibility – NBP can be in-
stalled on the communication endpoints themselves or as a dedicated aggregation
host, which collects the data from many IoT endpoints.

Figure 37 illustrates the architecture of the Linux-based NBP prototype. For this
implementation, a transparent proxy concept was chosen; this allows to illustrate
the applicability of NBP to a wide range of existing and novel use cases. For simplic-

2 In addition to the NBP overhead, the LoRaWAN lower layer overhead of 13–28 bytes (depending on
the size of the Frame Options field) must be considered. Furthermore, the final goodput depends on
the duty cycle regulations in the relevant frequency band.
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ity a communication from UDP client to server is assumed. The prototype consists
of the following components:

(a) UDP Client: Generates a UDP PDU, which is routed to the local NBP proxy.

(b) Virtual Network Interface (VINF): An IP-based interface that accepts UDP PDUs.
The traffic that is transmitted by NBP can be controlled via simple routing
rules.

(c) Scheduler: A multipath scheduling algorithm that selects the subflow the next
NBP PDU will be sent on. This decision can be made based on static criteria,
based on the QoS parameters reported by the modems or historical data.

(d) Modem driver: There is a great variety of LPWAN modems, each with their
own proprietary interface. The NBP prototype offers a standardized inter-
face to implement modem drivers to easily integrate new hardware into the
architecture.

(e) Modem: One or more LPWAN modems provide connectivity to different net-
works.

(f) IP driver: A special case of the Modem driver that encapsulates NBP into
UDP/IP.

(g) UDP Socket: Created by the remote NBP proxy to communicate with servers
on behalf of the UDP client.

(h) UDP Server: Receives and processes the UDP PDU.

Another challenge that novel protocols face is filtering by middleboxes, which
are employed by network operators for performance optimization. Common mit-
igation strategies of other protocols are adapting an existing protocol or using
encapsulation. Since NBP must also work in MTU-constrained non-IP networks, en-
capsulation is not an option. Instead, an experimental UDP extension called UDP

Options [98] was considered as a base protocol for NBP; however, many LPWAN

modems integrate a fixed UDP stack that does not allow modifications. The final
design of NBP is a completely new application layer protocol that makes use of
existing transport mechanisms of non-IP LPWANs and employs UDP encapsulation
for transport across IP networks, which reduces middlebox filtering considerably
[81].

6.3 experimental setup and methods

NBP was implemented as a prototype to evaluate its QoS benefits in various IoT

scenarios. Using a simple scheduler that duplicates packets on multiple LPWAN

links, NBP could improve the latency and delivery reliability of individual packets,
as well as expand the total coverage area beyond what a single LPWAN can provide.
These properties could be useful e.g., for alarm messages, which usually need to
arrive quickly and reliably; duplicates are less of a problem.
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Figure 38: Experiment 1 - The simulation environment is based on virtual machines.
© 2022 IEEE.

The overall latency TL,NBP of the end-to-end connection consists of the latency
of the quickest path plus the latency generated by NBP packet buffers TL,buf:

TL,NBP = min(TL,P1, TL,P2, ...) + TL,buf (48)

The packet loss ratio PLRNBP of an NBP system depends on the correlation of the
individual paths. In a worst case scenario, where every packet loss on the most
reliable path is accompanied by a loss on all other paths (e.g., due to broadband
Electromagnetic Interference (EMI)) and thus cannot be compensated for, the result-
ing PLRNBP is that of the most reliable path:

PLRNBP ⩽ min(PLRP1,PLRP2, ...) (49)

Finally, NBP extends the coverage area ANBP by compensating a temporary cover-
age loss on one path by sending duplicates on other paths. Once again the amount
of coverage extension depends on the coverage overlap of the individual paths;
in the worst case (100 % overlap of all links) it is equal to the largest individual
coverage area:

ANBP ⩾ max(AP1,AP2, ...) (50)

The QoS benefits of NBP were analyzed in two experiments: a simulation (experi-
ment 1) and a field trial (experiment 2).

Experiment 1 employed the Virtual Machine (VM) based simulation setup shown
in Figure 38. This approach ruled out unpredictable external influences such as
other network users. The UDP client (a) generated traffic, which was sent via the
local NBP proxy (b) on both links (c) redundantly. The link properties were con-
trolled using the Linux Traffic Control (tc) utility. Once the traffic arrived at the
remote NBP proxy (d), it was converted back to UDP and forwarded to the UDP

server (e). The experiment considered a LoRaWAN and an NB-IoT link, whose QoS

is generally dominated by their CE mechanisms: NB-IoT employs signal repetition
levels known as ECLs [44], while LoRaWAN networks use SFs that double the time
on air for each SF step. In both cases a processing gain is achieved at the cost of
increased latency and reduced data rate, resulting in distinct QoS levels. The simu-
lation considered two scenarios: the highest and the lowest QoS level that LoRaWAN

and NB-IoT can provide. For these scenarios, a simplified traffic model was derived
from field measurements of NB-IoT [57] and LoRaWAN [58]. Table 16 details the
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Table 16: Experiment 1 - The Link Parameters Simulated by the Traffic Shaper. © 2022 IEEE.

Parameter Highest QoS Level Lowest QoS Level

LPWAN LoRaWAN NB-IoT LoRaWAN NB-IoT

CE Level SF 7 ECL 0 SF 12 ECL 2

RSSI (dBm) > -98 > -106 < -96 < -108

Packet Loss (%) 2 0 16 7

Latency (ms) 660 521 3513 6500

Standard
Deviation (ms)

30 100 345 10000

Distribution Normal Normal Normal Paretonormal
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Figure 39: Experiment 2 - The setup of the NBP field trial in a university building.
© 2022 IEEE.

statistical parameters of the model including latency, latency standard deviation,
latency distribution and packet loss for both scenarios. Additionally, the network
parameters RSSI and CE level are given. The two scenarios were then simulated us-
ing tc. For each measurement 1000 packets were transferred and latency, as well as
packet loss were recorded. For NBP the latency was defined as the time after which
the first copy of an alarm message arrived.

Experiment 2 consisted of a field trial, which was conducted in a deep indoor
environment in the basement of our university building to explore the coverage
enhancements provided by NBP. The network architecture is illustrated in Fig-
ure 39. The UDP client and local NBP proxy were installed on a laptop (a) that
was connected to a PyCom FiPy NB-IoT/LoRaWAN modem (b,c). The modem was
configured as a LoRaWAN class A device; the SF was controlled by the gateway us-
ing ADR. For LoRaWAN, a MultiTech Conduit LoRaWAN gateway (d) was installed
on the roof of the building; it was connected to a private The Things Network
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Figure 40: Experiment 1 - Latency and packet loss of individual LoRaWAN and NB-IoT
links compared to an NBP connection that combines both. © 2022 IEEE.

LoRaWAN stack (e). This setup avoided duty cycle issues and ensured local cover-
age. The NB-IoT network link was provided by a public NB-IoT network (f,g). The
UDP server and remote NBP proxy were installed on a private cloud server (h). For
each measurement location 30 packets of 51 bytes each were transmitted. On the
cloud server the packet loss was recorded along with the network link that was
used.

6.4 results

Figure 40 illustrates the simulation results of experiment 1. In general, there was a
latency increase for both LoRaWAN and NB-IoT links at the lowest QoS level, which
could be attributed to the CE mechanisms. NB-IoT provided comparatively lower
median latency at the highest QoS level, while LoRaWAN was at an advantage in
extreme coverage scenarios. Overall, LoRaWAN latency was less variable compared
to NB-IoT. When both paths were combined using NBP, the resulting median latency
and latency spread were dominated by the path that provided the lowest latency.
The observed results aligned with Equation (48).

In this experiment the packet loss introduced by the traffic shaper was random
and uncorrelated across the individual links. NBP therefore was expected to im-
prove the reliability significantly. As shown in Figure 40, NBP was able to improve
reliability by compensating for all lost packets on both links. This was expected
whenever there was no simultaneous loss on all paths and matched Equation (49).
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Packet Loss (%):

Point   LoRaWAN   NB-IoT   NBP

A        69             17         14  

B          0             31           0  

C        14               7           0  

D        45               3           3  

all       32            15           4

Coverage with packet loss < 30 %:
     LoRaWAN only
     NB-IoT only
     NB-IoT & LoRaWAN

A

B

C D

Figure 41: Experiment 2 - Coverage of LoRaWAN and NB-IoT in the basement of a univer-
sity building. The table compares the packet loss of the individual LPWANs to
NBP for the example points A through D. © 2022 IEEE.

Figure 41 shows the results of the field test in experiment 2. Both LoRaWAN and
NB-IoT experienced high packet loss in parts of the basement. A closer analysis of
the packet loss at the sample points A through D revealed that NBP reduced the
loss according to Equation (49). The coverage was extended to the superset of all
LPWANs according to Equation (50): if at least one LPWAN provided coverage, NBP

provided a functional link. Overall, NBP was able to significantly improve the QoS

parameters latency, reliability and coverage, which confirmed its benefit in many
IoT scenarios.

6.5 discussion

After NBP was evaluated in simulations and in a physical test bed, its performance
improvement over the individual LPWAN links can be discussed in practical scenar-
ios. For this purpose, the four smart metering traffic categories introduced in the
Sections 4.3 and 5.4 are recalled:

• Uplink transfer of individual sensor data from a single sensor

• Downlink transfer of individual commands

• Uplink transfer of small packets from many sensors

• Transfer of software updates in the downlink and bulk data to the cloud in
the uplink direction

The first use case of individual messages from a single sensor was a typical WSN
scenario. Especially sensors installed in hard to reach locations benefited from the
coverage extension provided by NBP, since it increased deployment flexibility. Fur-
thermore, some LPWANs like NB-IoT introduced high latency of tens of seconds
under such conditions, which could be compensated for by a second path. Finally,
the transmission redundancy improved the packet loss, which required fewer re-
transmissions that would otherwise block the channel and further increase the
latency.
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The second traffic category was concerned with individual messages in the
downlink direction, usually commands to an actuator device. This category es-
pecially profited from the coverage extension provided by NBP, since actuators
usually need to be installed in a fixed location. If a redundant scheduler was used,
the command latency could be reduced considerably; in this case, the application
should include a packet deduplication mechanism (e.g., a timestamp or packet
number) to avoid performing an action multiple times.

The third category was concerned with one NBP device collecting the data from
many sensors. This approach could significantly reduce the number of modems re-
quired to connect a local WSN. Since such a gateway device would be a single point
of failure that could take a large number of devices offline, NBP could improve
the reliability of the network access by providing failover in case one LPWAN link
becomes unavailable. Furthermore, NBP could enhance the capacity by distributing
packets on multiple LPWAN links.

Finally, the fourth category of traffic was bulk data transmission in the uplink
and downlink directions such as software updates and transmitting large log files
to the cloud. This traffic category was similar to the use cases addressed by tra-
ditional multipath protocols such as MPTCP; as a result, similar QoS requirements
existed. The transmission of bulk data is generally not time critical and served on
a best effort basis; the primary goal is that the transfer is completed as soon as pos-
sible, without interfering with regular operation. Therefore, it did not make sense
to duplicate packets on all paths. Using the application QoS requests mechanism
described in Section 6.6, the application could instruct NBP to activate the fastest
available LPWAN link for the transfer of bulk data; if the capacity of multiple links
should be aggregated, a path estimation mechanism may be added as described in
Section 6.8.2.

6.6 a first nbp extension - application qos requests

Traditional bundling protocols such as MPTCP usually employ a static scheduler
that distributes packets onto the network paths according to predefined criteria,
optimizing cost, latency or other parameters. This strategy works well for appli-
cations such as access bundling, where links are prioritized according to their
monetary cost and expensive LTE resources are conserved. While it is possible to
adjust schedulers at run time, e.g., to steer traffic away from overloaded links, this
adjustment is applied to all traffic that passes a device and therefore does not cover
use cases with dynamic QoS requirements.

The heterogeneous QoS of different LPWAN technologies and the dynamic QoS

requirements of IoT applications that use edge computing techniques require a
bundling mechanism that can react on application demands. For example, an end
device might send regular measurement values that are not time critical, and a sin-
gle alarm message which must arrive quickly and reliably. This scenario requires
special treatment of the alarm message, yet the messages look the same from the
outside; only the application knows which one is important. In order to inform NBP

about the QoS requirements of individual packets, a suitable interface is necessary.
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DSCP ECN

0         1         2         3         4         5         6        7 

Figure 42: The DS header field consisting of the DSCP field [12] and the ECN field [28].

1. If NBP is implemented as a library, it must provide an Application Program-
ming Interface (API) to set a per-packet QoS optimization strategy.

2. If NBP is implemented as a proxy, it must provide a mechanism to classify
individual UDP/IP packets.

Since the proxy architecture needs to be compatible with both NBP aware and
unaware applications, introducing a packet mark must not interfere with the reg-
ular operation of IP and UDP. Therefore, the Payload cannot be changed without
compromising backwards compatibility. Unlike TCP, UDP also does not include an
option field that could be used to communicate a QoS request. While there was a
proposal for a UDP Options extension [98], it was never implemented by modern
operating systems and would thus require a custom UDP stack. The final option
to consider is the IP header, which already provides a field to communicate QoS

requests3: The eight-bit DS field [12] provides a mechanism to classify and man-
age traffic across large networks. It replaces the historic Type of Service (ToS) field,
which saw various uses and redefinitions over the years [3, 19, 33]. In large deploy-
ments, the DS architecture [15] allows service providers examining and marking
individual packets at the edge of their network. As the traffic crosses the network,
each router applies the appropriate Per-Hop Behavior (PHB) according to the traffic
class using scheduling and queue management techniques. As a result, traffic with
higher QoS requirements (such as video conferencing) can be given preferential
treatment without the need for computationally expensive traffic classification at
every node. This approach is subject to the same middlebox challenges as MPTCP

and other protocols; however, it is unlikely to cause problems in local deployments,
where the NBP proxy is part of the same device or network as the IoT node. In the
cloud, it may be necessary to implement additional measures, e.g., installing both
NBP and the application in the provider network.

The layout of the DS field is illustrated in Figure 42. It consists of a six-bit
Differentiated Services Code Point (DSCP) [12], which can represent 64 different
traffic classes and a two-bit Explicit Congestion Notification (ECN) [28] field.

The Internet Assigned Numbers Authority (IANA) maintains a registry of manda-
tory and recommended DSCP values [26]. The available DSCP space is divided into
three pools as listed in Table 17. All DS implementations must implement a Default
PHB, which covers traffic not assigned to any other class and usually implements
a best effort PHB. The DSCP value 0 must be assigned to the Default PHB. Further-
more, seven Class Selector (CS) PHBs are reserved to provide backwards compati-

3 Another approach considered for communicating QoS requirements was introducing a new IP Op-
tion. Similar to TCP Options, the IP header can be extended using type-length-value style options
that communicate additional information. The Differentiated Services (DS) field was preferred as it
already defines many suitable code points and does not increase the packet size.
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Table 17: The three DSCP pools assigned by IANA [26].

Pool Pool Size Codepoint Space Assignment Policy

1 32 xxxxx0 Standards Action

2 16 xxxx11 Experimental / Local Use

3 16 xxxx01 Standards Action

bility with the Packet Precedence field, which consisted of the first three bits of the
historic ToS field.

There are two other predefined PHB classes, which address common use cases.
First, the Expedited Forwarding (EF) [94] PHB class addresses low-loss, low-jitter
and low-delay applications by receiving priority queuing over other types of traf-
fic. Second, the Assured Forwarding (AF) [103] PHB class enables operators to offer
different levels of forwarding assurance to a previously subscribed maximum data
rate. The AF PHB defines four AF classes for which resources are reserved at each
intermediate node. Within each class, traffic can be further marked with a drop
precedence according to its importance; packets with higher drop precedence val-
ues are dropped first in case of congestion.

Table 18 lists the DSCP values used by NBP along with their meanings. Most
codepoints follow the recommended values of the Default, EF and AF PHBs [11].
Since NBP faces unique challenges in a multipath LPWAN environment, new class
names and a description have been added to communicate the QoS optimization
strategy. As NBP-unaware applications cannot be expected to always set the DSCP

field to all zero, experimental code points have been used wherever the original
meaning of the DSCP values conflicted with the new NBP meaning. How a specific
QoS goal is achieved is left to the implementation. Some examples include:

1. The "Low-cost" class could direct traffic to unlicensed LPWANs to avoid con-
suming expensive licensed data budget.

2. The "High-throughput" class could enable a high-capacity link that was asleep
to conserve energy.

3. The "Emergency Data" class could cause a packet to be queued immediately
on all interfaces, which is expensive in terms of energy and overhead but
ensures that the packet arrives as soon and as reliable as possible.

6.7 use case examples

As energy providers transition to monitoring grid components using modern wire-
less technologies, LPWANs can be an interesting option due to their enhanced cov-
erage and ability to penetrate buildings. However, selecting an appropriate LPWAN

for a specific use case is not trivial due to the large QoS variations between indi-
vidual technologies and depending on the signal level at the installation location.
Energy providers that want to build their own LPWAN applications thus require
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Table 18: NBP employs most of the predefined DSCP values; the meaning of some traffic
classes has been redefined to better communicate the QoS optimization goal.

NBP Name DSCP Name DSCP
value

Optimization

Standard DF 0 none

Low-cost CS1 8, 11
1, 15

1 Lowest monetary cost

High-throughput AF11, AF12, AF13 10, 12, 14 Highest link capacity
for bulk data transfer

Low-latency AF21, AF22, AF23 18, 20, 22 Lowest end-to-end
latency

High-reliability - 35
1, 39

1 Highest link reliability

Priority Signaling CS5 40 Queue with higher
priority

Emergency data EF 46 Maximum priority and
reliability

1The marked codepoints have been assigned from the experimental DSCP pool 2. If more than

one codepoint is specified, they provide additional prioritization similar to the AF class.

considerable expertise to match their application with an appropriate LPWAN or
need to rely on proprietary solutions from external vendors.

A ready-made, NBP-enabled device that automatically adapts to the local radio
conditions and individual QoS needs supports the creation of novel use cases such
as gathering live data from transformer stations in the low voltage grid or large-
scale deployment of smart meters in heterogeneous conditions. Simultaneously,
the use of multiple different LPWAN links can improve coverage and latency, while
reducing packet loss, which enables the use of LPWANs in use cases that require
reliability beyond what a single technology can provide. If an installation location
is covered by two or more networks, the NBP device can select the best network
and improve the QoS.

For legacy systems that are still controlled using low-bandwidth solutions such
as tone control, combining one cost-effective and one powerful LPWAN via NBP can
add the ability to combine cost-efficient transmission of regular sensor data and
timely arrival of software updates and full control schedules. For example, electri-
cal vehicles could be instructed to follow a specific charging schedule in duration
and power draw, depending on when the vehicle needs to be fully charged and
the current load profile of the grid.
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6.8 future work

Beyond the first NBP prototype there is a range of features that would improve
the usefulness of NBP in real-world scenarios. Some of these challenges are univer-
sal to bundling protocols, such as the challenge of securely establishing multiple
subflows between endpoints or providing robustness against link failures. Other
aspects, such as the question of how to perform path estimation in an energy and
MTU-constrained environment, are specific to narrowband wireless environments.

6.8.1 IPv6 Support

The current version of NBP is limited to transport Internet Protocol Version 4 (IPv4)
addresses in the INIT packet. In the future, a new INIT6 packet should be intro-
duced to enable Internet Protocol Version 6 (IPv6) connectivity. At the same time,
the IPv4-only INIT packet should be renamed as INIT4 to avoid ambiguity. The over-
head introduced by IPv6 addresses will reduce the available room for 0-RTT data, so
its use should be carefully evaluated if low-MTU LPWANs are used. Since the IPv6

header contains a Traffic Class field that is functionally identical to the DS field, the
application can communicate QoS requests in the same way as when using IPv4.

6.8.2 Considerations for Path Estimation and Congestion Control

mMTC traffic patters often consist of a small number of one-way messages that are
sent in between long idle periods to conserve battery power. These small packet
groups are unlikely to exhaust the link capacity, so path estimation is commonly
omitted. However, in a multipath context there may be multiple different LPWAN

technologies to choose from, at which point it is beneficial to have an estimation
of the QoS of each link before making a scheduling decision. Over the years, many
different path estimation mechanisms have been designed; for example, TCP em-
ploys acknowledgments to assess the channel properties. There is a number of
aspects that make designing an effective path estimation mechanism for LPWANs

challenging:

1. WSN nodes are commonly battery powered and thus limited in terms of en-
ergy and processing budget.

2. LPWANs are strongly uplink oriented, and many messages do not receive a
server reply.

3. Many LPWAN technologies provide asymmetric QoS between uplink and down-
link direction (e.g., LoRaWAN class A), which complicates one-way latency
measurements.

4. Especially unlicensed LPWANs are limited in their MTU and thus sensitive to
large protocol header sizes.

Since a full path estimation can overwhelm a link that is limited in terms of
energy and MTU, the channel probing should be reduced to the absolute minimum



6.8 future work 103

Existing Subflows

Unauthorized
Subflow

Attacker

Client
Server

Leaked Data

Figure 43: If an attacker is able to add unauthorized subflows to an existing connection,
data may be leaked by the server.

necessary. In most LPWAN networks, the air interface is the bottleneck of the connec-
tion4; therefore, the current QoS properties of the LPWAN link provide a reasonable
estimation of the end-to-end link QoS.

In the case of NBP, these properties could be leveraged: First, the initial con-
nectivity check is performed automatically during connection establishment and
could be repeated periodically, being omitted whenever two-way communication
is detected. Second, a predictive approach could be used that employs the current
modem QoS parameters, as well as QoS measurements of individual LPWAN tech-
nologies to derive a link quality metric for each LPWAN interface. This metric could
then be used to perform scheduling decisions.

Once a suitable path estimation mechanism has been developed, the historical
data could be collected and used for QoS optimizations; for example, if the algo-
rithm reports unsatisfactory QoS in a certain region, the affected nodes could be
expanded with another LPWAN modem or the signal level could be improved by
installing additional base stations.

6.8.3 Authentication of New Subflows

Traditional protocols such as TCP bind themselves to a 5-tuple, which describes
the combination of source and destination IP addresses and ports, as well as the
protocol in use. If a client is equipped with multiple network interfaces and a
multipath protocol is used to aggregate the links, the server needs to verify that
these interfaces actually belong to the same host. If such verification is not in place,
an attacker could add subflows and obtain part of the user data meant for the
original client. Figure 43 illustrates this principle; in fact, the attacker could create
a large number of new subflows or even close existing flows to starve the legitimate
client.

This is a common challenge to all multipath protocols and has been discussed
and solved in a number of different ways. MPTCP exchanges keys in plain text
[29] at the beginning of a connection. Other protocols such as MP-QUIC employ

4 A notable exception to this rule is when multiple wireless networks are cascaded, e.g., when back-
hauling a LoRaWAN gateway using a 3G wireless connection [71].
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cryptographic handshakes to exchange key material [24]. The latter is a very secure
approach but introduces additional computation and energy overhead.

The energy and MTU constraints in LPWAN applications complicate the imple-
mentation of a secure handshake, as excessive cryptographic operations could in-
crease the power consumption and reduce the opportunity to send 0-RTT data. As
such, NBP does not yet implement a subflow authentication mechanism. Further
research is required into the best option of creating a secure and energy efficient
authentication process.

6.8.4 Robustness Against Link Failures

The long range and high building penetration of LPWANs has generated a wealth
of new use cases especially in the area of WSNs. At the same time sensors that are
installed in deep indoor environments such as a basement may experience poor
QoS with considerable packet loss. For multipath protocols this is a challenging sit-
uation; in most cases, a minimum amount of state information must be exchanged
between the hosts before additional subflows can be established. For example,
MPTCP creates an initial subflow to exchange keys and sequence numbers, after
which additional subflows may be created. This ensures backwards compatibility
with existing TCP hosts, which simply ignore the additional MPTCP header and an-
swer with a plain TCP SYN/ACK, at which point MPTCP falls back to regular TCP

[29]. There is a proposed MPTCP extension called Robust Establishment (RobE) that
discusses ways to remove the dependency on the initial path [8]. Essentially, four
proposals are discussed:

1. Retransmission Timer: Creates a single initial flow and starts a timer; when it
expires, an initial flow is created on another link.

2. Simultaneous Initial Paths (simple): Creates initial subflows on all paths and
terminates all but the quickest one.

3. Simultaneous Initial Paths (extended): Creates initial subflows on all paths and
once the quickest flow is established, all other flows are fast joined using a
new option type.

4. Heuristic Initial Path Selection: Heuristically selects the path with the highest
success probability based on path estimation information.

The challenge that NBP faces regarding connection establishment robustness is
twofold: First, WSN end devices are usually operated from battery, which places
restrictions on the energy consumption that is acceptable to establish a connection.
For example, the third proposal of RobE requires the creation of N initial flows on
all paths, then N− 1 flows are terminated and finally N− 1 subsequent flows are
added to the successful connection. This keeps the modems active for an unneces-
sary long time, especially since LPWANs can reach tens or even hundreds of seconds
of latency in extreme coverage situations. This approach is currently employed in
MP-QUIC [24], where the benefits of using the quickest path early outweighs the
drawback of creating and terminating multiple subflows.
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The second constraint is that it is difficult to predict the instantaneous latency of
an LPWAN connection. The third RobE proposal requires a timer to be defined before
attempting a connection; however, the wide latency range of LPWANs complicates
finding a value that does not break the connection prematurely while not waiting
excessively long either.

Finally, downgrading a connection could be an option; however, once authentica-
tion is built into NBP, an additional verification process would be required, which
might negate the overhead reduction achieved by downgrading the subflows.

6.9 conclusions

In this chapter a novel Narrowband Bundling Protocol was presented. It was specif-
ically designed to address the bandwidth and energy constraints that are common
among LPWAN technologies. NBP provides a network service similar to UDP and a
proxy architecture is proposed along with the protocol itself that provides back-
wards compatibility to legacy applications. Given the diverse nature of LPWANs,
NBP supports both IP and non-IP links and introduces little overhead to work in
constrained networks with small MTUs. For regular DATA packets, only 3 bytes
of additional application layer overhead is caused by NBP. Both simulations and
a field trial were performed to analyze the QoS improvement that IoT devices can
expect from using NBP. Using a simple redundant scheduler, NBP was capable of
approaching the latency of the quickest path, compensate for packet loss and ex-
pand the coverage to the superset of the individual LPWAN technologies. In the
future NBP will receive additional features to improve its usefulness in IoT scenar-
ios. Some improvements are based on other protocols, such as a robust connection
establishment [8] and authorization of subflows [24, 29]. Other challenges are IoT-
specific: narrow channels permit only limited channel probing, which could be
addressed using a predictive approach based on historic data. Finally, applications
will be able to communicate their QoS needs, which NBP will act on dynamically.
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C O N C L U S I O N

In this thesis, the potential of using a bundling protocol approach in LPWAN use
cases was explored. To establish a baseline of typical LPWAN characteristics, two
popular technologies were selected for a systematic QoS analysis at a wide range
of signal levels. For the group of licensed LPWANs, NB-IoT was selected due to its
popularity and wide availability. Its high building penetration and reliable trans-
mission characteristics make it an attractive choice for developers looking to install
end nodes in hard to reach places. As an example of unlicensed LPWAN technolo-
gies, LoRaWAN was chosen for an in-depth analysis. The massive ecosystem of end
nodes including all kinds of sensor and actor devices, as well as the availability of
off-the-shelf gateways ensures that LoRaWAN is a consideration for many WSN use
cases. A comparison of the two technologies revealed that both have strengths and
weaknesses, and it is not possible to address all use cases with a single LPWAN.

From the results of the evaluations, the idea was developed to combine multiple
LPWAN links using a bundling protocol. This approach could enable a wide range
of use cases and compensate for individual drawbacks of the links. Furthermore,
existing innovations from previous multipath protocols could be reused. Since the
available solutions did not fit the characteristics of typical LPWAN connections, a
novel bundling protocol was developed that was appropriately named the Narrow-
band Bundling Protocol.

7.1 finding the best lpwan technology for a use case

The evaluations of NB-IoT and LoRaWAN have revealed considerable QoS differences
between the two technologies. In most cases, NB-IoT was at an advantage due to
its superior specifications, however LoRaWAN revealed some properties that make
it an attractive choice for certain applications.

The evaluation results confirmed the hypothesis that the CE mechanisms were
central to the QoS provided at different signal levels. NB-IoT employed two CE mech-
anisms. First, it adjusted the MCS to match the channel conditions, which required
more RUs and therefore a longer time to transmit the same amount of data; second,
it employed ECL levels that determined the number of coherently added signal rep-
etitions, which took time to transmit and process. The effect could be observed in
the uplink latency measurements, which increased exponentially from below 1 s at
ECL 0 to tens of seconds when switching to ECL 2 below the noise floor. Depending
on the application, such a link could be functionally broken, even if the packets did
arrive eventually. This did not mean that the CE mechanisms were ineffective; in
the evaluations, NB-IoT achieved its specified MCL of 164 dB with very low packet
loss. In terms of data rate, NB-IoT was able to provide up to 22.6 kbps of uplink
throughput across a wide range of signal levels; this value was highly sensitive to
MNO resource allocation and UE selection.
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In contrast, LoRaWAN relied on SFs, where each step doubled the ToA and im-
proved the sensitivity. Since the LoRaWAN stack introduced considerable latency
itself, the ToA only accounted for part of the total latency and the increase was less
drastic than in NB-IoT networks. Transmitting 51 bytes took less than 1 s at SF 7 and
remained below 5 s at SF 12. In terms of coverage, LoRaWAN had to mitigate the
higher interference levels in the unlicensed bands, which caused an MCL reduction
from 151.2 dB in a shielded setup to 142.2 dB in a deployed network. Furthermore,
5 % to 15 % of packet loss could be expected. Since LoRaWAN operates in the
unlicensed spectrum, the aforementioned QoS parameters could be improved by
installing additional gateways. There was another side effect of the CE: the expo-
nential ToA increase required a matching inter-packet interval to maintain the duty
cycle regulations. Even for small payloads, this waiting time could reach hundreds
of seconds, which was why LoRaWAN limited the MTU to just 51 bytes at the highest
SFs. This reduced the data rate considerably; while LoRaWAN was commonly adver-
tised to provide up to 5.4 kbps at SF 7, the measurements revealed a throughput of
only 57.1 bps at 1 % duty cycle.

Overall, the measurements confirmed the higher performance of NB-IoT in most
use cases. It generally provided higher MCL, better data rates and lower packet
loss. Therefore, NB-IoT should be considered for applications that transmit large
messages or require continuous transmissions (e.g., firmware updates). However,
LoRaWAN has a number of desirable properties that make it worth considering for
individual messages in long intervals. First, the latency increase below the noise
floor is less drastic than for NB-IoT. Second, the unlicensed nature of LoRaWAN al-
lows placing gateways as desired, reducing the need for CE. Finally, the availability
of low-cost hardware and lack of monthly fees make it an attractive choice for cost
constrained applications.

7.2 combining lpwans to improve the qos

The evaluations have shown that even a low-end LPWAN such as LoRaWAN could be
a worthwhile addition for use cases with volatile QoS requirements. For example, a
multi-homed device using LoRaWAN and NB-IoT could offload regular transmissions
to the cost effective unlicensed access, while software updates and high-priority
messages could be sent via the licensed link. Implementing such functionality as a
bundling protocol provides the necessary flexibility to adjust to different use cases
and allows benefiting from the extensive research already performed for high-end
protocols such as MPTCP and MP-QUIC.

In this thesis NBP was presented, which is a lightweight and LPWAN-specific
bundling protocol. The narrowband and energy-constrained nature of LPWANs in-
troduces a number of challenges when designing novel protocols. NBP addresses
these characteristics by providing a low-overhead, unordered and non-reliable net-
work service similar to UDP. This approach conserves energy and prevents HoL

blocking that can occur in channels with high packet loss. Since LPWANs vary
widely in terms of QoS, a universal bundling protocol needs to support both pow-
erful IP and constrained non-IP paths. NBP employs an explicit handshake to en-
able efficient end-to-end addressing over any path by using CIDs to represent IP

addresses. While this introduces additional latency before a connection is fully



7.3 future research opportunities 111

formed, a 0-RTT mechanism allows including data in the INIT and JOIN packets,
making new subflows available immediately.

During the design phase of NBP, a primary goal was to minimize overhead in
order to enable its operation in MTU constrained channels. For example, NBP in-
troduces just 3 bytes of overhead for DATA packets, which results in about 1.2 %
of overhead for a 242-byte packet corresponding to the LoRaWAN SF 7 MTU. The
current version of NBP does not perform cryptographic operations and thus the
energy overhead is dominated by the presence of multiple LPWAN modems. In
general, NBP only provides the minimum functionality necessary to enable a func-
tional multipath connection such as scheduling, path management and addressing;
applications that require additional functionality such as packet deduplication and
reordering can implement it at the application layer, while low-end applications
save on overhead.

Along with NBP, a proxy architecture is proposed to support the diverse existing
IoT ecosystem and ease the adoption of the new protocol. In this architecture, NBP is
implemented in multi-homed aggregation points, which accept UDP packets from
legacy hosts and forward their payload as native NBP traffic. The setup enables one-
end or fully transparent operation, which allows hiding the multipath connection
from one or both endpoints. Using this setup, it is possible to serve many IoT nodes
from one aggregation point and to contact arbitrary servers on the Internet.

Since multipath protocols lend themselves to applications with volatile QoS re-
quirements, a mechanism was designed to allow the application communicating
per-packet QoS requests to NBP. This mechanism works both when NBP is installed
as part of the application and when using the proxy architecture. In the latter case,
backwards compatibility to applications that are not aware of NBP is maintained
by reusing the DS field of the IP header.

NBP was analyzed in a simulation and a field trial to verify the hypothesis that a
bundling protocol approach can improve the QoS of an LPWAN connection. Using
redundant transmission over NB-IoT and LoRaWAN, NBP was able to improve the
latency to that of the quickest flow, eliminate most packet loss and expand coverage
to the superset of all LPWAN links. The experiment results highlight the potential
of an LPWAN bundling approach in general and can be used as a baseline for future
measurements.

7.3 future research opportunities

The journey for multipath protocols in LPWAN contexts has only begun. During the
development of the first NBP prototype, many promising research directions were
identified that can improve the usefulness of an LPWAN bundling protocol such
as NBP. Some of these challenges are common to all bundling protocols, but most
are complicated by the limitations imposed by low-end LPWAN technologies such
as LoRaWAN. On the other hand, finding efficient solutions to these problems can
benefit existing protocols as well.

First, the question of securing the NBP handshake in extremely MTU constrained
environments is of special interest. While traditional protocols exchange data only
with a single peer address, multipath protocols have to verify that multiple dis-
continuous addresses belong to the same peer device to avoid leaking traffic to an
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attacker. In MTU constrained scenarios, exchanging long encryption keys quickly
fills the payload, reducing the opportunity to send 0-RTT data.

Second, general-purpose bundling protocols such as MPTCP employ path estima-
tion and congestion control to make use of the full link capacity of all subflows.
While WSN applications usually do not exhaust the channel, some schedulers rely
on path measurements to make scheduling decisions. The unique properties of
LPWANs such as drastic variations in latency, asymmetric links and energy con-
straints require a suitable approach to estimate the channel.

Third, the current NBP setup is designed around one initial subflow that is joined
by multiple additional subflows. While this ensures consistency of state at both
connection endpoints, it creates a dependency on the functionality of the initial
path that cannot be guaranteed in a volatile LPWAN environment. The discussion
on the best solution for this problem is still ongoing for other protocols [8].

Finally, once NBP is mostly feature complete, a systematic evaluation of its use-
fulness and energy overhead should be conducted for a wide range of real use
cases.
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