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Hybrid-Attack-Resistant Distributed State
Estimation for Nonlinear Complex Networks with
Random Coupling Strength and Sensor Delays

Bingxin Lei®®, Jun Hu®"“*, Raquel Caballero-Aguila?, and Cai Chen”**

Abstract

In this paper, a recursive distributed hybrid-attack-resistant state estimation (SE) scheme is proposed for a class
of time-varying nonlinear complex networks (NCNs) subject to random coupling strength (RCS) and random sensor
delays (RSDs) under hybrid attacks. A hybrid-attack model is considered to characterize the random occurrence
of denial-of-service (DoS) attacks and deception attacks. The objective of the problem to be solved is to develop
a recursive distributed estimation method such that, in the presence of RCS, RSDs and hybrid attacks, a locally
optimized upper bound (UB) on the estimation error covariance (EEC) is ensured. By employing the mathematical
induction method, a UB is firstly derived on the EEC. Subsequently, the obtained UB is minimized by appropriately
designing the estimator gain (EG). Furthermore, a sufficient criterion guaranteeing the exponential boundedness
(EB) of SE error is elaborated in the mean square sense (MSS). Finally, simulation experiments with localization
applications of multiple mobile indoor robots are conducted to illustrate the applicability of the proposed SE scheme.

Index Terms

Time-varying nonlinear complex networks, Random hybrid attacks, Random sensor delays, Random coupling
strength, Mean-square boundedness.

I. INTRODUCTION

In recent years, the dynamical behavior analysis of complex networks (CNs) has received particular research
attention [1]-[4]. Because of the characteristics and advantages of describing the scale-free networks and small-
world networks, it can characterize many real-world networks, such as social networks, information networks, traffic
and transportation networks [5]-[9]. Generally, the complexity of CNs is mainly reflected in the huge number of
nodes, the diversity of connections, and the complexity of dynamics. Consequently, multiple nodes in the CNs
interact with each other and their dynamical behavior is more difficult to predict than a network with only one

isolated node. Thus, for CNs, the state estimation (SE) issues have recently received increasing research attention,
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where the methods presented mainly contain the linear matrix inequality method for time-invariant CNs over infinite
horizon and recursive matrix equation method for time-varying CNs over finite horizon [10]-[12]. For example,
in [11], the distributed SE algorithm has been given for stochastic CNs with switching topology and the estimator
gain (EG) has been determined by the recursive matrix equation method. In fact, the study of SE problems for
CNss is useful to understand the process of network dynamics and plays an important role in practical engineering
applications. As a consequence, it has great practical significance to study SE issues for CNs [13]-[16].

Nowadays, many applications of CNs assume that the network topology structure is known, with a deterministic
coupling strength [17], [18]. However, such an assumption has certain limitations in practical applications, and
the coupling strength might be uncertain due to the presence of noise disturbances and unknown inputs. Recently,
the corresponding study on CNs problems with different types of coupling strength has attracted the attention of
scholars. Furthermore, it has become a hot research topic and some encouraging results have been achieved in
[19]-[21]. For example, in [20], a state estimator has been constructed to handle the random coupling strength
(RCS) obeying a uniform distribution over a certain interval. In addition to the RCS, it is well known that random
sensor delays (RSDs) and other network-induced phenomena could happen in the process of data transmission from
sensor to estimator/controller [22]-[25]. Furthermore, the occurrence of RSDs is independent of each other in the
CNs. In other words, some nodes may receive measurement signals normally, while others may suffer from sensor
delays. So far, the SE problems affected by RSDs have been discussed accordingly [26]-[29]. Nevertheless, the
distributed SE issue for CNs with RCS and RSDs has not yet received sufficient research efforts, which constitutes
one of the main motivations of the present investigation.

Due to the complexity of networked environment, the data transmission in the sensor-to-estimator communication
channels may be subject to cyber attacks and failures [30]-[33]. Generally, loopholes and security flaws have been
utilized by malicious cyber attackers to attack systems and resources [34]-[37]. Therefore, the network security
issue has become an essential topic in the networked system, which mainly discusses three types of cyber attacks,
namely, deception attack, replay attack and denial-of-service (DoS) attack [38]-[40]. It should be noted that cyber
attacks are not always successful due to the presence of firewall software, which might lead to the existence of
the phenomenon of randomly occurring cyber attacks. Up to now, scholars have made great efforts to address the
problem of distributed SE for stochastic CNs under cyber attacks [41]-[43]. In the existing literature, most research
results have considered only a single type of cyber attack. For example, in [42], the state-saturated recursive state
estimator has been constructed to deal with the influence caused by the deception attacks. However, in practical
applications, hybrid attacks often occur frequently as they can generally increase the probability of successful
attacks. In the CNs, the study on SE problems subject to hybrid attacks is scarce, let alone taking the RCS and
RSDs into account.

Inspired by the aforementioned discussions, we aim to provide a distributed SE scheme for a class of nonlinear
complex networks (NCNs) with RCS and RSDs subject to hybrid attacks. With this goal in mind, we are obliged
to confront some challenging issues: 1) how to develop a distributed SE method of recursive application potential
that simultaneously tackles the influence of RCS, RSDs and hybrid attacks; 2) how to analyze the exponential
boundedness (EB) with respect to SE error in the mean square sense (MSS) from the theoretical analysis perspective;
3) how to reduce the complexity of high-dimensional matrix inversion as well as cross-covariance matrix calculation
between coupled nodes. Consequently, the following three main contributions can be summarized: 1) the impacts
of RSDs and hybrid attacks are addressed when dealing with the distributed SE problem with RCS for time-varying
NCNs; 2) the boundedness analysis with respect to the SE error is discussed by providing a sufficient condition
ensuring EB of the SE error in the MSS; 3) a recursive matrix equation method is utilized to avoid the inversion

operation of high-dimensional matrix and calculation of cross-covariance matrix between coupled nodes, which can
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reduce the computational burden.

TABLE 1
ACRONYMS AND NOTATIONS

SE State estimation. R™ n-dimensional Euclidean space.

CNs Complex networks. xT The transpose of matrix X.

NCNs  Nonlinear complex networks. X1 The inverse of matrix X.

RCS Random coupling strength. X2>0 X is a nonnegative definite symmetric matrix.
RSDs  Random sensor delays. X >0 X is a positive definite symmetric matrix.
DoS Denial-of-service. tr{X} The trace of matrix X.

UB Upper bound. 1 Identity matrix with appropriate dimensions.
PEC Prediction error covariance. 0 Zero matrix with appropriate dimensions.
EEC Estimation error covariance. E{y} The expectation of y.

EG Estimator gain. Prob{-} The probability of “-”.

EB Exponential boundedness. diag{---} The diagonal block-matrix.

MSS Mean square sense. -1l The Euclidean norm of a vector.

MSE Mean square error.

II. PROBLEM FORMULATION

In this paper, we consider a class of time-varying NCNs with N coupled nodes of the following form:

N

Figr1 = MTig) + D tij ol Ej o + Biogwig, (1
j=1

Zip = YipZip+ (1= 0i4)Zi o1, 3)

where 7; , € R" represents the state vector of node ¢ at time o, with initial value &; o (the mean is 53}70). Zio € R™
stands for the measurement of the ith node. z; , is the measurement output with the RSDs. The RCS is described
by random variables «;;,, which take values on the intervals [c;j o, dij,0] With 0 < ¢;;, < d;j, < 1 being known
constants. Moreover, the random variables o, satisfy E {cvj o} = @ijo E {(vij o — @ij,0)*} = EB{a; ,} = ijips
where @;;, and &;;, are known positive scalars and «;; , are mutually independent. T = diag{y1,72, -y}
stands for the inner coupling matrix, where there exists a connection with the jth state component if ~; # 0.
0o €R (@ =1,2,---,N) are a set of Bernoulli random variables. 5@9 and 61'79 are known time-varying matrices.
w; o and 7 , are zero-mean Gaussian white noises with covariances ); , and ﬁi,g.
For V a,b € R”, the nonlinear function A(-): R™ — R" satisfies

17(@) = A(b) = Ey(a = b)|| < £,]la — b, )

where EQ is a known time-varying matrix with proper dimensions and ¢, > 0 is a known scalar.
The phenomenon of RSDs is described by Bernoulli distributed random variables 0; , satisfying

E{GLQ} = Prob {91'@ = 1} = éi7g,

where 6; , € [0, 1] are known constants.

In addition to the RSDs, due to the opening-up and sharing characteristics of typical communication networks,
the measurement data faces the risk of cyber attacks launched by adversaries in the signal transmission through the
network channels. In order to more realistically describe the cyber attacks, the actual measurement received by the
estimator is described by

Yio = Brio(Zio+ B2i0Ci0)s )
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where (1;, and [32; , are Bernoulli random variables, which satisfy the following conditions:

E {B1i0} = Prob{B1i, =1} = Bii
E{B2i,} = Prob{fai, =1} = Bai,

with 0 < Bli,g < 1land0 < Bzi,g < 1 being known scalars. In (5), @-79 = —2;, + (o represents the deception
signal, where (; , is a bounded attack signal satisfying the condition EQQ“Q < (; and (; being a positive scalar.
Generally, assume that all random variables @; 5, Ui g, Qij,0» 050> B1i,0» 2i,0 and ;o are mutually independent.

Remark 1: It should be noticed that the hybrid attacks with model (5) are considered in this paper to cater
the following real engineering scenarios. 1) With the rapid development of communication networks, a large
number of nodes in the CNs realize the transmission of measurement data based on communication networks.
Nevertheless, the potential attackers in the networks can exploit vulnerabilities and security flaws to attack the
system, which constitutes a major threat to network security. 2) Most of the engineering systems possess powerful
security measures, such as firewalls, intrusion detection systems, and intrusion defense systems, which can detect
and prevent the occurrence of attacks. Thus, malicious attackers may fail to launch attacks against transmitted
signal, which is the reason for introducing the Bernoulli random variables in (5) to portray the attack. 3) A single
attack type may be easily detected and blocked by existing security system, but hybrid attacks can bypass these
defenses more effectively by combining different attack types. Furthermore, different attack types can target different
vulnerabilities or security flaws, which means that hybrid attacks can exploit multiple vulnerabilities at the same
time, thereby increasing the probability of a successful attack.

Remark 2: Model (3) describes the phenomenon of RSDs and (5) reflects the phenomenon of measurement
subject to hybrid attacks, which include the DoS attack and the deception attack within the same framework. From
(3), it can be seen that the measurement signal is transmitted to the estimator without suffering from the RSDs when
0;,0 = 1. Meanwhile, the measurement output undergoes the DoS attack in a probabilistic way when y; , = 0, and
the corresponding measurement is y; , = 0. In addition, the measurement signal is affected by a deception attack
signal launched by the malicious cyber attacker when (1;, = 1 and [32; , = 1, and the real measurement under
this case is y; , = (i 0. In particular, the measurement signal is transmitted to the estimator without suffering from
cyber attack when f1;, = 1 and S, = 0, i.e., the ideal measurement is y; , = C; o , + Ui p. On the contrary, the
phenomenon of RSDs occurs when ¢; , = 0, and the phenomenon of cyber attacks is same as mentioned above.

Summing up above discussions, when the phenomenon of RSDs does not occur (i.e., ¢; , = 1), the following

attack situations hold:
0, if 315, =0, then the DoS attack occurs;
Yio =  Gi,o» if 8150 =1 and B2, = 1, then the deception attack occurs;
C_“Z-’QQE’Z-’Q + Ui, if B1io =1 and B2;, = 0, then no attack occurs.

Before further analysis, we set

T h(Z; ~ B;
iy = _’x 0 (i) = (Zi0) = 00 , Bi, el
Fipot 0 I o0 0
[ G, 0 7; T o E, 0
C’Z,Q = ? = ) V’i,g = _,V e ) I'= ) EQ = ¢ )
0 C@Q_l Vio—1 0 0 0 0
(R, 0
Ri,o = ¢ » Oi [ Brio(1 — B2i0)0iol  Brio(l — Baip)(1 — 05 0)1 }
0 Ri,g—l
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Then, the system can be rewritten as

N
Tigr1 = h(Tig) + Imig+ Y ij o lwj o+ Bigig, (6)
j=1
Yio = ©i,0(CioTio + Vi) + B1i,0B2,06i0- (7
For the ¢th node, based on the received measurements y; ,41, an estimator is designed as follows:
N
ii,g+1\g = h(ji,glg) + Ii"i,@\@ + Z dij,grij,g\g’ @®)
Jj=1
Tior1)o+1 = Tijorilo T Kio+1(Uipr1 — Oi0+1Ci 0+1%5 911105 ©)

where Z; ,11), and Z; 5 1|,41 are one-step prediction and estimation of x; o, respectively; K ,11 is the EG to be
designed and ©; 41 = [ Biip+1(1 — B2igt1)0i041]  Brior1 (L — B2ior1)(1 — O or1)] |

Remark 3: In this paper, the designed state estimator (8)-(9) is composed of two steps including prediction and
updating steps, which is similar to the structure of traditional Kalman filter. Nevertheless, due to the consideration
of the effect of RCS, RSDs and hybrid attacks, some additional terms with respect to the above phenomena are
introduced in the state estimator design. To be specific, it is noted that the coupling strength «;; , is random, that
is to say, the exact value of «;;, at each sampling moment is unknown. Thus, the expectation of o, (i.e., 0j,0)
is employed to reflect the coupling relationship between nodes in the prediction step. Meanwhile, the innovation
sequence as a correction is used to construct the state estimator. It can be seen that ©; ,+1 is adopted in the updating
step, and éi,ngl, B]_i7g+]_ and ngﬂ are included in (:)i,g+1- This is due to the fact that the measurement output
affected by sensor delays and attacks can be available only in the remote estimator side. Similar to the coupling
strength «;; ,, we only know the occurrence probabilities of sensor delays and attacks (i.e., e_i’g+1, Bli,gﬂ and

B2z‘,g+1), which are employed to reflect the effect of sensor delays and attacks in the updating step.

III. MAIN RESULTS
We are in a position to tackle the design problem of the SE scheme in this section. First, we will obtain upper
bounds (UBs) on the prediction error covariance (PEC) and the estimation error covariance (EEC). Subsequently,
the EG that minimizes the trace of the UB on EEC will be derived. The following lemmas are essential to deduce
our results more directly.

Lemma 1: [43] For real vectors h, p € R", the following inequality holds
hpT + phT < ehhT + e tppT,

where € > 0 is a scalar.
Lemma 2: [44] Given matrices £1, £2 and £3, where 0 < £; = £7 and 0 < £o = £7, then £, — £1€,€5 >0
if and only if

>0, or £ —gzertel >0

e of el g
1 3_1 2 07 Or 2T 3
£ £ el g

Denote the prediction error and SE error as Z; ;1 1), = Tio+1 — Zioq1)p N Tj pi1j041 = Tijo+1 — Lipt1]o+1s
and their corresponding error covariances are characterized by F; ;1 1), = E{i:@ﬁugjfg +1‘g} and P, 1041 =
~' ~T .
E{x17@+1|9+1xi7g+1|g+1}’ respectively.
Based on (6) and (8), Ti o110 is derived as
N N

ii,gﬂ\g = h(wi,) — h(j:i,gl.g) + L%i,g\g + Z Qij,ol'wjo + Z @ijvgrjjj,glg + Bi,¢ Wi o- (10)
Jj=1 J=1
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Similarly, the SE error of node 7 is given by

Zior1jor1 = (I — Kip4104,041C5,041)%; g11)0 — Ki p110i,0+1Ci 0+1%i g 41
— K 0410 011Vi,041 — Bli,o+152i,0+1Ki 04+1Ci 041, (1D

where éi}g+1 =0 o1 — @i,gH- Then, it follows that E{éi79+1} =0.
Lemma 3: The PEC can be described as

T
N N
Pi,g+1\g =E {QJL@QJZ:@} +E {Q,QQZQ} +E Z Qij,ol'wj o Z Qij,ol'wj o
T
N N 3
+E Z @imrjj,gle Z aijygrjj,g\g + B@QQ@QBZQ + Z ( is,0 T Als 9) 12)
=1 i=1 s=1
where
QJZ‘,Q = h(xiyg) - h(j;i,mg) E 1’1 ,0l0°
Cio = (Ep+ I)fi,glg’
Aite = E{Di,¢],},
T
N
Airg = ELDio | Y Aol gle| ¢
j=1
N T
Aizo = E ¢ i Zo_éijygrinmlg
j=1
Proof: According to the definition of PEC and (10), we have
T
N N
Pior11p=E {@z}@@{g} +E {Q:i,QQ:iT,g} +E Z Qij,ol'Tj,0 Z Qijol'wj o
=1 =1

T

N N 10
+E Z @ij,grjj,glg Z dij,gFjj,@\g + Bi,QQi,@Bz‘T,g + Z ( is,0 T Azs Q)
j= j= s=1

where A, (s =4,5,---,10) are defined as follows:
T
Aiso = E {Q:jz, Z Qij, oL, )
Ais.o = E{%,g [wai,g]T},
Aigo = i Z @il ;
Aire = E {%g [Bz‘,gWi,g]T},

T
N N
Aigog = ES 1Y i oTas| | D QijolEj 1 ;
=1
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Y
~ T
Ao = ES 1D T, | [Bigmiol ¢
=1

[ N
Aioe = E E :QZJ,QF%}QIQ [Bi,o@i, o]
j=1

Noting E {¢&;j,} = 0 and E {w; ,} = 0, it is easy to find A;s, = 0 (s = 4,5,---,10). Then, (12) can be easily
obtained. [ |
Lemma 4: The EEC is calculated as follows:

_ Q ) T
P or1)o41 = (I = Kig410i04+1Ci 0+1) P; gy 110 — Ki p+109i,011Ci g +1)
a T T AT T
+ K o1 E {@i,gﬂCi,g+1$i,g+1ffi,g+1ci,g+1@i,g+1} Ki,Q-H
T T T
+Ki g1 E{Oip11Vi011V1 91195 g1} Ki g1

+ 814,041 82,041 Ki 4 1E { i 011G g1 K i1 + Ait1,o01 + All1 g1 (13)

A ~ T T
where Aj11,041 = —(I — Ki,g+19i7@+10i,g+1)E{B”,g+1/32i,@+155i,9+1|9@,g+1}Ki,gﬂ-
Proof: Considering (11), it is obvious that

o ) T
Piorjor1 = (I = Ki0+10i,041Ci0+1) Py g1 1)0(1 — Ki 0410 041Ci p41)
a T T NT T
+Ki,g+lE {@i,g—i—lCi,g+1$i,g+1$i,g+1Ci,g+1@i,g+1} Ki,ngl

2 3 T T
+B1i,04182i, 011 Ki g 1E {Ciro41G i1 | K i

16
T T T T
+Ki gt 1E {01 011701101 1105 g1 } Kl g1 + Z (Ais,ot1 + Ais p41)
s=11

where A;s o+1 (s = 12,13, .-+ ,16) are defined as follows:

_ = - T T AT T
Ainz,or1 = —(I = Kip+10i,0+1Ci0+1)E {fﬁi,gﬂ\ﬂz‘,gﬂ@,gﬂGz,gﬂ} Ki gt
_ . D . . =~ T T T
Aitzor1 = —(I = Kig110i041Ci011)E{Fi g1110%01190 011 | Kigi1,

S T T T
Ai14,g+1 = Ki,QHE {@i7Q+1Ci79+1xi7@+1l/i,g+1G)i,g+1} Ki,g+17

2 2 A T T
Ai1579+1 = 51i79+152i,g+1Ki79+1E {@i79+1Ci,g+1$i,g+1Ci,g+1} Ki,QJrl?
_ 7 ) T T
Ait6,0+1 = Bio+152i,011Ki 04 1E {Oi 04175041 g1 } K pr1-

Noting E{(:)@Hl} =0 and E{v; ,41} =0, it is easy to find Ajs ,41 =0 (s = 12,13, --- ,16). Then, the proof of
this lemma is complete. n

Up to now, the expressions of PEC and EEC have been given in Lemmas 3 and 4, respectively. It is obvious to
see from (12)-(13) that the exact values of covariance cannot be obtained due to the effect of nonlinearity, RCS,
RSDs and hybrid attacks, which result in the existence of uncertain factors and unknown cross-terms. Therefore,
the traditional Kalman filter is not longer applicable, and an alternative approach is to find the UBs on the PEC
and EEC, which is a suboptimal method to conduct the operations. Subsequently, the following theorem gives the
suboptimal UBs on the PEC and EEC based on the results of Lemmas 3 and 4, and designs the EG to minimize
the obtained UB on the EEC.

Theorem 1: For the system (6)-(7) and the state estimator (8)-(9), let ¢;, (h = 1,2, --- ,6) be positive parameters,
and let us denote a; , = Zévzl @ijo and I = [I I]. If the following matrix equations:

Piotile = (L+ €1+ e)tr{Pi yoH + (1 + €' + €3) (B + D) Py g o(Ep + )"
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Mz

1+t +eh) awza,]grpjmgr +(L+ea)y Gl P 0"
7j=1 7j=1
N
+(14¢! Z Cij o U2 o102 U + BioQi 0By, (14)

and

Pigtilort = (1) (I = Kip+10i,011Ci041) Pigi1jo(I — Kio+10i,0+1Ci041)"
+(1 + €5 1) B1i0+152i,041 G K 01 K y 11 + Kig1105 041 (I — ©j g11)"
Xtr {Ci,gﬂ {(1 +€6)Pigrijo + (14 €5 1) Q+1|Ql‘i,g+1|gi| Ci,Q—H} Ky
+B1i0+1(1 = Brigr)tr{ Ri g1} Ki g1 K] 11, (15)
with initial values P; oo > P g0 > 0, have solutions P; 11, > 0 and P; ;11,41 > 0, then it can be shown that
P; 0111041 < Pior1]0+1- Moreover, if the EG matrix K ,11 is designed as

Ki,QJrl = (1 + 65)732 Q+1|QC’L g+191 Q—l—l‘—‘z g-i—l’ (16)

where

Zior1 = (14 65)0i011Ci041Pi01110Ci 01105 11 + Brigr1(1 = Baigr1)tr{Ri g1}
+(1+ 65_1)511',@+15_2i,g+15i1 + O or1(1 — (:)i,g+1)T
xtr {Ci,9+1 [(1 + €6)Pigr1p + (1 + €E1)i‘i,g+1\g@£g+1le] Cg@—&-l} I,
then it can be verified that tr{P; ,11|,+1} is minimized at every time instant.
Proof: By means of the mathematical induction method and noting that the initial values satisfy P; 0 < P; o|0

elo < Piglo-
Firstly, according to Lemma 1, the cross-terms on (12) can be tackled as

we assume that P; Then, what we need to show is P; ;1 1o4+1 < Pj ot1]0+1-

Ao+ AL, < aE{D:09],} + e 'E{¢; e}, (17)
N N T
Aiz,o + AiTZ@ < ek {@1»9@3@} + 651E Z @ijverjj,g\g Z z; ole ) (18)
N N T
Aiz,o + Ains,g < el {Q:i,QQ:iT,Q} + 6§1E Z Qij,ol'T; g0 Z Qij,ol'Tj ol ) (19)

where €1, €3 and €3 are given positive scalars.
Substituting (17)-(19) into (12) yields

Pi,gﬂ\g < (I+ea+e)E {QJMQJiT,g} +(1+ 61_1 + e3)E {Q:i,QQ:iT,Q}
. T
N

+(1+ 551 + egl)E Z @ij,grjj,g\g Z @ij,grij,elg
AT

N
+E Z dij,gI‘xj,Q Z $j 0 + Bi,QQi,QBiT:g' (20)

Considering the nonlinear constraint (4), it can be seen that

E{9:007,} < E{I1Di,)°} 1
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< ¢ E{sz Q|@H }
= 02tr {P, 4, } 1. 2D

By using Lemma 1 again, the unknown term of (20) can be upper bounded as

T

N N
E E Qij,ol'T; g E:%@F%‘,glg
j=1 j=

N N
T
*ZZ w@azl@FE{ Lj.0le gg|g+xl Qlexlglg}r

N N
~— 5 Z Z Qij, o Py gl + % Z ijo Z it TP g1l
j=1 =1

IA
to —

—_
2 i

\V)

:angaw olol - (22)

Noting that E {a;; o1 .} = E {(aim — ayjo)(airg — @irg)} =0 (j # 1) and E{@7; ,} = Gijo, 50 We can obtain

N N
E E G ol E aij ol
j=1 j=1

T

N

> i o TE {) ]} TT. (23)
j=1

Furthermore, with the help of Lemma 1, we have

T 1 _ - . - . T
[ {xj,gxm} =E {(xj,glg + wj,@l@)(xj,glg + xj,@lg) }

< (I+e)Pjge+ (14 Ell)ijvg\gijig\g’ 24)
where €4 is a positive scalar. Then, it is observed from (23) and (24) that
T
N N
E Z Qij,ol'xj0 Z Qij,ol'@j0
(14 €4) Zalw Q|QF +(1+64 Zawgl“x”‘g L ool rt (25)

Substituting (21), (22), (25) into (20) results in

Poitjo < (L4 €1+ e)2tr{P; g} + (1 + € + €3)(E, +I)Pi olo(BEo+ 1T
N
+(1+651+6§1)@1792@ij,9 ool (14 €a) ZO‘%M ',Q\QFT
j=1
N
(1+e! Z L& 0102 ool + BioQio Bl ys (26)

which implies F; ;1 1, < Pj o1 1)0-
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Next, we are ready to show that P; , 1,41 < P p41|0+1 18 true. Again, from Lemma 1, we obtain

Ait1,001 + Al o1 < €5(I = Kig110i441Ci p11)E {5i,9+1|99~029+1|9} (I — Ki410i,041Cip11)"
+e5  Ki o1 E { BT 11585 011Gi041G o1 } Ky
= e5(I = Kig110i011Ci,041) Py pi1jo(I = Ki p+10i,041Ci011)"
+e5 ' Brior1P2i0+1Ki o1 E {Gio1¢l i1} K pis (27)
where €5 is a positive scalar. Then, taking (13) and (27) into consideration, one has
Pigiijorr < (14 €)= Ki,0+10i041Ci041) P gr1(1 — Kig410i,011Ci011)"
+Kio1E {éi79+1Ci,9+1xi,9+1xz:g+1cgg+l éi]:g-i-l} Ko
+Ki 1B {©i0110i,0410110i g1 } Kl
+(1+ €51 Brior1B2,0+1Ki o1 E {Cz’,gHCiT,gH} KZ-T,QH- (28)
The unknown term of (28) can be upper bounded as follows:
E {éi,gﬂCi,g+1xi,g+1ﬂfiT,g+1CZg+1éz-T,gH}
<E {tr{ci,QJrlxi,QJrl:El?:Q-l—ngg—&-l}éi79+1éz?:g—i-l}
= E{tr{Ci o117 041%5,41Cilp1 }} E {émﬂéz‘T@H}
= t1 {Ci o1 B{migr17] , 11 }C 11} Oior1(I — Oipy1) T, (29)
where E{©;,1107 1} = E{(0i 41 — ©i+1)(Oip41 — i p41)T} = 65 o11(I — ©; 1) T and T = [T I].
Similarly, we have the following inequality:
E {©io+17i041750110i 011}
< E{tr{vipr1vigi1} Oior1Oigi1}
= E{tr{vio11v5p11}} E{Oi 107,11}
= t1 {Ri,p+1} E{©4,0410 511}
= Brior1(1 = Baigr1)tr {Ripr1} 1, (30)
whete B{60; 51071} = 0, 411(I — Bi 1)+ 01 p1107 | = O, 1117,
Using Lemma 1 again, we have
E{ior12] g1} = E{(Fi g1 + Fior1)0) (Figr1p + Tigr1e) "}
< (1+€6)Pgrajg+ (14 €6 DEigrjof] pia)o (31)
where €5 is a positive scalar. Applying (31) to (29) yields
E {éi,9+1Ci,@+1$i,g+1xiT,g+1CiT,g+1éi7:g+1}
< tr {CZ,QH [(1 +€6)Pigarp+ (1 + egl)@iﬁgﬂmg:{ﬁl,g} C{QH} 8, pr1(I — B ps1)T. (32)
Moreover, noting the fact that CZQQ,@ < @-, one obtains
E{Ciot1Clor1} < E{¢p1Cior} I <G (33)

Subsequently, substituting (30), (32) and (33) into (28) leads to

Pi,nggH < (1 + 55)(1 - KZ}@-HC:)i,g-i-lci,@-&-l)Pi,gH\g(I - Ki7@+1éi,g+1ci7@+1)T



FINAL 11

+(1+ 651)BM,QHBM,QH@Ki,gHKgQH + Ki+10i011(I — ©ip41)"
Xtr {C@Q+1 |:(1 + 66)Pi79+1|9 + (1 + 6671):%@@-‘!'”@@;1:@—&-1\@} CZQ—H} Kg@-‘rl
+Bli,g+1(1 - B2i,g+1)tr{Ri7Q+l}Ki,gﬁ-le‘TgH‘ (34)

According to the initial values P; g0 > FPio0 > 0, P 5410 < Pipt1)o and (34), we conclude that P , 1,41 <

Pi o+1]0+1 by the mathematical induction method.
Otr{Pi,o+1j0+1}

i,0+1

Finally, tr{7P; ,41|o+1} can be minimized by the following process. We calculate and set it to be

zero resulting in

Ot {P; o 11041}
0K o11

_ s T NT
= 2(1 4 €5)Ki 911004105 0+1P; 04+110C5, 04194 041

+2B14,0+1(1 = Bai o+ 1)t Ri g1 1 K o1 + 2(1 + €5 1) Bri 01 521,041 G K o1
—2(1+ )Py 0+11Cirp110i 11  2Ki 04105011 (1 = Oig41)"

xtr {Ci,g+1 [(1 + €6)Pi 1o+ (1 + €g1)£i79+1|gigg+l\g:| CiTngl}
— 0,

from which expression (16) for the EG matrix K; ,11 is derived after some manipulations. The proof of this theorem
is now complete. [ ]

Remark 4: In general, the existing research methods for the SE issues of CNs mainly include linear matrix
inequality method for time-invariant CNs and recursive matrix equation method for time-varying CNs. In this paper,
based on the recursive matrix equation method, a novel hybrid-attack-resistant recursive distributed SE scheme has
been proposed for time-varying NCNs with RCS, RSDs and hybrid attacks. Compared with the linear matrix
inequality method, the newly proposed recursive scheme is more applicable for online computations. Moreover, the
recursive SE issues can be divided into centralized and distributed structures. For the distributed structure considered
in this paper, its distinguishing features are low computation burden, high reliability and strong robustness. On the
other hand, the hybrid attacks model that includes DoS attack and deception attack in a unified framework has
been, for the first time, considered for time-varying NCNs with RCS and RSDs to reflect the complexity of the

networked environment.
Till now, the hybrid-attack-resistant recursive distributed SE problem has been solved. Accordingly, the developed
hybrid-attack-resistant recursive distributed SE algorithm can be summarized in the following Algorithm 1.

Algorithm 1 Hybrid-Attack-Resistant Recursive Distributed SE Algorithm.
Step 1: Set p = 0 and select the initial values and related parameters.
Step 2: Update the one-step prediction ; ,11), by (8).

Step 3: Compute the UB on the PEC P; ,11), by (14).

Step 4: Calculate the EG matrix K; ,41 for the ith node by (16).
Step 5: Compute the SE Z; o4 1]04+1 by (9).

Step 6: Compute the UB on the EEC P; o4 1,41 by (15).

Step 7: Let o = p+ 1, and go back to Step 2.

IV. BOUNDEDNESS ANALYSIS

A sufficient condition is given to guarantee that the SE error is EB in the MSS in this section. Before further
analysis, the following definition, lemma and assumption are given.

Definition 1: [45] The random process is said to be EB in the MSS, if there are real constants o, ¢ > 0 and
0 < p < 1 such that

E{ [[¢l* } < ollvolPp® +
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holds for every ¢ > 0.
Lemma 5: [45] Suppose that there are a random process V,(1,), real constants fimin, ftmax. ¥ > 0and 0 < p <1
such that

Hmin HWQHQ S Vg(%) § Hmax ||¢QH2 )

and

E {Vo(¥)ltho-1} < (1 = p)Vp-1(¢hp-1) +v

Then, 1), satisfies

o—1

E{ [l } < %E{ ol (1 = )2 + (1-p),
min 1

Hmin i
and, consequently, it is EB in the MSS.
Assumption 1: There are positive constants b, bi, i Cis 45 Gis Tis X> T3y T, éli, Bli, ém" Bgi, 6;, 0;, £ and ¢
such that
bil < BioBl, <bil, ¢;1 <Ci,,Cf, <&l, ¢1<Qi,<ql,
Ri, <7, a:nz-,gﬂ‘g@fﬁ”g <X, Pigr1jp < 0il, ITT <71,
By < Biio < Bui, By, < Boio < Baiy 0; <01 <0; £<l,<V
for any ¢ and p.

Theorem 2: Consider the NCNs (6)-(7) subject to RSDs and hybrid attacks. Under Assumption 1, if there are
positive scalars €1, €2, €3 and €5 such that

1
N<(+q!+a) [ I fes)— (16t +e) ! 35)

1
i,0lo 1s EB in the MSS.
Proof: For the sake of simplicity of expressions, let us define Z,, = [ilT ol T

for any ¢ and p, then the SE error z;

DY ~T T
2.0l a;N@‘g] and construct

the Lyapunov function as

(Z410) Zﬂfzg\g o icle (36)

Based on Lemma 5, we need to do the following processing. According to (10), (11) and (36), we get

E{Vor1(Zp41)0+1)1T0l0 }

N
_ T . .
=E {Z D) Y Jo+1jo+1 z79+1%79}
1 -
+E {Z L o+1 @+1®2 o+1 Q—I—IPZ g+1g+1Ki»9+1®’i79+10i»9+1$i»9+1}
T T -
+E {Z Q: q) ,o+1774 g+1|g+1(pz Q+1€Z Q}

N N
T —
+E g E g Qij,oid, oL, QF @Z o+1P; g+1‘g+1@i)9+lrxd7@

N
i=1 j=1d=1
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N N N

T . 7
g E E Qij,0Qid, 0T, @I@F 011, g+1|g+1¢”9+1rxd’g‘@
i=1 j=1d=1

+E

=1
N

Z 2 2 T A
+E 51i,g+1/82i,9+1<.i,9+1 i ,g+1 i g+1\9+1Ki,Q+ICz,Q+1
1

N

T pT
Zw B; (I)Z ,0+1 zg+1|g+1(1>2 o+1Bi,0@i
=1

N
T T
+E {Z Viigr191 01K g1 Pr 1) 41 Kiso+1Oi 041 Vi o1

+
M@

(Bls o + st g)
where
Dipr1 =1— Ki 0+10i.041Ci o41,

— 1
Bii, = E E Q.ng i,0+1 ZQ+1|Q+1(I)Z 0+1%i0 ¢ s
=1

N
J— ~r T . T .
Bize = E Z Z 01,095 %1 0117, g+1\g+1¢179+1F$J,9|@ ’

i=1 j=1
N
81'379 = -E E Bi Q+1ﬁ21 g+12)zg i,0+1 g—i—l|Q—i—1I(i79+1Ci7Q+1 ’
=1
N
Biso = E E E :aza QQ: D p+1 zg+1\g+1q)’ 9+1ij ole (
i=1 j:l

—1
BiS,g = —-E Z/Bh Q+1ﬂ21 g+1€1 ,0 g+1 i Q+1|Q+1Kz g-‘rlCz o+l (>

=1

N N

§ § 1
Bi679 = —E aZ] Q/Bh Q+1/821 Q+1x_] Q|QF q)’t ,o+1774 Q+1|Q+1KZ Q+1CZ o+1
i=1 j=1

According to Lemma 1, the cross terms in (37) are upper bounded as follows:

T 1
Bio+Bj, <E Z QJZ 0 9+1 i g+1\g+1q)l 0+19i0
T &T -1
+E Z€ P; i,0+1 z@+1|@+1(1)2 o+1%i0 0 s

T T T -1
Biz o+ Bjp, < E E D 1P o Prer1 Vi
=1

N N N
T 4 ~
+E Z Z Z Qij,oltid, @xj Q|QF D] Q+1Pz g+1\g+1q)%9+1rxd,@|9 )
i=1 j=1 d=1

T
Biso+Bjz, < E § :le o~ 9+1 g+1\g+1 i,0+1Di0

(37

(38)

(39)
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N
+E E :611 g+152z g+1cz g+1 g+1 Z_g_;_l‘g_i_lKi,g-i-lCi,g—i-l y

T T
Bid o+ Bjy, < E Z ¢ o®;i Q+1Pz g+1\g+1¢i,9+1€i,9

N N N
T 4 -
+E Z Z Z Qij,otid, @xj Q|QF D] Q+1Pz g+1\g+1¢1,9+1rxd,@|9 )
i=1 j=1 d=1

N
T T
Biso + B, SEQY €@l 1P, PigriCip

N
Z 2 1 ,
+E Blz g+l/321 g—i—lCz o+1 g+l7)z g+1\g+1Ki,Q+1Cz,g+1 ,

i=1

N N N

T = =T pTgT -1 , -
Bis,e + Big,, < E E Z Zo‘zﬂ’é’aldvé’xm\gr Pi 0417 gi1)p41Piot11Td gl
i=1 j:l d=1

tE Z 611 @+162z g+1§z g+1 g+1 z_g+1\g+1Ki,g+1§i,9+1
=1
Substituting (38)-(43) into (37) yields

E {VQ+1 (To+1]0+1) ‘fg\g}

N
T . .
4K § :Q-ji,@ Q+1Pz ,0+1|o+1 1,Q+12jz,g

IN

1
+E Z xz ,0+1 .9+1@z gHK o+177; g+1\g+1KZ Q+1®Z Q+1CZ o+1%i,0+1
+4E E : Q: ’L Q+ 7 g—‘,—l‘g-i—],q)iyg‘i’lcziyg
1=

N N N
+E Z Z Z 5,00id o, @F o] o1 Py, g+1\g+1q’i,g+1rxd,g

=1 j=1d=1
N N N
T ' .
+4E ZZZ JQaZde]Q\QF 2; 9+1Pzg+1|@+1q>w+1rxd,9\g
i=1 j=1d=1
N
+E v 107 Pl Ki 0416 011V
t,0+1 i,9+1 @+1 i,0+1|o+1 1 b+l 0+10, 041
i=1
N

+4E E ﬁlz g+152z ,Q+1Cz g+1Kz o+1 z_g+1|9+1Ki,Q+1Ci,g+1

+E ZwT B, @] 1Py 11041 Pio+1 Bio @i
From (14) and (15), we can easily obtain the following inequalities:

Piortjor1 = (1+€5)(I — Kip110i611Ci041)Pi 10T — Kip10i 41Ci41)"

= (14 65)q>i,g+lpi,g+1|gq);1:9+1’

(40)

(41)

(42)

(43)

(44)
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(14 €5 1) Bri,001 82,041 Ki o1 K7 o+

(L€' + e3) (B + 1) Piglo(Ey +I) :

(1+ 651 + 6??1)541‘,95‘@ ol Pj ol v (j=
(1+ €1+ €2)02tr{P; g0},

Bi,gQi,ngT

Piot1lo+1 =
Pigtile =

v

Pi,9+1\9

v

v

1,2,

Then, according to Lemma 2 and Assumption 1, it follows from (45) that

1 1 1

9+17)1 @+1\9+1q)i ot1 < (L+e)7 P g+1|@

(Bo+ D)'P oy (Bo+ 1) < 1+ 67 +e3)7'P ),
r

(1+et +eH)ta ta;;

i g+1\

T —
r 7 g+1|g

tI‘{,Pi’Q‘Q}I

IN

0;
21’
(1 + €1 + 62)5
1
1
7)1 ,0+1]e S q.b;

17’5

IN

From (46), we get

{Z Q:T (I)TQ+17DZ_,Q+1|Q+1®i79+1€i79}

N
—1~T T.
< E{Z(1+e5) Bl o (E o+ 1) zg+1la

i=1

1

-1

4,0 " i,0" 7,00’

N,

(,7:1727

(Ey + I)fci’mg}

N
< E{Z(1+65)_1(1+611+63) 'z zg|gng|g ’LQ|Q}

i=1
:(1+€5)_1(1+€1_1+63 E{V g|g}

According to (46) and Assumption 1, one has

{Z@w i,0+1 zg+1|g+1 i7@+1g~)i79}

N
< E{Z(1+65) 9:)7,@9:319}

i=1 714
N
< (14 e5) P {Z qb?i,gg}
i—1 di~i

-
S 2n€ QZ

(I14+e+e)(l+e)l 4,b;
4.

Similarly, in light of Assumption 1, from (46), we have

{Z @i,0Bi,0Pi0417; Q+1|Q+1(I>l7@+1Bz,ng,g}

N
4 1
< E{Z(l+e5) 1qb @, B ,Biowi,

i=1 E

)

7N)7

(45)

(46)
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(1>

2.

Also, it follows from (16) and (46) that

N
1
tr {E {Z(l + 65)1qul’7@wi7@ngBiT,g}}
: q

T =1

T — 2z-1 9. ) T G =
KLQHKLQH = (1+e) Hz‘,g+1®w+1CLQHPZE@HIgpi,ngl\@Ci,@H@z,9+1“i,9+1

and

1> 1A

(1+e)a7et(1 = B,)°[67 + (1= 0, [(1+ &5 )8,,8,G] T

Rila

Ki,nglKg@H = (1+ 65)2Pi,@+1IQCiT,@+1é

T
i7

> (14 e5)?B7,(1 = B20) [0 + (1 = 0,)*] ;b7 {(1 +e5)aiciBr; (1= B,,)%[07 + (1 - 6,)°]

=—1 =-1 g , )
Q+1‘_'i,g+1‘_‘i,g+1@1,9+1C%Q+1PZ,Q+1|Q

(47)

+2mBui(1 — B,)7 + (1 + 5 1) BriBaiGi + 2me; [Bu(1 — B,,) — B3.(1 — B2i)?[0F + (1 — 6:)*]]

x [(1+e)a;+ (1 +e)x]] I

2 k..

7

2

According to (45) and (48), we can derive

Thus, it is obtained that

_ . 1
Pigrilor1 = (1+€5 l)ﬁugzigﬁz‘f £ .

-1

h,

2

< il

73Z',@Jrllg-%l - =

Based on (47), (49) and Assumption 1, we have

N N N

E Z Z Z C_kij,go_éid@i‘

i=1 j=1 d=1

IN

<

AL

E

E

=1

i=1

N
tr{ E BiRiOi o+ 1Vio+1V 91107
r N KiO4,041Vi,04+1V 04+194,0+1
i=1

N
i=1

§3.

Similarly, by utilizing Lemma 1, in view of (46), we get

T
J,ole

TgT
r (I)i,g—i—

1

-1
P@',g+1|g+1

N
T T T -1
{Z Vi,9+1@i,g+1Ki,g+1Pi,Q+1|g+1Ki,g+1@i,Q+1Vi,g+1 }

N
=T T
E hiRiV; 4119 0119041V 41

(I)@@-Flr-%d,gm

(48)

(49)
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<
i=1 j=1d=1
= dz‘,g@z‘j,gE{ x; Q|QP (I)Tngl Z_Q+1|g+1q)Z o+11'75, g\g}
i=1 j=1
N
< (1+€5)_1(1+651+63 ZZ oloP JQ|.Q j,olo

=(1+e) 1+t +eh) INIE{V @|@}

Furthermore, based on (31), (46) and Assumption 1, we have

N N N

T - .
E E E G plid 0% o1 ;511 P 9+1|Q+1‘I’z,g+lrxd,9
i=1 j=1d=1

2 TaT -1
=E ZZQU:Q L i or1]o+1 Piot1 T
i=1 j=1

N
Z ],Q ngg Tj0lo

=1 72*

M=

< (1+e) 'E

7

_ T —1\ - N
< (1+4e5)7? Z Z %jygﬁtr {(1 + €6)Pjor1lo + (1 + €5 1)':Cj,9+1|@x}:Q+l|g}
4%

i=1 j=1

2
&

N N
-1 2 T _ —1\
< (1+e€5) ;1 ;1 ozij’g@tr {(1+e)a;0 + (1+e5)xI}

lI>

€4
Similarly, by (47), (49) and Assumption 1, it is derived that

=

N
2 2 T T — 2 on = F A
E{Z B o153 001G g1 Ki g1 P QMQHK@@H@,@H} <Y BuBakilihy £ &.
=1

i=1

Subsequently, it is directly obtained that

{Z Lj o+1 g+191 o+14% ,g+17)7, 914_1g+1Kiyg+1éi79+lci,9+lxi,9+l}
< Z kil K { z; 5411C; g+1®z g+1@z o0+1C%,0+1i, Q+1}
= > Ribtr {E {éi,g+lci,g+1xi,g+1xz:g+1c 1100 011 }}
<Y Ribytr {tr {Ci,.QJrl [(1 + €6)Pigr1lp + (1 + Egl)ji,9+1|9:%l?:g+llgj| Cz'T,g+1} Oiot1 (1 — @z‘,gH)T}

Rifym [Bri(1 = B,,) — gfi(l — Boa)?[07 + (1 — 0;)]]estr { [(1 + €6)5:] + (1 + €5 )xI] }

M-

[I>
7An%
@

(NN
Nii O T - T -1
9 Z Z Z Qij,oid ol { Ly, e\gr P} o1 P; g+1|9+1‘1)2 ot1 T 400 + T4 glgF ' i,0+177; g+1\g+1‘1)2 o+11'Zg, glg}
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Next, according to (46), it is obvious that

-1 S (1+61+62)£2IA
ol = F; o

Hence, combining (36), (49) with (50) yields
hE {H‘%QLQ”Q} <E {V@(‘%Q\Q)} < KE {ng\gHQ} . (5D

Based on the above analysis, it can be deduced that

il (50)

E {V@-&-l(i'g-&-l\g-&-l) "%QLQ}

< Hl+e) U+ +ea)  +4l+ea) (T+ea! +6') N V(Z,,)
HE + &+ 3+ &+ 465 + &
£ ¢Vg(j9|@) + v, (52)

where ¢ = 4(1+e5) L1+ +e3) P +H4(1+e5) H(1+ eyt +e3 )TN and v = 4€; + & + &3 + &4 + 45 + &
It follows from (35) that 0 < ¢ < 1.
Finally, in light of (51) and (52), we have

E {11ll”}

IN

E{VQ(‘%QW)}
hi

OF Vo1 (5pmrjpr) } +

IN

=

_ 0B {Vo(@op)} + v 308 ¢f

By ) o,
< SO {|laop|?} + D o
7 (—

Then, we can conclude from Lemma 5 that the SE error is EB in the MSS. [ ]

Remark 5: 1t is noted that the sufficient condition given in Theorem 2 is dependent on the information of the
system matrices, covariance matrices of different noises and coupling parameters. From the derivation process of
the theorem, it is clear to see that the Assumption 1 is a crucial prerequisite for analyzing the EB of SE error, which
reflects the realistic constraints imposed by energy-limited physical processes in practical application. The involved
constraints in Assumption 1 are fairly reasonable based on the implementation of the proposed SE method in the
energy-limited physical processes. Moreover, it remains open to further establish more broader sufficient condition
with less conservatism.

Remark 6: Note that the main results of this paper in (14)-(16) of Theorem 1 are dependent on some parameters,
ie., ey (h=1,2,--- 6) generated by Lemma 1. Obviously, the selection of these parameters can affect the UB of
the EEC and their selection principle lies in the minimization of the obtained UB as much as possible. Nevertheless,
as stated in [46], the UB of the EEC is a non-convex function with respect to these parameters, which leads to
the fact that finding the optimal parameters is extremely difficult in the minimum variance sense. Meanwhile, in
Theorem 2, a sufficient condition for the EB of the SE error has been established, which requires that the parameters
(i.e., €1, €9, €3 and e5) satisfy (35). Hence, this adds constraint to the determination of the optimal parameters. In
this case, it would be necessary to select or design algorithms that can handle non-convex optimization problems,
such as genetic algorithm, particle swarm optimization and Bayesian optimization, and this is one of the future
research topics.

Remark 7: So far, we have developed an optimized recursive distributed SE method for time-varying NCNs
with RCS, RSDs and hybrid attacks. In particular, an alternative optimal technique has been adopted to obtain the
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UB on the EEC for each node by properly determining the EG. In addition, an easy-to-testify sufficient condition
has been given guaranteeing the EB with respect to SE error in the MSS. Accordingly, the related information of
RCS, RSDs and hybrid attacks has been explicitly reflected in the main results. To be specific, the RCS has been
reflected by @;;, and &;;,. The case of RSDs can be found in (:)2-,Q+1 as éi,g_i_l is included in éi,gﬂ- Similarly,
the occurrence probabilities of hybrid attacks have been reflected by BU@H, ﬁgwﬂ and éi,gﬂ’ and the deception
attack signal has been reflected by (;.

V. AN ILLUSTRATIVE EXAMPLE

In this section, an illustrative example is utilized to illustrate the feasibility and applicability of the developed
distributed SE scheme with applications on the localization of multiple indoor mobile robots.

The localization problem of four indoor mobile robots is solved by the proposed distributed SE approach in this
example. On the basis of [21], the kinematic for the robot can be modelled by

4
. U U u
Ujgt1 = Ui+ Oi,0 COS(A;p) + E Qij,ol “ujo + Bily@i s
=1
4

_ : ™ 37
Mio+1 = Mg+ 0iosin(Nig) + O aij ol ™o + Bl ],
=1

4
s -\ . T B o
Q0+l = Aip T St Qij,ol " Ao DY Wi g
Jj=1

where (u; o, 7;,,) represents the position and \; , stands for the orientation for the ith mobile robot. §; , and ; , are

displacement velocity and angular velocity. I' = diag{I'*,I",T*} and B%Q = diag{ggfg, ﬁ? 0 B?:Q} characterize
the inner coupling matrix and system matrix, respectively. w; , = [wzu 0 @) 0 wg\’ Q]T is a zero-mean white noise

with covariance Q); ,.
The position measurement of the ¢th robot is described by

. [t oo0
01 0

—

ZZ,Q - ‘/I"Z,Q + Vi:@’

where % p = [Uip Mip Nio) -

The initial positions of the four robots are set as (0.5, 3.3), (2.2, 2.2), (3.3, 4.4) and (5.5, 4.4). The initial estimation
satisfies yic’i’o‘o = %i,O and initial UB of EEC satisfies P; g9 = 2. The system matrices are chosen as EL@ =
diag{0.12,0.12,0.12}, By, = diag{0.24,0.24,0.06}, Bs, = diag{0.1,0.1,0.08} and B, , = diag{0.4,0.4,0.1}.
Assume that «;;, obeys the uniform distribution on the interval [0.2, 0.4]. The inner coupling matrix is given
as T = 0.01/3. Moreover, the nonlinear function is h(Z;,) = [ti, i Niol” + [0i0c0s(Nig) dipsin(Niy) Sio)Ts
where d; , = 5 and g; , = 0.1. Some parameters are set as (); , = 0.1/3, ﬁi,g = 0.113, Brip = 0.99, B2;, = 0.01,
0;, = 0.75, (; = 0.03, €1 = 0.65, 2 = 0.01, €3 = 0.1, ¢4 = 0.7, 5 = 1 and €5 = 0.5.

Based on the above given conditions, the experimental results are shown in Figs. 1-7. The actual and estimated
trajectories of the four robots are given in Figs. 1-4, respectively. Fig. 5 plots the logarithm of tr{P; ,|,} and MSE; ,
for the position of the four robots. Here, MSE; , means the mean square error of the ith robot at the pth instant.
It is not difficult to see that the developed SE scheme has a good performance in the estimation of the trajectories
of mobile robots.

In addition, in order to further clarify how the cyber attacks influence the SE performance, the impact of the attack
probabilities on the estimation performance is analyzed through some comparative experiments. Figs. 6 and 7 plot
the average of the MSE; , of the four robots under different DoS and deception attack probabilities, i.e., Bli, 0=10.9,
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TABLE 11
log(MSE) WITH DIFFERENT DOS ATTACK PROBABILITIES

Time(p) e 40 41 42 43 e 100 101 102 103
Biie =09 .- 5.478 6.066 5.836 5492 ... 7.237 7.301 7.320 7.277
Brie =05 -+ 10060 9939 9.926 9923 ... 11405 11424 11444 11461
Brie=0.1 --- 13555 13581 13.619 13.656 --- 15651 15.678 15.704 15.730

TABLE III

log(MSE) WITH DIFFERENT DECEPTION ATTACK PROBABILITIES

Time(p) e 40 41 42 43 e 100 101 102 103
B2io =015 .- 6432 6.393 6.343 6.271  --- 8.057 8.105 8.127 8.111
B2io =045 .- 9.643 9.496 9.486 9.487 --- 11.006 11.026 11.046 11.062
Boio =075 .- 12161 12136 12.142 12.149 ... 13.598 13.618 13.638 13.658

Biio = 0.5, B1ip, = 0.1, and B, = 0.15, Ba; , = 0.45, B9; , = 0.75, respectively. Subsequently, Tables II and III
present the values of log(MSE) under different DoS and deception attack probabilities, respectively. It can be seen
that the log(MSE) increases as the attack probability increases, that is to say, a higher attack probability can lead
to the degraded accuracy of the proposed algorithm. In other words, more incomplete and inaccurate measurement

information received by the estimator will lead to lower estimation accuracy.

VI. CONCLUSIONS

In this paper, we have tackled the recursive distributed SE issue for time-varying NCNs with RCS, RSDs and
hybrid attacks. Accordingly, a UB on the EEC for each node has been deduced by the mathematical induction
method, whose trace has been minimized by designing the EG in a proper way. Moreover, a sufficient criterion
has been provided to ensure that the SE error is EB in the MSS. Finally, in order to illustrate the efficiency of the
developed recursive distributed SE method, simulation experiments with comparisons and discussions have been
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provided. Furthermore, the possible topics for the future research can be the extension of the main results in this

paper by considering the impact of communication resource constraints.
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