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ABSTRACT

Nowadays the amount of networks of devices and sensors, such as smart homes or smart cities, is rapidly
increasing. Each of these devices generates massive amounts of data on a continuous basis where an
interpretable description of its state is interesting for the experts. This knowledge can be extracted by means
of emerging pattern mining techniques. In fact, it can be extracted locally on each device and joined together
afterwards in order to obtain a global vision of the system without transferring any data. However, the
traditional massive data processing frameworks are focused on the extraction of this global model, which
produces huge amounts of data transfers throughout the network.

This paper proposes a distributed method based on evolutionary fuzzy systems for both the extraction and
subsequent fusion of descriptive emerging patterns in data streams from different sources of the same kind.
First, an evolutionary algorithm following an informed approach for efficient data processing is presented for
the extraction of emerging patterns on the data stream generated by each device, in order to obtain a local
model for each stream. Then, several fusion methods are proposed for the aggregation of these patterns in
order to extract the global model. A wide experimental study has been carried out to analyse the suitability of
the evolutionary algorithm for the extraction of high-quality emerging patterns and its capacity to deal with

concept drift. Finally, the quality of the proposed fusion methods is also analysed.

1. Introduction

The demand for data science-related processes is currently growing
exponentially. This is mainly produced by the huge increase in data
availability due to, among other reasons, the advent of Internet of
Things (IoT) devices [1,2]. These data, which continuously arrive in
the system over time at an undetermined speed, are known in the
literature as data streams [3]. Furthermore, these data often have a
very short lifespan, requiring an immediate response. In this scenario,
it is interesting that learning models are updated and adapted as the
data arrive in the system to avoid learning from obsolete information.

In recent years there has been an important development of static,
massive data analytics [4-6] and data stream analysis techniques [7-
10]. This is evidenced, for example, in the amount and popularity of
the massive data processing frameworks that have been developed so
far such as Apache Spark, Apache Flink or Apache Storm [11-13]. This
software, which represents the current dominant paradigm for massive
data processing, is mainly based on a centralised model in large data
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centres. This centralised paradigm has a fundamental problem in areas
such as IoT: the latency produced by this data delivery prevents an
acceptable response time [14]. This problem has increased the demand
for Artificial Intelligence (AI) services at the edge of the network, which
aims to reduce this latency, and other related problems, by computing
AI models on the IoT device itself [15]. Nevertheless, these Al models
can only learn using the local data generated in that device, providing a
local vision of the system. Therefore, it is interesting to fusion several
local models at different levels of granularity to obtain a model that
contains a global vision of the system. In this way, the knowledge in this
global model can also be leveraged by the local models by giving them
useful information about the environment. This stratified extraction of
knowledge in several levels is especially useful when applied to organ-
isations, as they also present a hierarchy. For example, in healthcare
environments [16-19], or in smart industry [20,21]. The knowledge
can be extracted from the lowest level of the system and then fused to
provide higher-level knowledge to different organisational areas. For
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example, from data extracted from the sensors of each patient in a
hospital, it is possible to extract knowledge about the behaviour of
each patient, whereas the fusion of these patients allows us to extract
knowledge about the state of each room, each floor or the whole
hospital. Also, geographical applications such as smart homes [22],
smart cities [23], smart agriculture [24], among others can benefit from
this approach as knowledge can be extracted from each local area, such
as a home, and the fused to extract the general behaviour of a wider
area, such as a street, neighbourhood or a city.

An interesting kind of knowledge can be extracted through Emerg-
ing Pattern Mining (EPM) [25,26] in this kind of problem. The objective
of EPM is the description of discriminative features in data with respect
to a variable of interest, or the description of emergent behaviours
in data. EPM has been successfully applied in different fields such as
disease management [27,28], renewable energies [29] and social net-
works [30], among others. For data stream mining, several algorithms
where presented for EPM following a window-based strategy were
proposed [31-36]. However, they are computationally expensive, espe-
cially when the number of features increases. Metaheuristic algorithms
for EPM such as Evolutionary Fuzzy Systems (EFSs) were proposed to
improve the efficiency on large datasets and to improve the descriptive
capacities with respect to traditional models [37]. According to these
results, big data [38,39] and data stream mining EFS-based approaches
were developed with interesting results [40,41]. However, all these
models are not able to extract knowledge for each data stream individ-
ually and they are based on a centralised paradigm in which knowledge
retrieval implies unnecessary information transfer. Therefore, the work
presented in this paper is, to our knowledge, the first EFS-based system
that allows the extraction and fusion of different local pattern models
minimising the information transfer for the EPM task.

The main contributions of this work are:

1. An EFS-based learning method for the extraction of emerging
patterns models in the data stream generated by each device that
constitutes the system. These are the local models that compose
the system. For improving the performance in the extraction of
knowledge, an informed approach is employed. This only exe-
cutes the evolutionary process when the quality of the current
model decays significantly. Therefore, the extracted patterns are
updated and adapted only when necessary. In this way, there is
a good balance between resource consumption and the quality
of the extracted solutions.

. A restart system in the evolutionary process inspired by boosting
methods to maximise the description of data stream instances.

. Several fusion methods of the local models previously extracted
in order to obtaining a global, high-level knowledge.

. A scalable and robust approach thanks to an asynchronous and
bidirectional learning approach, where global knowledge can be
further used by the local models and vice versa to improve the
quality of the extracted knowledge.

5. A comprehensive experimental study of the proposed method.

This paper is organised as follows: firstly, the main concepts pre-
sented in this work are shown in Section 2. Next, the main components
of the proposed system and its working scheme are shown in Section 4.
After that, the experimental study, the results extracted and its discus-
sion are depicted in Section 5. Finally, the conclusions of this work are
presented in Section 6.

2. Preliminaries

The proposed system is composed of two elements: an EFS which
extracts a pattern model from the raw data streams generated on
each device and several fusion methods. Hence, several computational
methodologies are employed in this work. In this section, the main
concepts related to this proposal are presented below: data stream
mining and big data (Section 2.1) and EPM (Section 2.2).
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2.1. Data stream mining and big data analysis

A data stream S = {x;,X,, ... } is defined as an ordered and
potentially infinite sequence of instances x, arriving at the system over
time at a variable rate [3]. Due to its nature, data stream mining does
not fit well with classical machine learning problems and algorithms
for the following reasons:

JXps e

1. All the instances in the stream cannot be stored in memory since
|:S| = oo. Therefore, only a subset B C .S can be stored for a short
period of time #;;,, [42].

. The learning model must be periodically adjusted as the in-
stances arrive into the system.

. The response time of the algorithm should always be less than
iim-

. Learning models have to deal with concept drift due to its
continuous and possibly non-stationary nature. Concept drift is
defined as an alteration of the underlying distribution of the data
over time [9]. Therefore, it causes a significant failure of the
trained models over time if it is not correctly handled [42-44].

Considering these features, the development of data stream mining
models must determine the following elements:

1. Memory. It is in charge of collecting the data coming from the
stream and storing them in the subset B to be later processed
and discarded [45].

. Learning process. It is in charge of extracting knowledge from
the data stream, so it must be adapted to be updated incre-
mentally while taking into consideration the effects of concept
drift [7,10,46].

. Concept drift detector. This is an optional element that supports
the learning algorithm on the detection of concept drifts [47-
49]. It aims to perform the replacement, updating or re-training
of the learning algorithm, or any of its components, only when
necessary.

. Evaluation strategy. In data stream mining, classical evaluation
strategies cannot be applied as they require the entire dataset.
One of the most widely used evaluation strategies in this field
is the test-then-train method [50]. This approach is based on
evaluating the current model with incoming data. Afterwards,
this data is used to update the model if necessary.

Data stream mining can be considered a subset within the concept
of big data analysis defined through the so-called 3-V’s model: a large
volume of data, coming from a variety of sources at a high veloc-
ity [51]. In particular, the processing of huge volumes of data requires
the employment of specialised paradigms. One of the most popular
massive data processing frameworks is MapReduce [52] due to its ease
of use, fault tolerance, automation and transparency in the deployment
of computer clusters [4,52,53]. Currently, there are several frameworks
widely employed for processing big data streams such as Apache Spark
Streaming [11], Apache Flink [12], or Apache Storm [13], among
others. Despite its merits, one of the main drawbacks of the MapReduce
paradigm is that it follows a data-centric approach. In this approach,
data travels from the place where it was generated, for example,
a wearable device, to a central server. This transfer of information
between machines produces a delay between data generation and the
possible intelligent response that may be unfeasible in some scenarios.
Recently, the concept of edge computing has emerged, whose aim is to
compute the Al model and its response on the device itself to minimise
these data transfers [15]. However, these Al models are trained only
using their local data. Thus, in this paper, we present a system that
extracts knowledge in the form of local emerging pattern models from
each device. These are then further refined using the application of
different fusion methods to obtain a global vision of the system.
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2.2. Emerging pattern mining

EPM [25,26] is a task that belongs to the Supervised Descriptive
Rule Discovery (SDRD) framework [54] whose objective is the extrac-
tion of patterns that possess a significant change of support from one
dataset D, to another D,. In particular, the set of emerging patterns
is defined as EP = {P|GR(P) > p}, where P is a pattern, GR is the
growth rate metric, described in Eq. (1) and p > 1 is a threshold value.

Through the specialised literature [26,54,55], a wide set of quality
measures have been defined to determine the quality of the patterns
extracted. All these metrics can be defined as a function g : N* > R,
which takes as input the values of a two-class contingency table where
the number of instances correctly/incorrectly covered/not covered by
a pattern is represented as true positives (tp), true negatives (tn), false
positives (fp) and false negatives (fn). A function 2 : P x D — N4 is
also defined to calculate this contingency table, which takes as input a
pattern P € P and a dataset D € D.

In general, for all tasks within SDRD, the descriptive capacity of the
extracted patterns is key to obtain a model that is easy to understand,
as it facilitates the analysis by the expert. This descriptive capacity is
characterised by the search for a balance between three fundamental
aspects:

1. The reliability of the patterns, i.e., how accurate are the de-
scriptions made. It can be determined by the following quality
measures:

» Growth Rate (GR) [25]. It determines the support change
from one class (or dataset) to another.

tp(fp+tn)
fpp+ fn)

+ Confidence (Conf) [56]. It computes the accuracy of the
pattern with respect to its covered instances.

ip
ip+ fp

GR(P) = @

Conf(P)= ()

« False Positive Rate (FPR) [57]. It calculates the percentage
of incorrectly covered instances by the pattern with respect
to the total number of negative instances. This measure
must be minimised.

fp

FPR(P) =
fp+tn

3

2. Generality, in the sense of the number of instances affected
by the descriptions made by the set of patterns. It is mainly
determined by the True Positive Rate (TPR) measure [58] as
it computes the percentage of correctly covered instances by a
pattern with respect to the total number of positive instances.

p

TPR(P) = T+ n

4

. The novelty or interest of the extracted knowledge to the expert.
It is measured by the Unusualness, or Weighted Relative Accu-
racy (WRAcc) [59], which calculates the accuracy of the pattern
with respect to the percentage of positive instances.

tp+ fn
tp+fp+tn+fn>

(%)

tp+ fp
tp+ fp+itn+ fn

tp
ip+ fp

W RAcc(P) =

3. Related works

EPM is closely related to frequent pattern mining and the respec-
tive algorithms share many similarities. One of the key differences is
that the search space in EPM is not convex [60]. This means that
super-patterns of a given pattern can present a higher GR than itself.
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Therefore, the successful association rule mining algorithms based on
the downward closure principle [61] cannot be applied. Dong and
Li [25] introduced the first algorithm for EPM where a border-based
representation is employed to extract all the EPs with a GR higher
than a given threshold using a compact representation. However, this
approach is computationally expensive, especially when the number
of attributes increases. After that, the approaches presented by the
authors are based on extracting subsets of EPs with interesting prop-
erties. In [62] an incremental border-based method is proposed for the
extraction of jumping EPs (JEPs), i.e., those whose GR = oo. Despite
its incremental learning approach, which is interesting from the data
stream mining perspective, it is still computationally expensive as it
extracts all the jEPs.

Later on, inspired by FP-Growth [63], several tree-based approaches
were proposed for EPM [64-68]. Broadly speaking, these methods
employ a compact representation of the dataset in memory using a tree
structure, usually, a CP-Tree [66]. Then, they mine EPs of interest by
applying several pruning strategies. In general, these approaches are
faster than their predecessors but they require recursive reinsertion of
the nodes in the tree (this process is called merge) to correctly extract
the EPs when mining. This is a large bottleneck in processing time and
memory, which is a great limitation when processing large datasets.
Other methods leverage current decision-tree methods such as C4.5,
Random Forest, among others [69-73] to extract EPs from them. This
approach avoids the previous discretisation phase and extracts EPs with
more descriptive capacity than previous approaches through additional
comparison operators in the attribute-value pair.

On the other hand, bio-inspired metaheuristics are another ap-
proach for solving these kinds of problems. These approaches can be
relatively more efficient than previous approaches on massive datasets.
This paradigm has been widely applied in tasks similar to EPM such as
association rule mining [74-76], subgroup discovery [77-79] and in
EPM as well [37]. In fact, in [26] the authors demonstrated that the
descriptive ability of the EPs extracted by evolutionary algorithms is
significantly better than that of traditional methods. These algorithms
do not guarantee the extraction of the optimal set of EPs that satisfy
the imposed constraints. They also present scalability issues due to the
computation of the objective function.

In an attempt to solve these scalability issues several distributed
computing approaches, mainly developed under the MapReduce
paradigm, have been developed for EPM and similar tasks. For example,
several implementations of the Apriori method [80-82], as well as for
FP-Growth [83,84] have been proposed for association rule mining. For
EPM, in [85] a MapReduce version of the CP-Tree is introduced where
local CP-Trees are computed on each mapper and the reduce phase
merges them accordingly. Although this proposal allows the application
of this tree structure to big data, it still requires the computationally
expensive merge procedure which limits its application. Metaheuristic
algorithms were also applied in these tasks for big data. In [86] an
evolutionary algorithm following a local approach is proposed for
subgroup discovery where an NSGA-II algorithm [87] runs in parallel
and the extracted rules on each mapper are combined on the reduce
phase employing a token competition procedure [88]. In [89] a two-
steps genetic programming-based method is presented for associative
classification rules. The first step extracts the rules and the next step
generates the classifier. Here only the evaluation procedure of each
rule is parallelised using MapReduce. Following a similar approach,
in [90] an evolutionary fuzzy system based on NSGA-II is shown where
only the evaluation process is parallelised. In [39] another evolutionary
fuzzy system is proposed following an adaptive NSGA-II approach and
an improved evaluation procedure based on bitwise computations that
significantly improves the computation time as well as the scalability
with respect to the number of attributes.

All the approaches previously presented were mainly designed for
batch processing and they struggle when they are applied within data
stream environments. Many of the methods focused on data stream
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mining on related tasks such as association rule mining have been
oriented towards the extraction of frequent items, without the subse-
quent extraction of patterns [91-93]. Several approaches for EPM have
been presented throughout the literature for handling this kind of data.
In [34,94] incremental border-based algorithms were proposed for EPM
but they are very inefficient. In [31] a block-based, border-based algo-
rithm is shown where items are sorted by the strength measure and EPs
with the highest average strength are extracted. Tree-based algorithms
were also applied for EPM in data streams. For example, in [32] a
version of the CP-Tree for data stream mining is presented where a new
merge procedure is applied to improve efficiency but it is not efficient
enough for high-speed data streams. In [33] a modified version of the P-
Tree called IEP-TFP is shown for the extraction of EPs on ECG data. This
approach maintains two trees and the EP extraction is made by merging
both trees and pruning accordingly. In [95] a method is proposed for
streaming features where an online feature selection algorithm keeps
the best feature while the EP extraction process is carried out in an
offline fashion. Also, several tree-based algorithms following a window-
based approach were presented to tackle this problem recently [35,36,
96]. Finally, metaheuristic algorithms were also applied in different
data stream mining tasks. In [97] a streaming clustering algorithm is
proposed where the FEAC evolutionary algorithm [98] extracts new
clusters only when a concept drift alarm signal is triggered. In [99]
a steady-state evolutionary algorithm is shown for online learning of
association rules. For EPM, in [40] an evolutionary process is presented
where the algorithm runs in an offline phase for all arriving batches of
data. In this method, previous knowledge is employed for both guiding
and updating the model towards good results on the current data.
In [41] an evolutionary algorithm is proposed for the processing of
massive data streams arriving from different sources employing Apache
Kafka for data ingestion and Apache Spark for distributed processing of
data.

The majority of works presented in this section are focused on
extracting knowledge from batch datasets, massive or not, or in single
data streams with several techniques and adaptations to handle this
kind of data. In data stream scenarios, the efficiency of these methods is
limited especially when the number of features increases, so distributed
approaches are mandatory when the amount of arriving instances
exceeds the computing capabilities of the system. Only the approach
presented in [41] shows an attempt to handle at the same time massive
data streams from multiple sources. This approach presents several
disadvantages: 1) it does not extract local knowledge for each data
stream source individually, it only extracts the global one, and 2) it
is constantly transferring data from the source to the processing data
centre. Therefore, the model proposed in this paper is, to the best of our
knowledge, the first EPM-specific work to extract both local and global
information from multiple data streams in a distributed environment.
4. Description of the proposed system

The algorithm proposed in this work is a distributed EFS-based
method for the fusion of descriptive emerging patterns models in
data streams. This method is capable of explaining or monitoring the
behaviour of dynamical systems at different levels of granularity. This
is possible because initially, the proposed EFS-based method extracts
local models of emerging patterns in each device. These provide a
local view of each element of the system. Notice that this computation
is performed on the device itself, so there is no massive transfer of
data. Finally, these local models are fused through different methods
proposed in this work to obtain a global view of the system. It is also
important to highlight that these global insights can be subsequently
exploited by the different devices to guide them towards a higher
quality local model.

The system is described in the following subsections. The proposed
architecture and its main components are described in Section 4.1. The
main features of the proposed EFS are presented in Section 4.2. The
proposed fusion methods are defined in Section 4.3. Finally, Section 4.4
shows the operational schema where all the components presented
above are unified.
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Fig. 1. General scheme of the proposed system. Each C; represents a device and G
represents the fusion node. Each arrow represents an information interchange.

4.1. System architecture and components

The proposed system is made up of a number of components which
are briefly defined below and which will be detailed in the following
subsections:

» A set of C; devices that acquire data through a data stream
for each one, called S;. It is important to highlight that in this
work any kind of device that can collect data, contains some
computing capability, and has some network connectivity can be
suitable for use. This ranges from high-performance computers to
embedded IoT devices. For communication efficiency, this data
will be kept available only in the device itself. Therefore data
is not sent over the network. This is key in IoT applications as
the connectivity of these devices generally relies on connections
with limited bandwidth such as 2G or 3G. These devices extract
a local model 6; = {p;, p,. ..., p,} which contain a set of emerging
patterns p; € P by means of the proposed EFS. The fuzzy patterns
extracted describe the local behaviour of the data stream.

The highest node of the hierarchy, called fusion node G, will store
a model © with more refined knowledge obtained from the fusion
of the local models. Specifically, it will be in charge of receiving
a series of local models 6, and join them through a fusion method
A, so that @ = 4(6,, ....6,).

A schematic of the proposed architecture is presented in Fig. 1. In
this work, a hierarchical client-server architecture is proposed where
the elements communicate asynchronously with each other to avoid
deadlocks. Due to the changing nature of each .S, it is of interest that
the system can take advantage at the lower levels of the information
obtained in the upper layers. In this way, each C; should acquire
knowledge from the surrounding context to improve its learning. To
achieve this, the proposed system performs these steps:

1. C;, following a test-then-train scheme, evaluates its model with
respect to the block of data it receives from its data stream ;.
This is done by computing Q = g (h (6;, B)), where Q is a value
that determines the quality of the local model §; with respect to
the data block B.

. If Q is below a threshold Q,,, then the local model 6, is updated.
This updating process is carried out by a single-objective evolu-
tionary algorithm in order to find patterns that provide a better
description of the data than the current ones.

. After the execution of the proposed evolutionary algorithm, the
new model is sent asynchronously to G in order to be fused
with the global model. C; continues to process the incoming data
blocks from point 1.
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4. Once G receives the local model from C; it merges it with the
existing global model O stored at G. Namely, G performs © =
4(0,06;), where 4 is a fusion method. Finally, G sends © to C;
for further use. Specifically, C; will keep those patterns of the
global model that can be useful for it, e.g., those that provide
a good description of its data stream. In this work, the patterns
with a confidence value (Eq. (2)) higher than a given threshold
are kept.

Finally, it is important to remark that a new device can join the
system at any time during the previous steps. In this case, the fusion
node G just sends O to it in order to provide context, so it does not
operate blindly.

4.2. EFS for the extraction of patterns in data streams

The core of this proposal is a learning algorithm for the extraction of
descriptive patterns in data streams. Specifically, it is an EFS based on
a single-objective genetic algorithm with an archive that will store the
best solutions found so far together with a restart process to avoid the
stagnation that promotes fast convergence while exploring new areas
of the search space. It employs a ‘“‘chromosome = pattern” approach
where an individual in the population represents a potential pattern to
be extracted [100]. These patterns are encoded following a disjunctive
normal form that groups items belonging to the same variable through
disjunctions, while the different variables are connected through con-
junctions [101]. In addition, numerical variables are represented by
means of triangular fuzzy linguistic labels (LLs) [102]. The genetic
operators of this method are the classical binary tournament selec-
tion [103], the two-point crossover [104], and an SDRD-specific biased
mutation operator [37]. After this process, the offspring population
replace the current population following an elitist scheme of size 2,
where the two best parents are kept, while the two worst offspring
are discarded. Using this process, high selective pressure is performed,
so the method will converge faster. Due to the fast convergence, a
restart operator is necessary. This is in charge of filling the archive
of patterns and then moving to other areas of the search space that
contains examples that have not been correctly described by the pat-
terns currently found in the archive. To achieve this, the best individual
in the population is firstly included in the archive. After that, the
instances correctly covered by this individual are removed. Finally, a
new random population is created. The evolutionary cycle will run until
a maximum number of iterations are reached or all the instances of the
block B are correctly covered by at least one pattern of the archive.
Finally, it is important to remark that the initial population includes
the current pattern model 6; so that it contains a memory of the state
of the stream [105].

In SDRD it is required to optimise different objectives. In this
method, a single-objective scheme is proposed in order to speed-up the
evolutionary process. One of the most common approaches to include
different objectives is by means of a weighted sum of them as presented
in Eq. (6).

0bj (P.B) =Y w; - g (h(P.B))

i=1

(6)

where m is the number of objectives considered and w; is the weight
given to objective i, subject to Y w;, = 1. As this evaluation is
intensive, the Bit-LUT [39] technique is employed in order to speed
up this process as much as possible.

4.3. Fusion methods
The second fundamental component of the proposed architecture

is the fusion node, G, which is responsible for filtering and merging
the local models received from the different devices of the network to
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obtain global insights about the state of the system. For this purpose, a
fusion method 4 is used so that the model obtained is © = 4(9,, ..., 0,).

In many cases, a fusion method requires the use of additional
information about the different local models to be merged correctly. For
example, it is required to determine some quality measures to perform
the fusion. However, the computation of these measures on each device
could bias the results. To avoid this bias, the use of a reduced set
of validation data D, associated with G is proposed. This set can be
built, for example, by means of sampling a subset of data from the
different devices. Then the local models 6; can be previously evaluated
with this validation set D, so the fusion method can discard unwanted
knowledge. The advantage of using this validation set is that it can
be easily created by the experts according to their needs. Thus, the ©
model can be redefined as presented in Eq. (7), in which the 4 operator
is conditioned on the validation data D,,.

0 =4@0,,...,0,;D,) @)

This paper proposes several fusion methods that can be used by
experts according to their needs. Specifically, the proposed methods
are:

1. Pareto front extraction. Given a set of quality measures {g,,
&, ...,8y,) of interest to the expert, calculated on the validation
data D,, this fusion method consists of extracting the patterns
that are non-dominated. That is those patterns where at least
one of the target metrics is better than the rest of the patterns
in the set.

o=pelJolErclJo : &) >apVke(l,....m)
i=0 i=0

(®

where n is the number of local models received and m is the
set of objectives set by the expert. Using this procedure, the
expert can obtain a set of patterns that describe the dataset based
on the given objectives. To perform this method efficiently, the
fast sorting method of the NSGA-II [87] algorithm has been
used. This fusion model is interesting as it can extract a set of
patterns that cover the whole spectrum of the objective space.
This can be useful, for example, when the current global model ©
becomes very specialised on one objective and it gets stagnated,
In this way, the diversity within the objectives’ search space is
improved.

. Confidence filter. This consists of keeping only those patterns
whose value in the confidence measure (Eq. (2)), calculated on
the validation data, exceeds an established threshold value a.
In this way, the expert extracts only those patterns that are of
quality with respect to the validation data. This filter is defined
as presented in Eq. (9).

n
o={pe|JoIConf(p.D,) > a} ©)

i=0

This fusion model is interesting when it is required a global

model which precisely describes the validation data. These pat-
terns can also be useful to local models 6; as this knowledge can
be employed to better explore an area of the search space. Nev-
ertheless, it is highlighted that possibly the number of patterns
extracted can be high, which decreases its interpretability.

. Coverage Ratio. This process consists of the elimination of re-
dundant patterns with respect to the validation dataset. To do
so, the algorithm performs two main operations: searching for
highly overlapping patterns and eliminating those ones that are
redundant. To determine the highly redundant patterns, the set
O is calculated as presented in Eq. (10) [106].

" T Ps(p;) N T Ps(p;)

0={(P,',Pj)€’g)9,'|m>a (10)
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where a € [0, 1] is the minimum overlap percentage and T Ps(p)
is the set of instances correctly covered by pattern p. Then, for
each pair of patterns of O, the odds ratio of each pattern is
computed. This is calculated as presented in Eq. (11):

tp-tn
i exp(—w),

11
fp-fp an

OddsRatio(p) = [ fp-n exp(co)]

fp-fp

where w = Z, IL+L L

-+ +L 4 =¥ Zypp = 196 for a 95%
confidence interval. If the intervals p; and p; overlap, then the
pattern containing the largest number of variables is eliminated.
Otherwise, the one with the lowest maximum OddsRatio value is
eliminated. This fusion model allows the extraction of a reduced
set of patterns which is spread throughout the whole validation
data in order to cover all possible instances. It is interesting for
reducing the redundancy and complexity of the model.

. Token Competition [107]. This process yields a set of patterns
whose goal is to describe as many instances as possible with as
few patterns as possible. For this purpose, a niche strategy is
employed in which the best-adapted patterns obtain large parts
of the instance space that cannot be invaded by other less strong
patterns. For this, we first define aset T = {7, 1,, ... | } where
each 7, € {0,1} represents whether instance i of the validation
set has been captured. An order in the patterns is also defined
from a quality measure Q. Initially, token competition sorts the
patterns by the QO metric from best to worst. After this, the
token capture process begins, where each pattern, in order, will
capture those instances that have not been previously captured.
This is determined according to Eq. (12). Next, T is updated
according to Eq. (13).

cp)=T &@TPs(p) AT (12)

T « T v TPs(p) (13)

where @ and - are the binary XOR operations and the comple-
ment, respectively. The final result contains only those patterns
whose ¢(p) value is greater than zero.
n
0 ={p € Jbilew) > 0} a4
i=0
Similar to the previous approach, this method is interesting
for obtaining a reduced and dispersed set of patterns across
the space of validation instances. However, the reduction of
redundant patterns is guided by those patterns that are best
adapted with respect to the objectives. This produces a reduced
set of patterns oriented towards the interests of the expert, which
can be useful in many scenarios. However, the selection of the
quality measure Q significantly influences the result, and its
election is not straightforward.

. Composition of Token Competition and Confidence. This method
aims to obtain a model that contains a set of high precision
patterns that maximises the coverage of the instance space with
a minimum quantity of patterns. For this purpose it is firstly
applied the confidence filter (Eq. (9)), after that the token com-
petition is applied (Egs. (12)-(14)). This process has been widely
applied in several related works with good results [37-39].

e=TC (Conf <L=J) 9,.>)

where T'C() is the token competition process and Conf () is the
confidence filter. The combination of both techniques is interest-
ing when it is required a trade-off between precise description,
coverage of validation instances, and complexity of the model
extracted.

(15)
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4.4. Operational scheme

The pseudocode of the proposed system is presented in Algorithm
1 and Algorithm 2 for the description of the devices C; and the fusion
node G, respectively, in which all the elements described above are
unified.

Algorithm 1 Operational scheme of the device C;

Input:
B: A batch of data collected from the stream.
6;: Current local model.
©: Global model asynchronously received from G. It is empty if its not received.
QO,py: Minimum value for the chosen quality measure to trigger the learning algorithm.
Output:
0;: An updated model for the current batch.
. if @ is not ¢ then
© « filter(®; B) {filter by confidence}
6 < ;U0
end if
. for all p €6, do
Q « Compute quality measure of §; with respect to B
: end for
: if 0 < Qy, then
0; < EFS(9;) {Launch evolutionary learning process presented at Section 4.2}
10: Send 6; to the corresponding fusion node G asynchronously.
11: end if
12: return 6;

ORNIIRWh

Algorithm 2 Operational scheme of the aggregator G

Input:
0;: A local model asynchronously sent from device C;.
©: Current global model in G.
D,: Validation data in G, if required.
A, ...: The aggregation function and additional parameters required to run that function.
Output:
©: An updated set of patterns.
HECIREN IV
1 @ « 4(0.D,) {Section 4.3, one of the proposed fusion methods}
: Send O to device C; asynchronously.
. return O

B WN -

Regarding the device C; presented in Algorithm 1, firstly it is
checked if the global model © has been received from the fusion node.
If so, such a model must be included in 6,. To do so, those patterns in ©
whose confidence with respect to block B is less than a threshold value
are removed (line 2), and then the result is added directly to 6; (line 3).
In this way, the C; device will only use those patterns that are of interest
for its local data. After this, the quality measure Q responsible for
triggering the learning algorithm is computed (lines 5-7). If the value
of Q is below the given threshold value Q,;,, then the EFS learning
algorithm is executed, which will return a new 6, model. This new
model has immediately been sent to the fusion node asynchronously
(lines 8-11).

On the other hand, the operation of the fusion node G is presented
in Algorithm 2. Once it has received a local model 6; (sent in line 10 of
Algorithm 1), the whole model is included in © (line 1). Subsequently,
the chosen fusion method 4 is applied with respect to the validation
data (line 2). Finally, the result of this operation is sent back to the
device C; asynchronously.

5. Experimental study

In this section, a comprehensive experimental study is carried out
to determine the quality of the proposed algorithm. The experimental
framework is shown in Section 5.1. Next, in Section 5.2 the quality of
the global knowledge extracted by the fusion node is analysed.

A similar analysis is carried out in Section 5.3 with respect to the
local models obtained for each device. In this case, both the capacity
to adapt the current global model to the context of the device and its
adaptation to concept drift are analysed. In addition, the execution time
of the proposed method is determined for each device.



A.M. Garcia-Vico et dl

Table 1
Datasets employed in the experimental study.
Dataset #Instances #Attributes. #Classes
Aggrawal 1000000 9 2
Hyperplane 1000000 10 2
Mixed 1000000 4 2
RandomRBF 1000000 10 2
RandomTree 1000000 10 2
SEA 1000000 3 2
Table 2
Parameters of the algorithm in the experimental study.
Parameter Value
Number of LLs 3
Population size 50
Crossover probability 0.7
Mutation probability 0.05
Max. evaluations 5000
Confidence threshold 0.6
Support threshold 0.1

Objectives

WRACcc, Support Diff and Confidence
Weight for each objective (w;) 1

3

5.1. Experimental Framework

In this experimental study, a setup composed of four devices C;,C,,
C; and C, and a fusion node G is proposed. Each device will generate
data from a data stream. In all the cases analysed, each C; will pro-
cess one million instances, divided into 200 blocks of 5000 instances
for each one. In this study, both non-concept drift and concept drift
environments are analysed to determine the behaviour of the proposed
algorithm in both circumstances. Therefore, it is mandatory to have
full control over when, where and the kind of concept drift that is
produced to determine the adaptation capabilities of the proposed
algorithm. In this study, artificial data streams will be employed as
they allow us to have full control over these characteristics, so a better
analysis can be carried out. These data have been generated through the
MOA software [108] which provides us with a set of well-established
artificial data streams widely employed throughout the literature.

Specifically, concept drift will occur, if required, in each device
randomly and independently of each other between block 10 and block
50 of the current concept in order to be as realistic as possible. For
example, device C; will produce an abrupt concept drift at blocks 20,
50, 97, 120 and 165 whereas device C, will generate a drift at blocks
44, 83, 130 and 162, etc. Finally, it is important to remark that each
C; employs the same data generator, but uses a different configuration
on each one. In this way, data present different distributions on each
device. Using this approach an environment where several devices
of the same kind, located at different places, can be simulated. For
example, the same model of smartband is worn by different people,
while performing different activities at different times.

Regarding the fusion node, it will contain a validation dataset D, of
500000 instances. These instances were sampled using the same MOA
generator employed on the devices, but also using different configura-
tions with respect to them in order to generate different data. Following
the previous example, in this case, the validation data can be seen as
a sample of data taken from other persons wearing the same band. In
this study, this environment is simulated on a single computer, where
each component is individually executed on an execution thread. All
the experiments were carried out on a laptop with an Intel i7-7700HQ
at 3.8 GHz and 64GBs of RAM on Linux.

The characteristics of each dataset used are shown in Table 1. The
configuration of the parameters used for the experimental study is
shown in Table 2.
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The source code of the proposed algorithm, together with additional
information regarding the reproducibility of this study is available
under the AGPLv3 license in our GitHub repository.!

5.2. Analysis of the results of the global model

This section presents the results obtained by the global model ex-
tracted in the fusion node G. This study aims to determine the average
quality of the global model obtained after applying the different fusion
methods proposed in Section 4.3 with respect to the validation data
D,. These fusion methods will be compared against the union of all the
received local models, i.e., © = |J_, 0; as it is the most simple fusion
method. This method is the baseline for this analysis.

The average results extracted are shown in Table 3. An analysis of
the different key aspects of EPM can be extracted from this table and
is shown below.

» Complexity of the model. Determined by the number of patterns
and the average number of variables they have. In general, the
complexity of the extracted pattern model is significantly reduced
when applying an operator with respect to the baseline method.
In particular, non-dominance filtering offers the greatest reduc-
tion in the number of patterns, possibly due to the mono-objective
approach employed in the devices, which extracts a set of patterns
that are highly dominated by each other, making the Pareto front
contain very few patterns. On the other hand, confidence filtering
is the one that obtains the lowest average number of variables, at
the cost of a significant increase in the number of rules. In any
case, there is no clear conclusion on this point, so these results
should be considered together with the analysis of the rest of the
objectives.

Interest. Determined by the WRAcc value. In this case, the confi-
dence filter, the token competition operator and the composition
of both allow increasing the interest in the patterns obtained with
respect to the baseline method. Therefore, these fusion methods
allow retaining only those patterns of interest. In particular, the
composition of the confidence filter and token competition shows
a very relevant trade-off value, as the complexity of the model is
significantly reduced with respect to the separate methods while
maintaining the value of WRAcc. This synergy occurs because,
firstly, confidence filtering retains those patterns that are highly
reliable, while token competition allows maximising the coverage
of instances while minimising the number of patterns.
Generality. Determined by TPR. At this point, confidence filtering,
token competition and the combination of both still improve on
the baseline method. However, in this case, the confidence filter
wins. This may be because this filter maintains any pattern with
high confidence even if it is less interesting, i.e., it has a confi-
dence value close to the threshold with a higher TPR. However,
it is observed that the combination of operators maintains a very
positive balance by maintaining a high TPR while significantly
reducing the number of patterns, indicating that the application
of confidence filtering alone extracts patterns that are highly
redundant with each other.

Reliability. Determined by the CONF, GR and FPR values. This
last measure must be minimised. In this case, the combination
of operators obtains the best results in FPR and GR, while the
confidence filter obviously obtains the best results in CONF. These
results follow a similar conclusion to the previous points, where
the combination of operators produces a synergy necessary to
obtain a reduced, reliable and interesting set of patterns for the
expert.

1 https://github.com/agvico/2022_InfFus
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Fig. 2. Average confidence of the local models ¢, for each analysed dataset: (a) Agrawal, (b) Hyperplane, (c) Mixed, (d) RandomRBF, (e) RandomTree, (f) SEA. It is highlighted

that these data do not present concept drift.

Table 3

Average results of the different fusion methods analysed.

Aggregation # Patt. # Vars. WRAcc CONF GR TPR FPR
Union (baseline) 104 5.026 0.515 0.639 0.718 0.109 0.142
Coverage Ratio 62 4.879 0.501 0.614 0.683 0.096 0.187
Confidence 76 4.703 0.565 0.866 0.978 0.176 0.046
Pareto Front 3 5.400 0.507 0.580 0.668 0.100 0.193
TC 39 4.844 0.528 0.667 0.800 0.142 0.087
TC + Confidence 30 4.804 0.562 0.827 0.984 0.168 0.045

In EPM it is necessary to find a good balance between the above
objectives. Based on the average results obtained, in general, it can
be concluded that the operator composed of the confidence filter and
token competition obtains the best model with a good balance between
quality and interpretability. This is due to the fact that, despite not
obtaining the best results in most metrics, it presents quality levels very
close to these with significantly fewer patterns. Therefore, experts may
be able to obtain relevant and easily analysable global knowledge about
the underlying distribution of the different devices that make up the
system.

5.3. Analysis of the performance of the local models

This section presents the results obtained by the local models ex-
tracted on each device 6|, ...,6,. The aim of this section is twofold.
Firstly, it is analysed whether the global model © can be useful for
improving the adaptation of each local model 6; to its local data.
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Finally, the capacity to extract a new local model 6, when a concept
drift is produced by the proposed EFS learning method is analysed. The
concept drift can be defined as a change in the posterior probability
of the target class [9], which in EPM is determined by the confidence
of the pattern. It is important to note that this section only shows
the results obtained by the token competition and confidence filter
aggregation operator, as it is the one that presents the best balance
with respect to the results obtained in the previous analysis.

In Fig. 2, for each analysed dataset, the performance of each local
model 6; is presented as its average confidence for each data block B
without applying any concept drift. Overall, it can be observed that the
local models have excellent average confidence, approximately around
a value of 0.8. This indicates a good adaptation of the global model to
each particular device, together with high accuracy in the description
provided by the obtained patterns. It is highlighted that in Fig. 2(d) and
Fig. 2(e) there is a high variation in quality over time. Nevertheless, it
can be observed that, in general, the accuracy in terms of confidence
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Fig. 3. Average confidence of the local models extracted on each device for each of the analysed datasets: (a) Agrawal, (b) Mixed, (c) RandomRBF, (d) RandomTree, (e) SEA. It
is important to remark that these data present concept drift, which is marked as a dashed vertical line on each plot.

is good in both cases. In fact, the usefulness of the global model &
received by the fusion node is more relevant, as the information coming
from other devices contains useful information to improve the local
model fitting. Furthermore, it can be observed in Fig. 2(d), that when
the quality drops below the minimum confidence threshold, there is
an immediate improvement due to the launching of the proposed EFS
algorithm to extract new knowledge.

The performance of the algorithm with respect to data sets with
concept drift is presented in Fig. 3. This is measured as the average con-
fidence of each local model on each data block. It is important to note
that each concept drift is marked with a dashed vertical line on each
graph. It can be seen that, after a concept drift, the average confidence
of the local model suddenly decays. This is normal behaviour after a
concept drift, given its definition. However, the quality of the local
model significantly improves on the following data blocks. This is due
to the concept drift monitoring system reacting correctly by running
the EFS learning algorithm, which extracts a new model adapted to
the new circumstances. While keeping the same concept, a very similar
behaviour to the one presented in Fig. 2 can be observed.

Finally, Fig. 4 presents the processing time of each data block. In
these plots, the horizontal dashed lined marks an execution time dead-
line of one second which should not be constantly surpassed. It can be
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observed that the informed strategy proposed in this work improves the
average execution time as the processing of data is very fast when no
concept drift is detected. The peaks observed are due to the execution
of the evolutionary process. However, in the majority of cases, the
execution time is far below the given threshold of 1 s of execution time.
This means that the proposed evolutionary process can extract good
results in a reasonable time thanks to its fast convergence. Therefore,
the proposed algorithm is a good alternative for the extraction of
robust and quality patterns with a great balance between its descriptive
capacity and its ability to adapt to changes.

6. Conclusions

In this paper, a distributed EFS-based method for the extraction
and fusion of emerging patterns in data streams coming from different
generating sources is presented. On the one hand, an EFS which is in
charge of extracting emerging patterns describing the local behaviour
of each particular stream is presented. On the other hand, several fusion
methods of these local emerging patterns are presented to obtain global
knowledge. This way, the local models can obtain a local vision of the
system without the transmission of huge volumes of data, whereas the
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global model gives us a whole vision of the system. To the best of our
knowledge, the method proposed in this work is the first EPM method
that uses this working scheme.

The EFS learning method follows an informed strategy based on a
change monitoring system to find a good balance between the quality
of the extracted knowledge and the computational efficiency. It is based
on a single-objective evolutionary algorithm with a restart system that
allows redirecting the search for new patterns to areas of the space not
covered by the best patterns extracted so far.

The proposed system has been analysed in an experimental study.
Firstly, the quality of the global model obtained by the application of
the different fusion methods proposed is analysed. The conclusion is
that the fusion method based on the combination of confidence filter
and token competition obtains the best balance between global model
complexity, interest, reliability and generality.

Finally, the usefulness of the knowledge within the global model to
be employed by the local models has been analysed. Also, the capacity
of the learning method to extract an updated local model when a
concept drift occurred is analysed. It has been demonstrated that the
proposed method can effectively adapt to abrupt concept drifts and
correctly extract useful information from the global model to improve
the description of the data of each local model.

Block

(e)

Fig. 4. Average execution time of each data block, on each device, for each dataset analysed: (a) Agrawal, (b) Mixed, (¢) RandomRBF, (d) RandomTree, (e) SEA. It is important
to remark that these data present concept drift, which is marked as a dashed vertical line on each plot. Also, the dashed, horizontal red line shows the execution time deadline.
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Overall, the proposal is a promising approach for the extraction of
emerging patterns in this type of environment. Therefore, this work
opens an interesting research line regarding the development of new
methodologies for extracting emerging patterns in these local envi-
ronments, fusion methods and the combination of these techniques to
improve the extraction of higher-level knowledge.
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