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Abstract: Concept drift (CD) in data streaming scenarios such as networking intrusion detection
systems (IDS) refers to the change in the statistical distribution of the data over time. There are five
principal variants related to CD: incremental, gradual, recurrent, sudden, and blip. Genetic program-
ming combiner (GPC) classification is an effective core candidate for data stream classification for
IDS. However, its basic structure relies on the usage of traditional static machine learning models
that receive onetime training, limiting its ability to handle CD. To address this issue, we propose an
extended variant of the GPC using three main components. First, we replace existing classifiers with
alternatives: online sequential extreme learning machine (OSELM), feature adaptive OSELM (FA-
OSELM), and knowledge preservation OSELM (KP-OSELM). Second, we add two new components
to the GPC, specifically, a data balancing and a classifier update. Third, the coordination between
the sub-models produces three novel variants of the GPC: GPC-KOS for KA-OSELM; GPC-FOS for
FA-OSELM; and GPC-OS for OSELM. This article presents the first data stream-based classification
framework that provides novel strategies for handling CD variants. The experimental results demon-
strate that both GPC-KOS and GPC-FOS outperform the traditional GPC and other state-of-the-art
methods, and the transfer learning and memory features contribute to the effective handling of most
types of CD. Moreover, the application of our incremental variants on real-world datasets (KDD Cup
‘99, CICIDS-2017, CSE-CIC-IDS-2018, and ISCX “12) demonstrate improved performance (GPC-FOS
in connection with CSE-CIC-IDS-2018 and CICIDS-2017; GPC-KOS in connection with ISCX2012
and KDD Cup ‘99), with maximum accuracy rates of 100% and 98% by GPC-KOS and GPC-FOS,
respectively. Additionally, our GPC variants do not show superior performance in handling blip drift.

Keywords: stream data classification; concept drift; incremental learning; genetic programming
combiner; intrusion detection; transfer learning

1. Introduction

In recent years, all professions and trades have continued to generate large amounts of
data, thanks to the rapid development of big data (BD), Internet of Things (IoT) technology,
and artificial intelligence (AI) [1]. Data streams, such as network data, weather forecast
data, wireless sensor data, and financial and grid data, among others, are being utilised
extensively [2]. Data stream mining in particular has a wide range of applications, such as
fraud detection [3], spam filtering [4], intrusion detection [2], stock prediction [5], user inter-
est prediction [6], and other applications for modern society [7]. Data stream classification
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has become a critical learning topic in recent years. High speed, nonstationary data distri-
bution and limitless duration are characteristics of most of these data [8]. Furthermore, the
rapid emergence of Industry 4.0 and Industry 5.0, which embed various sub-technologies,
including IoT [9], AI[10], and robotics [11], has impelled researchers to focus on addressing
data stream classification, including its unique issues and challenges [12].

With network attacks and cybercrime posing an ever-intensifying threat to consumers,
businesses, and governments, intrusion detection systems (IDS) have become a crucial
aspect of network security [2]. These solutions aid in identifying and thwarting hostile
activities while safeguarding information systems, sensitive data, and assets. An IDS
employs ongoing analysis of various types of data logs, including network traffic and
application/system logs, to detect suspicious activity and unauthorised access attempts
on a computer system or network. Specifically, network traffic logs can be considered
streaming data, and an IDS can be viewed as a smart learning agent that uses historical
attack data to predict and classify future ones [13].

Numerous investigations have demonstrated promising outcomes in the field of IDS
through the application of machine learning (ML) and deep learning techniques [14].
However, many of these studies have relied on static data sources, failing to take into
account the dynamic nature of the technology [15]. Traditionally, ML focuses on using
unvarying data that adequately represent the underlying distribution; however, in actuality,
modern problems often do not conform to such simplified models. Real-world applications,
such as IDS, often involve data distributions that change over time, leading to the problem
of non-stationary learning or concept drift (CD) [16]. This requires adaptive learning
techniques that can handle evolving data and consistently maintain high classification
accuracy.

The issue of CD, or the gradual change in data characteristics, is common in data
stream-based learning problems, including IDS [17]. The dynamic nature of the target
concepts can negatively impact the performance of classifiers trained on past data. To
address this issue, classifiers must be adjusted to adapt to the changing conditions [18].
Various forms of CD, including sudden, gradual, incremental, recurrent, and blip, are
illustrated in Figure 1 [19].

Furthermore, real-world applications are often characterised by the presence of multi-
ple types of CD, which can limit the effectiveness of existing approaches that are designed
to address only one type of change [20]. Hence, developing strategies to address CD is an
urgent research topic.

In addition to CD, class imbalance is another challenge in the field of data stream
classification in general and IDS in particular [21]. Class imbalance refers to the situa-
tion where instances in the positive or minority class are significantly underrepresented
compared to instances in the negative or majority class. This creates a bias towards the
majority class, which traditional classifiers cannot handle. Ensemble methods are a popular
approach in ML and can be used to address class imbalance, among other problems [22].
Furthermore, they have proven to be highly effective for data streams because of their
accuracy-oriented design, leading to improved predictive performance, generalisation
capabilities, and robustness. Thus, ensembles offer unique ways to manage CD and class
imbalance [23].
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Figure 1. Conceptual diagram of the main variants of concept drift: (a) sudden, (b) blip, (c) recurrent,
(d) incremental, and (e) gradual [19].

The goal of our contribution is to propose a novel framework for IDS with the capa-
bility to handle the majority of variations of CD. It uses ensemble learning based on the
Genetic Programming Combiner [24] to deal with both CD and class imbalance issues in
IDS. Our proposed framework features the embedding of incremental learning variants of
classifiers by providing three options to the user: gradual learning, preserving previous
knowledge when features change, and restoring previously gained knowledge when its
corresponding features are active again. Hence, the proposed framework is suitable for sud-
den, incremental, gradual, recurrent, and combined variations of CD. Our key contributions
are as follows:

e  To the best of our knowledge, this paper provides the first data stream-based classifi-
cation framework that addresses CD variants.

e It provides various novel strategies for handling CD, such as using an ensemble
learning-based GPC, incremental learning using online sequential extreme learning
machine (OSELM), and transfer learning (TL).
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e It proposes the usage of knowledge preservation OSELM (KP-OSELM) to contend
with certain variants of drift that require restoring previous memory, such as sudden,
recurrent, and gradual.

e Two novel components are added to the GPC: data balancing and classifiers update.
Additionally, a specific coordination between the various sub-models in an incremental
GPC is proposed.

e It provides an evaluation of two types of data: synthetic data and real-world data.
The real-world data belong to more than one field, with a focus on network IDS. The
evaluation includes a comparison against several state-of-the-art methods and the
usage of time series classification.

The phenomenon of CD in data streaming scenarios, such as IDS, occurs when the
statistical distribution of the data changes over time. This can impact the accuracy of IDS,
resulting in false alarms or missed attacks.

To address this challenge, this work proposes an extended variant of the GPC classifica-
tion method, utilising incremental learning to adapt to changes in the statistical distribution
of the data. By replacing existing classifiers with alternatives, adding two new compo-
nents to the GPC (data balancing and classifiers update) and coordinating between the
sub-models, a framework is developed to handle different variants of CD in IDS.

This paper emphasises the significance of addressing CD in IDS to enhance cybersecu-
rity. The utilisation of incremental learning is shown to achieve more accurate and effective
detection of security breaches, highlighting the potential for future research in this area.

The paper is structured as follows: Section 2 reviews state-of-the-art methods currently
being utilised. Section 3 provides background information, and Section 4 outlines the
methodology used in creating the proposed framework. Next, Section 5 presents the
experimental work and results. Section 6 highlights the advantages of the developed
incremental GPC, and finally, Section 7 draws several conclusions and presents future
work.

2. Literature Survey

The literature review is divided into two subsections. The first subsection reviews
the methods that have been developed for IDS to detect and handle CD. The second
subsection examines the methods that have focused on dealing with different variants of
CD, regardless of the application area.

2.1. CD-Aware IDS Methods

One approach proposed in [24] is an ensemble-based framework for online IDS, where
the ensemble is updated through an incremental stream-oriented learning scheme. This
approach uses genetic programming (GP) to derive a combiner function and is supported
by a system architecture that integrates drift detection and adaptation. However, this
approach lacks support for incremental learning, which may affect its ability to adapt to
certain variants of drift, such as gradual drift.

In [2], the researchers developed a distributed ML-based ensemble technique to detect
the presence of CD in network traffic and detect network-based attacks. The work is
divided into three parts: using Random Forest and Logistic Regression as level zero
learners, adopting Support Vector Machine (SVM) as a level one learner, and introducing
sliding window-based K-means clustering. However, the performance of their approach
using different variants of CD is not reported.

Another approach proposed in [17] is INSOMNIA, an intrusion handling method that
continuously updates the underlying ML model when CD occurs. Both active learning
and label estimation are used to reduce latency in model updates and labelling overhead,
respectively. Additionally, an explainable Al is used to better interpret how the model
reacts to shifting distributions. However, this approach does not handle the recurrent, blip,
and combined variants of CD.
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In [25], the authors proposed an approach for CD detection in real-world security
applications operating under realistic threat models. They used an embedding network
with a contrastive loss objective to capture the similarity /dissimilarity of samples and a
novel distance function that captures both instance and class-level fidelity to train an NCM
classifier. However, their approach does not focus on adaptation and fails at detecting
incremental drift.

In [20], the authors proposed an adaptive approach for online IDS that uses stream-
oriented learning to adapt to CD in real-world environments. Specifically, they utilised
an Adaptive Random Forest classifier with an Adaptive Windowing (ADWIN) change
detector to detect changes in the data stream and adapt to drift detection. However, the
authors did not evaluate the performance of this method on different types of CD.

The authors of [13] conducted a comparison of three online heterogeneous ensembles
for IDS in terms of their response to CD, performance accuracy, and run-time complexity.
The results indicated that the ensemble comprising an Adaptive Random Forest of Hoeffd-
ing Trees combined with a Hoeffding Adaptive Tree had the best performance in handling
CD. However, the study did not evaluate the performance of these ensembles on various
types of CD.

In [26], a hyper-heuristic framework was proposed to handle CD in IDS, which
included genetic optimisation, neural networks, and online-offline stream clustering. How-
ever, the performance of this approach was not evaluated with respect to CD variants.

The study described in [1] proposed an approach to predicting CD in real time for a
data stream of social network attacks. The method is based on online learning algorithms
and employs a fusion of experts to identify anomalies in the data stream. This approach is
distinct from previous research in the field and offers a novel solution for addressing the
challenge of detecting CD in social network attack data streams.

In [27], a novel intrusion detection model based on reinforcement learning was pro-
posed. The model is designed to operate for extended periods without frequent updates
and consists of two strategies. The first strategy uses an ML scheme as a reinforcement
learning task to achieve long-term learning, which results in high reliability and classifi-
cation accuracy over time. The second strategy involves model updates using TL and a
sliding window mechanism, which minimises the need for computational resources and
human intervention. This approach enables the model to adapt to changing environments
and learn from new data without compromising its accuracy.

In [28], a technique was proposed for detecting Botnet cyberattacks using a dynamic
sliding window based on residual projection. The technique utilises CD analysis and
dynamically updates the sample number by comparing anomalies during the process of
finding concepts in data streams.

The authors of [29] presented a multistage automated network analytics framework
for adapting to CD in industrial IoT systems. The proposed framework consists of four
stages: dynamic data pre-processing, a drift-based dynamic feature selection method, dy-
namic model learning and selection, and a window-based weighted probability averaging
ensemble model. The framework aims to effectively adapt to changing conditions in in-
dustrial IoT systems by dynamically selecting relevant features and models based on CD
analysis. The study presented in [30] introduced a drift detection technique that utilises
the principal component analysis (PCA) method to monitor changes in the variance of
features in intrusion detection data streams. To counter these drifts, an online deep neural
network (DNN) that dynamically adjusts the sizes of the hidden layers based on the Hedge
weighting mechanism was discussed, thus enabling the model to steadily learn and adapt
as new intrusion data emerge.

Table 1 provides an overview of existing models in the literature for data stream
prediction.
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Table 1. Overview of existing models for data stream prediction with an awareness and handling of
CD for IDS application.

No Article  Classifier InCI‘eIFlental CD Detection Method Dataset
Learning
Drift detection model
1 [24] Ensemble classifiers X (DDM) module analyses ISCX IDS
the data stream
Random Forest and Logistic Sliding window-based ~ CIDDS-2017, NSL-KDD,
2 [2] Regression, SVM, K-means X .
. K-means clustering Testbed datasets
clustering, Ensemble
3 [17] INSOMNIA, a semi-supervised IDS v Incremental learning CICIDS-2017
4 [25] NCM classifiers X CD detection using auto Network and URL datasets
encoder
Adaptive Random Forest with
5 B0 Adaptive Windowing (ADWIN) x ADWIN CIC-IDS 2018
K-nearest neighbour, SVM,
6 [13] Hoeffding Adaptive Tree, Adaptive X ADWIN KDD Cup 99
Random Forest, SVM
7 [26] Extreme learning machine X X KDD Cup 99, NSL-KDD
Landsat
8 [ Linear-order algorithms and x Online fusion of experts  NSL-KDD, ISCX
Gaussian-order algorithms
9 [27] Reinforcement Learning X X MAWIFlow
Dynamic Residual
10 [28] CNN and LSTM X Projection Method Bot-IoT
11 [29] Ensemble classifiers X ADWIN and EDDM CICIDS-2017, IoTID ‘20
12 [30] DNN X PCA_B.a%d Drift traffic traces dataset
Detection
KDD Cup 99, CICIDS-2017
OSELM, FA-OSELM and ! !
Our approach KP-OSELM v DDM CSE-CIC-IDS-2018, and

ISCX2012

2.2. CD-Aware Methods

The detection and management of CD in a data stream has been addressed in a variety
of ways. A hybrid block-based ensemble was presented in [31] by means of a framework
for multi-class classification in dynamic data streams. In order to respond to various forms
of drift, the multi-class framework intends to integrate the key benefits of an online drift
detector for a k-class problem and the idea of block-based weighting. However, the strategy
has not been tested against every kind of notion drift, and it has not been evaluated against
other adoption strategies.

An incremental-decremental SVM CD model with an adjustable shifting window
(AIDSVM) was suggested in [32]. It has two key benefits: it is faster than a standard SVM
since there is no need for retraining because the model is adjusted on the fly, and it is more
accurate because irrelevant samples are eliminated at the right time based on the Hoeffding
test. However, the incremental solution is often built more slowly.

Recurrent Adaptive Classifier Ensemble (RACE), a developing method, was sug-
gested in [33] to handle repeating notions. The algorithm employs a drift detector to
check whether a drift has occurred. According to the results, the algorithm’s prediction
accuracy for nonstationary time series data is improved by knowledge transfer and drift
detection. However, the RACE algorithm can be computationally expensive because it
needs a substantial amount of memory for storage of all the extremely diverse classes and
for storage needs during concept transfer. The ensemble’s utility with nonstationary series
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data, where a classification delay might be expensive, is further compromised since the
concept transfer procedure takes longer and therefore slows the convergence to recurrent
ideas.

Probabilistic Exact Adaptive Random Forest with Lossy Counting (PEARL) was pro-
posed in [34]. It was developed to replace drifting trees with pertinent trees previously
constructed using both an accurate method and a probabilistic graphical model with Lossy
Counting. The precise method uses pattern matching to identify the collection of drifting
trees that co-occurred in previous forecasts. The replacement of trees among recurrent
CDs is being captured by a probabilistic graphical model that is simultaneously being
developed. When the graphical model is stable, it takes the role of the precise method and
uses a probabilistic search to identify pertinent trees. Additionally, Lossy Counting is used
to offer an additional theoretical assurance for both error rate and space complexity to the
graphical model. However, because of the absence of ensemble learning, the system runs
the danger of bias, and it ignores some categories of notion drifts.

A system named Nacre was introduced in [35], which can carry out proactive drift
detection and live updates to enable seamless adaptation of idea drifts. A drift coordinator
foresees the following drift point and evaluates the entering idea. In the end, this will
improve classification performance accuracy.

Diversity was suggested as a framework in [36] to deal with various sorts of drift. The
framework employs clustering in the model space in an original way to create a varied
ensemble and spot recurring ideas. The ensuing variety also hastens adaptation to various
forms of drift in which a new notion resembles an earlier concept. However, the framework
has been criticised for containing no provision for balanced learning.

The heterogeneous adaptive ensemble model for the categorisation of data streams
was presented in [8]. It utilises a dynamic class weighting system and a strategy to keep
the ensemble members’ variety. A heterogeneous set of basic learners (Naive Bayes, k-NN,
and decision trees) make up the model, which has an adaptive mechanism that considers
both the ensemble’s diversity and the members’ individual performances. However, it has
been faulted for neglecting some types of conceptual deviations.

Kappa Updated Ensemble (KUE) is an ensemble approach proposed in [37] that
combines online and block-based techniques for handling CD, utilising the Kappa statistic
to dynamically weight and select base classifiers. To increase diversity, each base learner
is trained on a separate subset of characteristics and updated with fresh examples with a
specific probability following a Poisson distribution. New classifiers are only included in
the ensemble if they significantly improve its quality, and each base classifier can abstain
from voting, enhancing the algorithm’s robustness. However, KUE has been tested only for
frequent drift scenarios.

Broad Ensemble Learning System (BELS), a stream classification method based on the
original BELS, introduced in [38], leverages a dynamic output ensemble layer to overcome
its limitations. However, it cannot operate with semi-supervised learning. In [39], Perfor-
mance Weighted Probability Averaging Ensemble (PWPAE) was proposed for analysing
data streams in the IoT. This option is distinctive because it assigns dynamic weights to
base learners based on their current performance, rather than using predetermined or fixed
weights. The algorithm uses ADWIN and DDM to detect drift. In their study [40], the
authors proposed the AdlIter method for adapting to concept drift quickly. Adlter is based
on GBDT, which helps the GBDT model in selecting the optimal strategy for adapting,
whether it be through retraining or tuning. Table 2 summarises the techniques based on
the classifier, application, method, drift detection technique, and variant of CD assessed.
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Table 2. Overview of existing models for data stream prediction with an awareness and handling of CD with the variants of drifts used for evaluation.

) . L. Incremental CD Detection Variants of CD Evaluated
No  Article Classifier Application . Dataset
PP Learning Method Sudden Incremental Gradual Recurrent  Blip
Generic
13 [31] Ensemble classifier General X scheme of drift Vv X v V X Wave, Sea, RBFGR, Tree R, Elec, Airline
detector
14 [32] SVM General X ADWIN Vv X i X X SINE1, CIRCLES, COVERTYPE
i i KDD Cup ‘99, Sensor Data, Hyperplane
15 [33] Ensemble classifier General X Not specified Vv X v V X Stagger LED, SEA, Airlines, Cover type
16 [34] Random forests General X Not specified Vv X v Vv X Electricity Rain, Airlines Covtype, Sensor
Recurrent drift Proactive Drift
17 [35] classifier General X Detection Vv X V X X Agrawal, Random Tree, data generators
Clustering in
. the Model KDD Cup ‘99, Sensor, Power Supply, Sinel,
18 [36] Ensemble classifiers General X Space i X v i X Sine2, Agrl Agrd, SEA1, SEA2, STAT, STA2
(CDCMS)
Heterogeneous
ensemble classifiers . KDD Cup ‘99, ELEC, Airlines, AIRL, COVT
19 (81 (Naive Bayes, k-NN, General x Not specified v x v x x MIXEDBALANCED WAVEFORM, RBF
decision trees)
Kappa RBF, Random Tree, Agrawal, Asset
o Updated Negotiation, LED, Hyperplane, Mixed, SEA,
20 (371 Ensemble classifiers General x Ensemble v x v v x Sine, STAGGER, Waveform Power supply
(KUE) Electricity
Major Spam, Electricity, Email, Phishing, Poker,
21 [38] Ensemble classifiers General X accuracy Vv X v Vv X Usenet, Weather, Interchanging RBF,
decline MG2C2D, Moving Squares, Avg. Rank
. ADWIN,
22 [39] Ensemble classifiers General X DDM Vv Vv Vv Vi X I0TID20 and CICIDS-2017
Elastic gradient Adaptive .
23 [40] boosting decision General X iterations Vv v X X X Electrlcggflil\i/l\:eatsk;zez SI;?’I% %5;1? E:Il{{lg senet2,
tree (eGBDT) (Adlter) & & ’ !

OSELM, FA-OSELM KDD Cup ‘99, CICIDS-2017,
Ourapproach ™ | 4 KP-OSELM DS v DDM v v v v v CSE-CIC-IDS-2018, and ISCX2012
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2.3. Literature Gap

The literature review indicates that while current methodologies for CD-aware IDS
have considered knowledge updating and detection, they fail to account for various types
of CD and lack evaluation of their strategies in relation to these types. Recent strategies
for addressing CD in a data stream have been developed, but none have been assessed
in terms of all possible variants. Incorporating memory into the model is essential for
handling sudden and recurrent CD, as prior knowledge is required for the future. Given
the importance of CD variation, developing a ML model capable of not only detecting CD
but also managing it remains a research gap that has yet to be addressed.

3. Background

This section provides background information on three classifiers that are utilised in
the proposed method: OSELM, feature adaptive OSELM (FA-OSELM), and KP-OSELM. It
also gives an overview of the baseline method, GPC, which is used in the study.

3.1. Background of OSELM, FA-OSELM and KP-OSELM
3.1.1. OSELM Review

In many applications, data are continuously generated over time rather than available
in advance. As a result, it becomes necessary to train on the data block each time new data
become available. In [41], OSELM, a mathematical method for conducting online sequential
learning for ELM, was developed, consisting of two major phases. In the boosting phase,
the primitive ELM method and a few batches of training data are used to train single hidden
layer feed-forward networks (SLFNs). After the boosting phase, the boosting training data
are discarded, and the OSELM learns the training data one by one or chunk by chunk.
Once the learning procedure is complete, all the training data are discarded. The OSELM
algorithm’s process is outlined in Algorithm 1, and the symbols used are explained in
Table 3.

Ho=[hy, ... hgl,

Where: hi=[g (Wi X;+b1),...,g Wy X+ bg)l"i=1,..., ;
ety = [§(W1 — X; + b1), ..., § Wy X + b)I" @
Myhy + h My
My 1 = My — 1+ nT ]\/[H}_ll 1 v
+ e Ve +

Table 3. Symbols and their descriptions.

Symbol Description Symbol Description

N The number of inputs H Output matrix

xi The record of features T Target vectors

t; The target of certain record m Number of features

i An index k Index

b; Biases My Intermediate matrix

g(x) An activation function RLS Recursive least square

Ny, The number of neurons w; Weights between input hidden layer

B Weights between hidden output layer C Regularisation parameter




Sensors 2023, 23, 3736

10 of 34

Algorithm 1. The pseudocode of the ELM (OS-ELM) algorithm.

Input:

MR={(X;, t)|X; €R", t; cR",i=1,.. 6N}
Output:

trained SLFN

Start Algorithm

1: Boosting Phase:

2: Assign arbitrary input weight W; and bias b; or center y; and impact width o; ,i =1,...,N.

3: Calculate the initial hidden layer output matrix in Equation (1)

4: Estimate the initial output weight ﬁ(()) = MOHOT To, Where M = (HUT Hp) 'and Ty = [tL...,tN]T.

5:Setk = 0.

6: Sequential Learning Phase:

7: For each further coming observation (Xj, ¢;), where, X; € R", t; €, R" and i = N+1,N+2,N+3,...,do
8:  Calculate the hidden layer output vector in Equation (2)

9:  Calculate latest output weight %+ based on RLS Equation (3)

10: Setk =k + 1.

11: end

12: End Algorithm

3.1.2. FA-OSELM Review

In [42], FA-OSELM was developed as a model that transfers weight values from
the previous classifier to the new one. In essence, it is a technique for transferring prior
knowledge from a pre-existing neural network to a new one, which considers the difference
in the number of features between them. Since the number of hidden nodes (L) remains the
same in both networks, FA-OSELM provides an input-weight supplement vector Q; and
an input-weight transfer matrix P. These allow for the transition from the old weights a; to
the new weights ai, with consideration for the equation that accounts for the change in the
number of features from m; to m;, 1:

M= { w'i=w;.P+ Qi}iL:1 5)
Py oo Pim,
P=|: ©)
Pmtl e Pmtmt+1 XMy
Qi =1 Q1. Quts1 [T X144 @)
where matrix P must adhere to the following rules:
a. For every line, there is a single ‘1’; the rest of the values are all ‘0".
b.  Every column has no more than a single ‘1’; the rest of the values are all ‘0".
c. Pj; = 1 signifies that following a change in the feature dimension, the ith dimension
of the original feature vector will become the jth dimension of the new feature vector.
d.  When the feature dimension increases, Q; will function as the supplement. It also

adds the corresponding input weight for the newly added attributes. Furthermore,
the rules below apply to Q;.

e. Lower feature dimensions indicate that Q; can be termed as an all-zero vector. Hence,
no additional corresponding input weight is required by the newly added features.
f. In cases where the feature dimension increases, if the new feature is embodied by the

ith item of w’;, a random generation of the ith item of Q; should be carried out based
on the distribution of w;.

3.1.3. KP-OSELM Review

In [43], KP-OSELM was introduced, which is a modified version of OSELM that aims
to retain the weights of inactive features and utilise them when they become active. The
learning equations of this method closely resemble those of classical OSELM but with the
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use of tensing as the objective function and changes to the constraint of zero features within
one data chunk.

The boosting equations, shown in Equations (7)—(10), and the iterated equations,
shown in Equations (11)—(14), differ from those of the classical OSELM equations [44], in
terms of input data. In KP-OSELM, the input vector X; is not utilised; instead, it is replaced
with vector X;, which is computed using Equation (12). This equation shows that vector X;
has the identical element as X; for active features, and the non-active features are assigned
zeros. I denotes the active features, while F denotes the entire feature set.

B = MyH{yo 8)
My = (HiHp) ©)
yo=[yr- .yl (10)
Ho = [l h]" (11)

. . T
h; = [tansig (W;. X; +b1), . tansig(WN.Xi—l—bﬁ),] ,i=1,...,N~ (12)

X; = (%))
T 13
% {O; otherwise 13)
I= {i1,i2,. Zk} Q F= {1,2. . 71}
B = B0+ Mesahir (] — hE,p0) (14)
Myhy + hl . My
Mg = My — ——— L= (15)

Algorithm 2 presents the pseudocode for the learning and prediction phases, which
begin with the boosting phase that trains the initial SLFNy network with the boosting data
(Do, yo)- The data consist of the RSSI information associated with active features, along
with the location of each record. The encode function is utilised to represent non-active
features with zero values. The process is repeated for every available data chunk, where
each chunk contains an equal number of active features. It should be noted that the training
and prediction functions use the same formulas as those used for OSELM, which are given
in Equations (2) and (4).

Figure 2 illustrates the neural network’s evolution as it moves from one set of active
features to another and its relationship with the inputs. It is important to note that KP-
OSELM'’s structure or topology remains unchanged, unlike FA-OSELM, which updates
the input number based on the active features and utilises a separate TL block to transfer
the necessary weights from the previous network to the new one, as shown in Figure 2a.
In contrast, KP-OSELM retains all inputs, regardless of whether they are active or non-
active, as depicted in Figure 2b. However, to ensure that the activation functions pass
through (0,0), non-active features are encoded with the same value of zero for the current
tansig. The purpose is to eliminate the influence of non-active features in the network’s
decision-making process.
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Algorithm 2. The pseudocode for training and prediction using KP-OSELM.

Input:

(1) Dy

(2) SLENy

Output:

(1) ACC

Start:

.. xp = Encode (Dy)

. SLEN; = OSELMTrain (SLEN), xo, yo)
sfork=1unitN

—_

2
3
4 xx = Encode (Dy)
5: Yy = Predict(SLFNg, xy)
6 ACC = calculateAccuracy (fk, yx)
7: SLFNgi; = OSELMTrain (SLFNy, xt, i)
8: end

9: End Algorithm

Transfer learning

[ X5
-
Input Output
Samples Label
a
Inactive
Features
Active
Features
Output
Label Output
Input Label
Samples

Figure 2. The evolution of a Single Layer Feed-forward Network (SLEN) with respect to the changes
in the number of features. The structure of two variants of Online Sequential Extreme Learning
Machine (OSELM) algorithms, namely, Feature Adaptive OSELM (FA-OSELM) and Knowledge
Preserving OSELM (KP-OSELM), are shown in (a) and (b), respectively.
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3.2. GPC

The goal of the GPC is to build a graph of classifiers with operators for aggregating
between them and to use it for prediction, and GP is the process by which the graph is built.
An example of one graph is given in Figure 3.

OWo
o
oo,
ofoxo

Figure 3. An example of a GPC graph: the nodes represent one classifier or one aggregation operator
between one or more classifiers. Some operators are max, average, and weighted average. The
classifiers range from Cy to Cg [24].

The pseudocode of the main algorithm is presented in Algorithm 3 of the GPC. It
accepts an instance from the data stream x with the corresponding label y, as well as the
buffer (designated as buffer), an ensemble of data structure (designated as ensemble), drift
detection object (designated as DDO), the maximum number of classifiers in the ensemble
(designated as maxC), the number of instances in the buffer to apply model induction
after exceeding it, and a Boolean variable that indicates a drift occurrence (designated as
drift). In addition, the algorithm takes NumHiddenNeurons and ActivationFunc as inputs.
The first one, NumHiddenNeurons, indicates the number of classifier neurons that will
be provided to the ensemble, and the second one, ActivationFunc, indicates the types of
activation functions used for each classifier. The output of the algorithm is the updated
ensemble, buffer, and drift. The algorithm uses the input data to detect the existence of drift,
update the ensembles in the case of drift, and return new, updated classifiers and buffer to
the next iteration. The first step of the algorithm is to check for the existence of a current
ensemble; if the ensemble is still Null, which indicates the initial starting of the algorithm,
the algorithm calls the initialisation. The initialisation returns a set of classifiers that will be
used randomly for creating the first ensemble using createEnsemble. The second step of the
algorithm is to use the current ensemble to predict the class of x using globalSupportDegree.
The ensemble uses an existing graph of classifiers to enable the prediction, then checks
whether ground truth is available. If the ground truth is available, it adds the sample to the
buffer and enables drift detection. In the case of drift, the ensemble is updated. First, the
addExamplesFromAnotherClass procedure is called, which is responsible for balancing
the buffer. Then, the existing models in the ensemble are trained by splitting the data
into two subsets, X1 and Xj, training them on the first subset X; and preserving the other
subset for use in aggregation in the ensemble. The model induction procedure is then
called to find new classifiers to be inserted into the current base classifier. The third step the
algorithm calls baseClassifierUpdate. In the fourth step the algorithm checks the current
length of the ensemble to see whether it exceeds maxC. If it does, the model replacement is
activated, and the genetic programming algorithm is executed. On the other hand, if no
drift is detected, the algorithm clears the buffer to update it with data from the next chunk
to keep the models up to date.
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Algorithm 3. Pseudocode of GPC.

Input:

(1) x: an instance from the data stream

(2) y: the corresponding label of x

(3) buffer: a list of instances

(4) ensemble: an ensemble data structure

(5) DDO: a drift detection object

(6) maxC: the maximum number of classifiers in the ensemble

(7) n: the number of instances in the buffer to apply model induction after exceeding it

(8) drift: a Boolean variable indicating a drift occurrence

(9) NumHiddenNeurons,

(10) ActivationFunc

Output:

(1) ensemble: the updated ensemble

(2) buffer: the updated buffer

(3) drift: the updated drift flag

Start Algorithm

: If (ensemble==Null)
classifiers = initialisation(NumHiddenNeurons,ActivationFunc); // Algorithm 4
ensemble = createEnsemble(classifiers);

: End

: ypred = globalSupportDegree(ensemble, x) // Algorithm 5

: if y! = None then

: buffer.append((x, y))

: drift = DDO.detect(x, y! = ypred

: if len(buffer) >= n then

10: if drift:

11: drift = False

12: buffer = addExamplesFromAnotherClass(buffer)

13: X1, X2, ¥y, y, = trainTestSplit(buffer)

14: newClassifiers = modellnduction(Xj, y,, generateClassifiers())

15: ensemble.baseClassifiers = ensemble.baseClassifiers =

baseClassifierUpdate(ensemble. baseClassifiers, newClassifiers, X_1, X_2, L = maxC, Key = “validScore’) //

Algorithm 6

16: if len(ensemble.baseClassifiers) > maxC then

17: ensemble.baseClassifiers = modelReplacement(ensemble.baseClassifiers, method = ‘best’)

//Algorithm 7

18: ensemble.program = geneticProgramming(ensemble.baseClassifiers, X», y,) ensemble.baseClassifiers

= modelReplacement(ensemble.baseClassifiers, method = ‘best’) / /Algorithm 7

19: End

20: Else

21: buffer.clear()

22: return ensemble, buffer, drift

23:  End

24: end

25: End Algorithm

© NS U WN e
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4. Methodology

This section presents the developed methodology. It starts with the problem formula-
tion, and then it presents a novel variant of the GPC. Next, it presents the sub-models in the
incremental GPC, i.e., initialisation, classifier update, model replacement, and prediction.
Finally, the methodology ends with presenting the evaluation metrics.

4.1. Problem Formulation

1 t
Considering that we have stream data represented as (x . yh)..... (x y')ast — oo,
t
where ¥ denotes the feature part, y' denotes the label Y = US_, {y;} UA, A denotes that

the instance is not labelled, ¢ denotes the number of classes, and y; denotes the class i,

our goal is to build a prediction model that associates features to their label, or / : P y.
The prediction model uses relevant features for this purpose and ignores the irrelevant
features. At the same time, the classifier should be adapted to the added dynamic on the
data in terms of CD variants. The prediction should minimise the error that is calculated as
e = Yt_1(yx — Vx), where ; denotes the predicted sample k.
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4.2. Incremental Learning GPC

The framework comprises several components. First, there is an interface that enables
the user to choose between three operating modes: OSELM, FA-OSELM, and KP-OSELM.
Each operating mode is associated with a specific type of classifier. The OSELM classifier is
incremental but lacks learning transfer or memory of weights for previously active features.
The FA-OSELM classifier is also incremental, but it includes a feature-adaptive model
that allows for transferring the weights when there is a change in the number of features.
The KP-OSELM classifier is built based on the maximum number of features in order to
preserve the weights of non-active features for future use.

The input to the framework is streaming data that passes through a data balancing
block, which updates non-balanced data with previously stored data from minority classes.
The classifier is updated with each new chunk of data that arrives. A drift detector is
responsible for deciding whether to update the graph of the GPC by using model update
and replacement, which is necessary because drift occurrence is the only reason for using a
significant update of the core of the classifiers. Finally, the GPC prediction represents the
last phase of the framework for producing the result.

Incremental learning is an ML technique that enables a system to learn continuously
from new data, updating its knowledge and predictions in real time as new information
becomes available. In the context of the GPC framework, incremental learning is used to
update the classifiers with each new chunk of data that arrives. This approach allows the
framework to adapt to changes in the data distribution and learn from new patterns and
trends that may emerge over time.

The incremental learning approach used in the GPC framework provides several
benefits. First, it allows for efficient and scalable processing of large streams of data, which
can be particularly significant in applications that require real-time processing and in which
data are received at high rates. Second, it enables the system to adapt to changes in the
data distribution and learn from new patterns and trends, improving the accuracy and
robustness of the predictions. Finally, incremental learning can help to reduce the impact
of CD by allowing the system to continuously update its models and adapt to the new data
distribution.

The incremental learning GPC is depicted in Figure 4. As shown, the user provides
the mode of operation for the GPC (OSELM, FA-OSELM, or KP-OSLEM). After setting one
of the three modes, the GPC is designated with a suffix according to the type of classifier.
For OSELM, the GPC is designated as GPC-OS. For FA-OSELM, the incremental GPC is
designated as GPC-FA. For KP-OSELM, the GPC is designated as GPC-KP. The classifiers
are updated according to the mode set by the user. For OSELM, the classifiers are updated
incrementally, and for FA-OSELM and KP-OSELM, the classifiers are updated incrementally
with TL and KP, respectively.
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Figure 4. Framework of the incremental GPC using three modes: OSELM, FA-OSELM, and KA-
OSELM.

The data are fed into the incremental GPC as stream data, combined of multiple
chunks organised sequentially. The first stage after feeding the data is to perform a buffer
update. The role of the buffer update is to keep data for balancing the training data when
we have minority and majority class to avoid biases. After updating the data, the process
of classifier update is performed.

The update of the classifier is an incremental update with the most recent data and is
followed by a step of model replacement that upgrades the classifiers in the existing graph.
Next, the system checks for the occurrence of drift. If a drift is detected, then the GPC is
updated.

4.3. Initialisation

The initialisation does not mean initial training of the classifier. Instead, it is simply
creating the topologies of the classifiers according to the number of hidden neurons and
type of activation function. The classifiers after initialisation will be trained later in the
process of data stream update. Hence, the pseudocode for the initialisation algorithm in the
incremental GPC is presented in Algorithm 4. This algorithm generates the initial classifiers
for the core and takes two configuration inputs: NumHiddenNeurons and ActivationFunc.
NumHiddenNeurons is an array that contains different values for the number of hidden
neurons for the classifier, while ActivationFunc is an index that represents different values
of activation functions. The output of the initialisation algorithm is a set of initial classifiers
that will be used in the subsequent phases of the incremental GPC.
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Algorithm 4. Pseudocode of initialisation of the incremental GPC with classifier.

Input:
(1) NumHiddenNeurons: number of hidden neurons to be used in the classifier
(2) ActivationFunc: activation function to be used in the classifier
Output:
(1) classifiers: list of machine learning models to be used in ensemble
: Start Algorithm
classifiers = list()
for index = 1 until NumHiddenNeurons
classifiers. Append(OSELM(NumHiddenNeurons(index), ActivationFunc(index)))

—_

: end
: Return classifiers
: End Algorithm

4.4. Prediction Using Global Support Degree

The last step in the aggregation of classifiers is the decision-making process to provide
the final predicted output. The pseudocode is presented in Algorithm 5. The inputs are
the baseClassifiers and the sample to be tested, while the output is the decision profile for
the tested sample. The algorithm first initialises the decision profile. Next, it goes through
the classifiers one by one and provides a vector of prediction probabilities for each sample.
Finally, it combines all these vectors into a single decision profile that is properly shaped.
The predicted class is the one corresponding to the maximum probability.

Algorithm 5. Pseudocode of global support degree for the incremental GPC.

Input:

(1) baseClassifiers: custom data structure to store classifiers

(2) sample: new instance from the data

Output:

(1) decisionProfile: support degree, 2D array contains prediction probability of each classifier
(2) ypred

1: Start Algorithm

2:  decisionProfile =[] // Initialize decision profile list

3: for each clf in baseClassifiers do  // Iterate over each classifier in the base classifiers

4 decisionProfile.add(clf.predictProbability(sample))

5. end for

6:  decisionProfile = array(decisionProfile, shape = (numOfClassifier, numOfClasses))

7:  decisionProfile = argmax(decisionProfile.sum(axis = 0)/decisionProfile.shape [0])

8:  ypred = class of max decisionProfile
9: End Algorithm

4.5. BaseClassifier Update

The pseudocode of the classifier update is presented in Algorithm 6. It accepts several
inputs: First, baseClassifiers, which denotes a custom data structure to store classifiers and
their corresponding time of insertion, training accuracy, and validation accuracy. Second,
newClassifiers, which denotes a list of classifiers that will be added to the base classifiers.
Third, Xtrain, which denotes a set of samples to select the best L models from newClassifiers
based on validation accuracy. Fourth, XValid, which denotes a set of samples to evaluate
each classifier. Fifth, L, which denotes the number of classifiers that will be added to
baseClassifiers. Sixth, the key that includes the method or criteria for favouring classifiers.
Seventh, the labelled samples from the buffer that are used to update the knowledge of
the classifier incrementally when OSLEM is used and incrementally with memory and TL
when FA-OSELM and KP-OSELM are used.

The output of the algorithm is an updated baseClassifier after inserting new classifiers.
The algorithm uses one of three criteria for classifier replacement: training accuracy, val-
idation accuracy, or insertion time. After sorting the new classifiers used as input to the
algorithm according to one of the three criteria, it selects the first L classifiers and inserts
them into the base classifiers.
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Algorithm 6. Pseudocode of classifier update for the incremental GPC.

Input:

(1) baseClassifiers: list of existing classifiers

(2) newClassifiers: list of new classifiers to be added

(8) Xtrain: training data

(4) XValid: validation data

(5) L: maximum number of classifiers to be kept

(6) Key: sorting key for the classifiers

(7) LabeledSamples: labeled samples for incremental learning
Output:

(1) baseClassifiers: updated list of classifiers

1: Start Algorithm

2: for each clf in newClassifiers do

3:  use LabeledSamples to update classifier incrementally for OSELM and with TL for FA-OSELM and
KP-OSELM

4:  clf.trainScore = accuracy(clf.predict(Xtrain), ytrain)
5:  clf.validScore = accuracy(clf.predict(XValid), yvalid)
6: clfinsertionTime = time.currTime()

7: end

8: newClassifiers = sort(newClassifiers, key)

9: newClassifiers = newClassifiers[:L]

10: for each clf in newClassifiers do

11 baseClassifiers.insert(clf)

12:  end

13: End Algorithm

4.6. Model Replacement

The pseudocode for model replacement is presented in Algorithm 7. The inputs
include the baseClassifiers, which determine the replacement method, and the labelled
samples used to update the knowledge of the classifier incrementally. The output is the
updated baseClassifier. The replacement strategy is based on several factors, including
validation score, random selection, and insertion time. The algorithm sorts the classifiers
based on the selected criteria and drops the last third of the classifiers.

Algorithm 7. Pseudocode of model replacement for the incremental GPC.

Input:

(1) baseClassifiers: list of existing classifiers

(2) method: string that determines the replacement method to be used
Output:

(1) baseClassifiers: updated list of classifiers after replacement

1: Start Algorithm

2: strategy = {‘best’: ‘validScore’, ‘random’: ‘insertionTime’, ‘wheel’: “validScore’}
3:  key = strategy[method]

4: DbaseClassifiers = sort(baseClassifiers, key = key)

5. length = len(baseClassifiers)

6:  threshold = length/3

7. baseClassifiers = baseClassifiers [0:threshold]

8: End Algorithm

4.7. Evaluation Metrics

For providing the evaluation metrics, assuming that a record is entered to be tested
and is predicted to be an attack, then the prediction is P. Otherwise, if the record is predicted
to be normal, the prediction is N. Either way, the prediction can be true (T) or false (F).
Hence, we have four values for the evaluation, TP, FN, FP, and TN.

4.7.1. Accuracy

Accuracy is measured by the total number of true predictions over the total number of
predictions. The equation of the accuracy is presented in Equation (15).

TP+ TN TP + TN

ACC = P+N TP+ TN+ FP+EN

(16)
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4.7.2. F-Score

F-score represents twice multiplication of the precision and recall divided by the
summation. The equation of F1-score is presented in Equation (16).

2 x recall x precision

F1 — score = .y
recall + precision

(17)

4.7.3. AUC

Area under the curve (AUC) ranges between 0 and 1 and represents the probability
that a random positive example is positioned to the right of a random negative example. A
learner with prediction 100% true has an AUC equal to 1, and a learner with prediction 0%
true has an AUC of 0.

4.8. Datasets

First, according to the literature, there is a shared method that seeks to introduce CDs
into a synthetic dataset while evaluating frameworks for data stream classification. The
developed approach will be evaluated using synthetic and real-world datasets to compare
the performance of IDS.

4.8.1. Synthetic Datasets

Table 4 lists the parameters used for generating synthetic stream data using the Massive
Online Analysis (MOA) framework. These parameters included the number of samples,
chunk size, test percentage, and number of features for each type of CD.

Table 4. Parameters of generating data stream from MOA.

Parameter Value
No. of samples 80,000
Chunk size 8000
Test percentage 0.8
No. of Features of Gradual 4
No. of Features of Recurrent Drift 11
No. of Features of Blip 16
No. of Features of Incremental Drift 11
No. of Features of Sudden 4

The number of samples was set to 80,000, which represented the total number of
instances in the stream. The chunk size was set to 8000, which represented the number
of instances processed in each iteration of the stream. The test percentage was set to 0.8,
which meant 80% of the data are used for training, and 20% are used for testing.

The number of features for each type of CD was also specified. The gradual CD had
four features, the recurrent drift had 11 features, the blip had 16 features, the incremental
drift had 11 features, and the sudden drift had four features.

For generating the data stream, we utilised the Idea Drift Stream generator in MOA.
This generator allowed us to add all five types of CD to the stream. The synthetic datasets
we created using MOA included a range of attributes that were designed to represent
different aspects of real-world data. These attributes were chosen based on their relevance
to the task at hand and their ability to simulate different types of CD. For example, the
gradual CD was designed to represent slow changes in the underlying data distribution
over time, while the sudden drift was designed to represent abrupt changes in the data
distribution.
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Overall, the use of synthetic datasets generated by MOA provided a useful tool for
evaluating and comparing different online learning algorithms in a controlled environment,
where the underlying data distribution is known and can be manipulated to simulate
different types of CD.

4.8.2. Real-World Datasets

For real-world evaluation, we used four types of real-world datasets: KDD Cup "99,
CICIDS-2017, CSE-CIC-IDS-2018, and ISCX2012.

1.  KDD Cup ‘99: Frequently used to test threat detection models based on ML and
contains 42 features for evaluating anomaly detection methods [45].

2. CICIDS-2017: Covers benign and up-to-date frequent attacks and contains 80 fea-
tures [46].

3. CSE-CIC-IDS-2018: Contains 80 features and was employed in 2018, with a data
collection period of ten days [46].

4. ISCX2012: Comprises 19 features and is well recognised for its use of ML-based
network IDS modelling for evaluating the performance of the models [47].

A statistical overview of real-world datasets is presented in Table 5.

Table 5. A statistical overview of the real-world datasets.

No Dataset Number of Features Number of Instances Name of Attacks

1 KDD Cup ‘99 42 4,898,431 Dos, Probe, R2L, and U2R.
DoS Hulk, PortScan, DDoS, DoS GoldenEye,
FTP-Patator, SSHPatator, DoS slowloris, DoS

2 CICIDS-2017 79 2,830,743 Slowhttptest, Bot, Web Attack—Brute Force, Web

Attack—XSS, Infiltration, Web Attack—Sql
Injection, Heartbleed.
3 CSE-CIC-IDS-2018 80 4,525,399 Bot, Brute Force, Dos, Infiltration, SQL injection.
4 ISCX2012 19 2,545,935 Infiltrating, Brute force SSH, HTTP denial of service

(DoS), and Distributed Denial of service (DDoS).

5. Experimental Works and Results

The evaluation was performed using two types of datasets: synthetic and real-world.
The former contained artificial variants of CDs, while the latter contained actual CDs
generated from IDS data.

5.1. Synthetic Datasets

The evaluation of the synthetic dataset was performed using two bar graphs that
depict the overall performance and time series for presenting the detailed performance.
Each of them is presented in one of the two subsequent sections.

5.1.1. Overall Performance

The results of the synthetic data analysis using the metrics of accuracy, F1-score, and
AUC are presented in Figures 5-7. Figure 5 shows that in the gradual scenario, GPC-KOS
had the highest accuracy of 0.7905, while PWPAE had the lowest accuracy of 0.594899. In
the sudden scenario, GPC-FOS had the lowest accuracy of 0.649300, while GPC-KOS had
the highest accuracy of 0.788550. In the recurrent scenario, GPC-FOS and GPC-KOS had
the highest accuracy of 0.739600 and 0.739550, respectively, while GPC-OS had the lowest
accuracy of 0.613600. In the incremental scenario, GPC-FOS had the highest accuracy of
0.723250, while GPC-OS had the lowest accuracy of 0.627600. In the blip scenario, PWPAE
had the highest accuracy of 0.701134, while GPC-OS had the lowest accuracy of 0.511950.
Hence, from the results provided, we can see that the accuracy varied across the different
types of CD scenarios and GPC variants, but overall, GPC-KOS was superior.
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Figure 5. Accuracy of the incremental GPC (OS, FOS, KOS) variants and benchmarks (GPC, PWPAE)

for synthetic data.
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Figure 6. Fl-score of the incremental GPC (OS, FOS, KOS) variants and benchmarks (GPC, PWPAE)
for synthetic data.
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Figure 7. AUC of the incremental GPC (OS, FOS, KOS) variants and benchmarks (GPC, PWPAE) for
synthetic data.

Figure 6 shows that in the gradual scenario, GPC-KOS had the highest F1-score of
0.844099, while PWPAE had the lowest Fl-score of 0.723136. In the sudden scenario,
GPC-KOS had the highest F1-score of 0.840469, while PWPAE had the lowest F1-score of
0.667857. In the recurrent scenario, GPC-KOS and GPC-FOS both had the highest F1-score
of 0.743891, while GPC-OS had the lowest F1-score of 0.638946. In the incremental scenario,
GPC-FOS had the highest F1-score of 0.7298088, while the GPC had the lowest F1-score of
0.639919. In the blip scenario, PWPAE had the highest F1-score of 0.618994, while the GPC
had the lowest Fl-score of 0.117647.

Figure 7 shows that in the gradual scenario, GPC-KOS had the highest AUC of 0.751566,
while PWPAE had the lowest AUC of 0.507830. In the sudden scenario, GPC-KOS had the
highest AUC of 0.753872, while GPC-FOS had the lowest AUC of 0.580746. In the recurrent
scenario, GPC-FOS and GPC-KOS had the highest AUC of 0.739728, 0.739689, respectively,
while GPC-OS had the lowest AUC of 0.614074. In the incremental scenario, GPC-FOS had
the highest AUC of 0.723171, while GPC-OS had the lowest AUC of 0.627427. In the blip
scenario, PWPAE had the highest AUC of 0.684335, while GPC-OS had the lowest AUC of
0.511852.

Based on the analysis of the numerical values of accuracy, F1-score, and AUC for GPC
variants (OS, FOS, KOS) and benchmarks in synthetic data, it appeared that GPC-KOS
performed consistently well across all four types of data distributions. It achieved the
highest accuracy and F1-score for the gradual and sudden distributions, the highest F1-score
for the recurrent distribution, and the highest accuracy and F1-score for the incremental
distribution. While GPC-FOS and GPC-OS performed well in some cases, they were not as
consistent as GPC-KOS. Overall, GPC-KOS appeared to be the GPC variant that performed
the best for synthetic data classification tasks.

We present a summary of the numerical values of accuracy, F1-score, and AUC for
each of our developed models and the benchmarks in Table 6. It is evident that the superior
model was GPC-KOS, as it outperformed PWPAE in gradual and sudden drift and GPC-OS
and the GPC in recurrent and incremental drift, respectively. On the other hand, PWPAE
performed better only in the blip type of drift.
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Table 6. Summary of numerical values of accuracy, F1-score, and AUC for GPC variants (OS, FOS,
KOS) and benchmarks in synthetic data.

Gradual
GPC-KOS GPC [24] GPC-FOS GPC-0S PWPAE [39]
Accuracy 0.790500 0.722650 0.658500 0.683700 0.594899
F1_score 0.844099 0.784641 0.765340 0.747526 0.723136
AUC 0.751566 0.694150 0.580759 0.661976 0.507830
Sudden
GPC-KOS GPC [24] GPC-FOS GPC-0S PWPAE [39]
Accuracy 0.788550 0.736850 0.649300 0.692200 0.773712
F1_score 0.840469 0.788439 0.753877 0.739770 0.667857
AUC 0.753872 0.719807 0.580746 0.6877985 0.741358
Recurrent
GPC-KOS GPC-FOS PWPAE [39] GPC [24] GPC-0S
Accuracy 0.739550 0.739600 0.711919 0.668550 0.613600
F1_score 0.743891 0.743524 0.715082 0.684078 0.638946
AUC 0.739689 0.739728 0.711876 0.668892 0.614074
Incremental
GPC-FOS GPC-KOS PWPAE [39] GPC-0S GPC [24]
Accuracy 0.723250 0.698850 0.688198 0.627600 0.660750
F1_score 0.7298088 0.709945 0.687453 0.642953 0.639919
AUC 0.723171 0.698698 0.688199 0.627427 0.661011
Blip
PWPAE [39] GPC-FOS GPC-0S GPC-KOS GPC [24]
Accuracy 0.701134 0.637100 0.511950 0.640050 0.592750
F1_score 0.618994 0.542832 0.472179 0.469452 0.117647
AUC 0.684335 0.620218 0.511852 0.606036 0.525374

5.1.2. Time Series

We provide a detailed analysis of the performance of each model by analysing the
time series behaviour of each measure. Furthermore, we provide a comparison between
the various models.

Figure 8 shows the evaluation of the performance generated by the models in the
gradual variant of CD. It was observed that GPC-KOS, GPC-FOS, and GPC-OS outper-
formed the traditional GPC. In terms of accuracy, the traditional GPC started with a value
of 0.74, while GPC-KOS and GPC-FOS started with 0.78. Additionally, it was found that
the accuracy ended at a value of 0.79 for GPC-KOS compared to only 0.72 for the GPC.
Furthermore, we observed that PWPAE had the least accurate performance compared to
other models, with an accuracy of 0.6.

The second variant of CD was the sudden type, and its results are depicted in Figure 9.
The results showed that GPC-KOS was superior in terms of accuracy. On the other hand,
GPC-FOS had the lowest scoring performance in terms of accuracy and AUC. This sug-
gested that upgrading the GPC to include learning transfer was not sufficient, while adding
memory along with learning transfer was more beneficial. The results also showed that
PWPAE had the lowest Fl-score, indicating that its high accuracy was owing to its tendency
to predict negative samples.

The third variant of CD was the recurrent type, and its results are provided in Figure 10.
We observed that the highest values of accuracy were stabilised by GPC-KOS and GPC-FOS
at values of 0.74, which were superior to PWPAE, GPC, and GPC-OS. This suggested that
the recurrent pattern of drift was more challenging for traditional methods such as the GPC



Sensors 2023, 23, 3736

24 of 34

and PWPAE. Additionally, the online nature of GPC-OS was not sufficient to deal with this
type of drift, and it was crucial to have TL or memory to recall previous knowledge when
it occurs again.

Gradual

0.70 -

accuracy
)
o
&

0.60 -
0.55 -
— GPC
—— GPC-FOS
—— GPC-0S
0.50 — GPCKOS
—— PWPAE
6 1D,b00 ZO,bOO 30,b00 40,‘000 SO,bOD 60,b00 7D,b00 80,‘000
Time Series
(@)
Gradual Drift
0.85
0.80 -
0.75 -
4
5
]
!l\‘
o
“ 0.70
0.65
= GPC
—— GPC-FOS
0.60 - — GPC-0S
—— GPC-KOS
—— PWPAE
0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Time Series
Gradual Drift
0.75 -
0.70 -
0.65 -
v
H
H
0.60 - —— PWPAE
0.55-
0.50 -

0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Time Series

(0

Figure 8. Visualisation of classification metrics as time series for a gradual type of drift—(a) accuracy,
(b) F1-score, (c) AUC.
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Figure 9. Visualisation of classification metrics as time series for a sudden type of drift—(a) accuracy,
(b) F1-score, (c) AUC.



Sensors 2023, 23, 3736 26 of 34

Recurrent Drift

— e
—— GPC-FOS
0.80- — GPC-0S
—— GPC-KOS
—— PWPAE
0.75 -
0.70 -
3 0.65 -
©
5
3
g
8
0.60 -
0.55-
0.50 -
0.45 -
0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Time Series
(@)
Recurrent Drift
0857 — GpC
— GPC-FOS
—— GPC-0S
— GPC-KOS
901 —— PWPAE
0.75 -
0.70 -
o
=}
3
ml
o
%= 0.65 -
0.60-
0.55 -
0.50-
0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Time Series
(b)
Recurrent Drift
— GPC
0.80- -
0.75-
0.70 -
0.65-
v
S
©
0.60-
0.55 -
0.50-
0.45 -
0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Time Series

(©

Figure 10. Visualisation of classification metrics as time series for a recurrent type of drift—(a)
accuracy, (b) Fl-score, (c) AUC.
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The time series of the performance metrics for incremental drift are presented in
Figure 11. The results showed that GPC-FOS achieved the highest values for accuracy,
F1-score, and AUC with a value of 0.73 for each.

Incremental Drift

— GPC
0.80
0.75
0.70-
Z 0.65
e
5
3
S
®
0.60-
055
0.50 -
0.45
0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Time Series
(@)
Incremental Drift
085 — GrC
— GPC-FOS
— GPC-0S
— GPC-KOS
0.80 — PWPAE
0.75-
0.70-
4
S
3
?
|
o
© 065
0.60-
055~
050
0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Time Series
Incremental Drift
— GPC
—— GPC-FOS
0.80 — GPC-0S
— GPC-KOS
—— PWPAE
0.75-
0.70
0.65 -
%
5
Bl
0.60
055
050-
045
0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Time Series
(o)

Figure 11. Visualisation of classification metrics as time series for an incremental type of drift—(a)
accuracy, (b) Fl-score, (c) AUC.
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According to the results of blip drift in Figure 12, it was found that the best perfor-
mance was achieved by PWPAE with values of 0.70, 0.62, and 0.68 for accuracy, F1-score,
and AUC, respectively. This revealed that the GPC family did not show the best perfor-
mance for blip owing to the temporary change of pattern in blip drift and its short duration.
Additionally, we found that both GPC-KOS and GPC-FOS were superior to the GPC and
GPC-OS in this category.
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Figure 12. Visualisation of classification metrics as time series for a blip type of drift—(a) accuracy,
(b) F1-score, (c) AUC.
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5.2. Real-World Datasets IDS

This subsection presents the evaluation of our developed GPC models on real-world
datasets, including CSE-CIC-IDS-2018, CICIDS-2017, ISCX2012, and KDD Cup ‘99, as well
as overall results.

Overall Results

The overall results are presented in Figures 13-15, with a summary of numerical
values in Table 7. It is noteworthy that GPC-FOS performed the best across all datasets,
with competitive performance from GPC-KOS. The GPC-FOS scores for accuracy, F1-score,
and AUC were 0.972249, 0.96934, and 0.975264, respectively. Similarly, the accuracy, F1-
score, and AUC for GPC-KOS in CSE-CIC-IDS-2018 were 0.971836, 0.968905, and 0.974898,
respectively. On the other hand, GPC-OS had the lowest performance with values of
0.461818, 0.619857, and 0.520479, respectively.

Moreover, regarding other datasets, GPC-KOS achieved the overall highest accuracy
with values of 0.997481 for ISCX2012 and 0.997479 for Fl-score. Additionally, PWPAE
showed competitive performance to GPC-FOS only in ISCX2012 with an accuracy of
0.928886 for the former and 0.908099 for the latter, while GPC-KOS achieved an improved
performance. Therefore, it was concluded that GPC-KOS and GPC-FOS were the methods
providing the overall best performance across the considered datasets.

The proposed GPC framework was capable of handling new classes or categories of
data as they arose since the incremental learning approach allowed for the addition of new
classes by simply updating the classifiers with new data.
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0.0 - d d d \ '
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Figure 13. Accuracy of the incremental GPC (OS, FOS, KOS) variants and benchmarks (GPC, PWPAE)
for real-world data.
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Figure 14. F1-score of the incremental GPC (OS, FOS, KOS) variants and benchmarks (GPC, PWPAE)
for real-world data.
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Figure 15. AUC of the incremental GPC (OS, FOS, KOS) variants and benchmarks (GPC, PWPAE) for
real-world data.
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Table 7. Summary of numerical values of accuracy, F1-score, and AUC for GPC variants (OS, FOS,
KOS) and benchmarks for real-world data.

CSE-CIC-IDS-2018

GPC-FOS GPC-KOS GPC [24] GPC-0S PWPAE [39]
Accuracy 0.972249 0.971836 0.620854 0.461818 0.700703
F1_score 0.969346 0.968905 0.647431 0.619857 0.591503
auc 0.975264 0.974898 0.639654 0.520479 0.709977
CICIDS-2017
GPC-FOS GPC-KOS GPC [24] GPC-0S PWPAE [39]
Accuracy 0.900965 0.894352 0.794415 0.763269 0.697047
F1_score 0.898320 0.891201 0.765363 0.762805 0.741752
AUC 0.902722 0.895905 0.789806 0.765984 0.686410
ISCX2012
GPC-KOS PWPAE [39] GPC-FOS GPC [24] GPC-0S
Accuracy 0.997481 0.928886 0.908099 0.718229 0.665100
F1_score 0.997479 0.927572 0.898989 0.708829 0.501344
AUC 0.997485 0.928850 0.907880 0.718153 0.664284
KDD Cup 99
GPC-KOS GPC [24] GPC-FOS GPC-0S PWPAE [39]
Accuracy 0.874269 0.810431 0.787163 0.740344 0.728109
F1_score 0.883099 0.816953 0.812278 0.767096 0.700947
AUC 0.872926 0.811310 0.781891 0.736063 0.735894

When a new class of data was encountered, the framework initially treated it as an
outlier and trained the classifier to recognise it as such. As more examples of the new
class were seen, the classifier gradually learned to recognise them as distinct classes and
assign them separate labels. This process is called incremental class learning and allowed the
framework to adapt to new categories of data in a flexible and efficient manner.

Moreover, the TL capability of the FA-OSELM and KP-OSELM classifiers in the GPC
framework also helped in handling new classes. When a new class was added, the previ-
ously learned weights for relevant features were transferred to the new classifier, allowing
it to learn more quickly and accurately. This approach helped to reduce the amount of data
needed to train the new classifier and speeded up the learning process for new classes.

6. Advantages of the Incremental GPC
Our incremental GPC provides several advantages, which are as follows:

1. Improved performance in handling different CD variants: Our proposed framework
provides novel strategies for handling different types of CD, such as incremental, sud-
den, recurrent, gradual, and blip. This results in improved classification performance
compared to the traditional GPC and other state-of-the-art methods.

2. Memory features and TL: The proposed framework utilises TL and memory features,
which allow the model to retain previous knowledge and adapt to incoming data. This
results in improved performance in handling CD and reduces the need for retraining
the model from scratch.

3. Enhanced data balancing and classifier update: The addition of data balancing and
classifier update components to the GPC model further improves the accuracy of
classification.
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4. Real-world applicability: The proposed framework has been tested on real-world
datasets, specifically in the context of a network IDS, which is a critical application in
cybersecurity. This highlights the practical applicability of the proposed framework
in real-world scenarios.

5. Comprehensive evaluation: Our work provides a comprehensive evaluation of the
proposed framework on both synthetic and real-world datasets using standard clas-
sification metrics as time series, which allows for a fair and objective comparison
against other state-of-the-art methods.

Overall, the proposed framework addresses the limitations of the traditional GPC in
handling CD and provides novel strategies for achieving accurate classification in stream
data scenarios.

7. Conclusions and Future Works

An intrusion detection system, particularly network IDS, is one application that
makes use of stream data classification, which is a crucial ML task. Before classification, it
involves sequentially updating knowledge. The most significant difficulty in stream data
classification is CD, which denotes the alteration of the data’s statistical distribution over
time. Different types of drift require different strategies. A core stream data classification
method that handles both imbalance and CD is GPC classification [24].

However, two main drawbacks exist in the GPC that limit its performance with CD
variants: its use of offline training classifiers, which causes performance degradation
in online learning, and its lack of support for changes in active features, which causes
knowledge loss. In this paper, we addressed these limitations by providing the first
stream data-based classification framework that handles CD and its variants (sudden,
incremental, gradual, recurrent, and blip). The framework provides various novel strategies
for managing CD, including ensemble learning using the GPC, incremental learning using
OSELM, and TL. We also introduced the usage of KP-OSELM to address certain drift
variants that require restoring previous memory, such as sudden, recurrent, and gradual.

The evaluation was performed on both synthetic data and real-world data. The
real-world data came from more than one field, with a focus on IDS. The experimental
design considered comparisons between our approach and other state-of-the-art methods
and included the generation of standard classification metrics of time series. Higher
accuracy scores for gradual and sudden variants of drift were achieved by GPC-KOS,
approximately 79%, while both GPC-KOS and GPC-FOS were equivalent and superior for
recurrent variants, with an accuracy of 73%. On the other hand, the performance of both
benchmarks (GPC and PWPAE) was inferior (66% and 59%, respectively) compared to our
incremental variants of the GPC (GPC-KOS, GPC-OS, and GPC-FOS). In addition, despite
our incremental variants of the GPC not achieving the best performance for blip drift, the
overall performance of our proposal was competitive. Applying our incremental variants
on real-world datasets revealed the superiority of GPC-FOS in both CSE-CIC-IDS-2018 and
CICIDS-2017 datasets and GPC-KOS in both ISCX2012 and KDD Cup ‘99, with a maximum
accuracy of 100% and 98% for GPC-KOS and GPC-FOS, respectively.

Finally, our contribution provides room for improvement in some specific instances,
as described above. As future work, we plan to upgrade both GPC-KOS and GPC-FOS to
handle blip drift in a more robust manner. Additionally, we suggest incorporating into our
incremental GPC a functionality for handling feature evolution.
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