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Abstract—The importance of a mature, maintainable design of 

automation software in Cyber-Physical Production Sys-

tems (CPPS) is continuously increasing since a growing propor-

tion of the system functionality is implemented via software. As a 

result, system complexity is shifting more and more towards the 

software side. Quality characteristics such as flexibility, maintain-

ability, and extensibility, whose importance is increasing in the 

context of Industry 4.0, are thus becoming harder to achieve. 

These challenges can only be solved through sound architectural 

design. While there is a common understanding of good software 

architecture and appropriate methods to achieve it in computer 

science, a suitable architecture definition for automation software 

that takes all relevant factors into account is still missing in the 

field of CPPS. Therefore, based on a workshop with international 

scientists with different perspectives on CPPS, this paper presents 

influencing factors on automation software architecture. On this 

basis, a joint definition for software architecture in CPPS, as well 

as challenges and future research potentials, are derived.  

Keywords—Cyber-Physical Production Systems, Automation 

Software Architecture, Programmable Logic Controllers 

I. MOTIVATION AND INTRODUCTION 

Cyber-Physical Production Systems (CPPS) represent a spe-
cial type of mechatronic system characterized by high complex-
ity in hardware and software. The development of automation 
software in CPPS is strongly influenced by other disciplines [1], 
mainly including electrics/electronics and mechanics, which 
usually determine the system architecture in a sequential devel-
opment process, whereby software development often takes 
place last. CPPS often have lifetimes of up to several decades, 
and during that time, the automation software has to be main-
tainable and adaptable to changing requirements [2]. However, 
systematic change management is barely applied in industry, 
and software is still mainly reused using Copy, Paste & Modify, 

which leads to historically grown, error-prone legacy software 
in the long run [3]. Automation software in CPPS has to cope 
with boundary conditions that strongly differ from classical 
high-level language programming in computer science. To name 
only some of them, automation software in CPPS is often main-
tained and commissioned on the customer’s site by technicians 
without software background, it has to fulfill hard real-time re-
quirements to ensure safety and process stability, and it is usu-
ally written in specific languages defined by standards such as 
the IEC 61131-3, which also includes graphical languages. 
These differences hamper the applicability of approaches well-
established in computer science without major adaptions. 

Industry 4.0 (I4.0) deploys the tools provided by the ad-
vancements in operational, communication, and information 
technology to increase the levels of automation and digitization 
of production within manufacturing and industrial processes [4]. 
The complexity of CPPS and the corresponding automation soft-
ware increases, integration with internet and wireless services 
becomes essential, and end-users demand functionalities of 
learning, computer vision, and speech recognition. Therefore, 
different opportunities and research areas arise from software 
and hardware perspectives. Efficient software development, in-
cluding appropriate reuse and modularization strategies, is es-
sential for companies to implement emerging technologies that 
arise in the context of I4.0 and, thus, stay competitive in a glob-
alized market. However, cleanly modularized software architec-
tures are hard to achieve due to the heterogeneity of software 
and the lack of generally applicable best practices and guide-
lines. The initial prerequisite for systematically analyzing and 
subsequently improving the structure of existing software is first 
a clear understanding of what defines software architecture in 
the field of CPPS and which additional factors beyond classic 
definitions from high-level programming must be considered. 
Up to now, there is a largely uniform consensus on the meaning 



of software architecture in computer science [5] while architec-
ture for automation software in CPPS has been little explored. 

The main contribution of this paper is an overview of influ-
encing factors on automation software architecture to demon-
strate current challenges and the potentials for the application of 
established approaches from computer science and embedded 
systems. A definition of automation software architecture is for-
mulated based on the preceding work and experience of re-
nowned researchers from different software engineering do-
mains, substantiated by industrial practitioners' experience. Fi-
nally, an outlook on future research directions to master the im-
plementation of emerging technologies in the context of I4.0 and 
cyber-physical production systems is provided. 

The remaining part of this paper is structured as follows: 
First, state of the art in analyzing software architecture is out-
lined in Section II. Subsequently, Section III introduces influ-
encing factors on automation software architecture in CPPS, fol-
lowed by a discussion of future challenges and potentials for ar-
chitecture analysis in CPPS in Section V. Finally, the paper 
closes with a summary and an outlook in Section VI. 

II. STATE OF THE ART 

In the following, boundary conditions of CPPS and the state 

of the art in defining and analyzing software architecture are 

outlined. 

A. Boundary conditions of CPPS 

CPPS represent a special type of mechatronic systems, char-
acterized by high variability [3] in hardware and software, life-
times of up to several decades, and strong coupling of the in-
volved disciplines, i.e., predominantly mechanical, electrical, 
and software engineering [2]. In machine and plant manufactur-
ing, requirements often change even in the late development 
phases, and sometimes even during commissioning. Since auto-
mation software can be changed more easily at short notice than 
the automation hardware, an increasing amount of functionality 
and, thus, complexity is shifted to software. 

CPPS are mainly controlled using Programmable Logic 
Controllers (PLC), which are usually programmed according to 
the IEC 61131-3 standard. This standard defines five program-
ming languages (three graphical and two textual ones) as well as 
three types of so-called Program Organization Units (POU) to 
structure the software into reusable elements [6]. While many 
PLC manufacturing companies support IEC 61131-3, it does not 
support highly distributed systems and dynamic reconfiguration 
[7]. Therefore, the standard IEC 61499 defines a domain-spe-
cific modeling language that allows the separation of the appli-
cation model from the hardware configuration. Thus, an appli-
cation can be mapped to any number of devices, enabling the 
convenient design of distributed control applications. Fadhlillah 
et al. [8] outline a research agenda for variability management 
in IEC 61499 and propose an approach to manage variability in 
IEC 61499-based systems using delta-oriented variability mod-
eling. Sonnleithner et al. [9] propose a catalog of bad smells for 
IEC 61499-based automation software, i.e., suboptimal struc-
tures or patterns in the software and discuss design patterns [10], 
which foster reuse and (re-)configurability in IEC 61499-based 
automation software. So far, however, IEC 61499 has barely 

found its way into industrial practice, but it is in the phase of 
early adopters [11]. 

PLCs show some particularities compared to classical em-
bedded systems, e.g., they provide a cyclic execution model with 
monitored cycle times instead of a general-purpose operating 
system [12]. Additionally, programming PLCs often requires 
domain knowledge about the controlled processes and their in-
teraction, which means that application engineers and techni-
cians often program the software without fundamental software 
background [13]. In large-scale questionnaire studies in Ger-
many [14–16] and in systematic case studies [17, 18], Vogel-
Heuser et al. confirmed that these particularities lead to chal-
lenges in automation software that strongly differ from classical 
embedded systems applications. Thus, established software 
analysis techniques and quality definitions from computer sci-
ence cannot be directly applied but must be customized and en-
larged [19] to be applicable for automation software in CPPS. 

Rabiser and Zoitl [20] discuss open research issues and goals 
and propose a research agenda towards mastering variability in 
software-intensive CPPS such as metallurgical or manufacturing 
plants. The authors also conclude that promising software engi-
neering methods and tools, e.g., from software product lines, 
need to be adapted for the particular challenges in this domain. 
An exploratory case study [21] involving engineers and tech-
nical project managers of an industrial automation system for 
metallurgical plants provides empirical evidence on how CPPS 
are tested, commissioned, and operated in practice concluding 
that processes and tools need to support multi-disciplinary engi-
neering across system boundaries. Furthermore, managing vari-
ability and evolution is crucial. Variability and complexity are 
still core research challenges [22]. Intentional and unintentional 
variability in functionality or quality attributes (e.g., perfor-
mance) of software significantly increases the complexity of the 
problem and design space of systems. Variability becomes in-
creasingly difficult to handle [23] due to the increasing size of 
software systems, new and emerging application domains, dy-
namic operating conditions, fast-moving and highly competitive 
markets, and more powerful and versatile hardware.  

Model-based engineering represents an established means 
from computer science to enable efficient engineering and man-
age variability. Tools with advanced editing support can sim-
plify working with large models and thus increase the benefits 
of the applied modeling language [24]. However, model-based 
software engineering is so far barely used in industrial automa-
tion software development, although Meixner et al. [25] present 
a reusable set of four case studies with varying complexity from 
three different domains, which can be used in research and prac-
tice to investigate variability modeling approaches. 

The boundary conditions of automation software in CPPS 
lead to various challenges that are usually not considered by 
software analysis techniques established in high-level language 
programming. For example, although the object-oriented exten-
sion of IEC 61131-3 has been incorporated to the standard in 
2013, it is up to now barely used in industry. Automation soft-
ware architecture often follows different programming para-
digms and design principles than embedded systems software. 
Furthermore, certain constellations of object-oriented language 
elements may lead to runtime issues in PLC software [26], thus 



compromising compliance with hard real-time requirements, 
which are essential for CPPS. Currently available techniques 
and tools do not cover the boundary conditions of automation 
software. Existing version management tools, e.g., often do not 
support a detailed comparison of graphical programs or differ-
entiate different change criticalities, which is particularly crucial 
if a software change may affect hardware components [27].  

Hardware behavior is another predominant factor determin-
ing automation software: In CPPS, a significant number of faults 
are induced by hardware failures. Automation software can be 
utilized to mitigate this problem by detecting and managing the 
different failure events that may occur in the system. However, 
automation software design methodologies have mainly focused 
on the system’s nominal behavior, marginally considering soft-
ware generation due to hardware failures [28]. 

B. Defining and Analyzing Software Architecture 

Software architecture [29] is one of the main subfields of 
software engineering research and intensively researched since 
the early 1990s. In computer science, several definitions for soft-
ware architecture can be found and almost all include a common 
essence, i.e., software architecture description based on compo-
nents and connectors [29–33]. Reussner et al., e.g., define soft-
ware architecture as “a high-level abstraction of a software sys-
tem, its components and their connections. Thus, architecture 
complements component definition which focuses on the indi-
vidual components and their interfaces” [33]. Software architec-
ture is formed by design decisions [34] that can be made reusa-
ble in the form of design patterns [35], i.e., reusable best prac-
tices for designing software architectures. Design decisions di-
rectly affect the system quality, e.g., usability [36] or maintain-
ability [37]. The IEEE Standard 1471 identifies practices to es-
tablish a framework and vocabulary for software architecture 
concepts [31]. Available definitions focus on the description of 
the system structure from different viewpoints. Interactions of 
the parts a system is composed of are often at the center.  

Recent advances and development practices such as contin-
uous software engineering [38], cloud computing [39], micro-
services [40], and the Internet of Things (IoT) [41] are the main 
drivers of current software architecture research. Diverse ap-
proaches to design and analyze software architectures have been 
proposed in the last 30 years, including, e.g., many architecture 
description languages. In his recent work, Hasselbring [5] dis-
cusses software architecture's past, present, and future. In the 
past, the focus was on architecture description and reuse. Cur-
rently, domain-specific architectures are established, and the fo-
cus shifts towards quality attributes. Future work, according to 
[5], needs to resolve the tension between the agile software de-
velopment and software architecture communities, especially in 
the context of DevOps and runtime adaptability.  

In the context of the standards, IEC 61131 and IEC 61499, 
(micro-)service-oriented architectures and dynamically (re-) 
configurable architectures are recently heavily investigated as 
part of satisfying I4.0 requirements [42]. Software design pat-
terns play a vital role in reusability and (re-)configurability of 
distributed control systems [43]. Sonnleithner et al. [10] provide 
an overview of existing work on designing software architec-
tures in the automation software domain, including hierarchical 
design pattern-based approaches, service-oriented approaches, 

skill-based engineering approaches, microservices, and enter-
prise service bus. All these works aim to make automation soft-
ware systems more modular and flexible, thereby improving re-
usability and (re-)configurability. 

 

Fig. 1. Five level architectural model of Voegel-Heuser et al. [17] compared 

to ISA-88 process model [44] 

For CPPS, IEC 61512 [44] defines three hierarchical models, 
including a physical model specifying a production system's ar-
chitectural layers including Control Modules representing tech-
nical elements on the lowest level of the plant (e.g., sensors or 
servo drives) and Equipment Modules for controlling individual 
process sequences of the Unit. Vogel-Heuser et al. [17] observed 
a five-level module hierarchy in industrial automation software 
in CPPS compliant with the ISA-88 physical model [44]. The 
levels [17] range from plant modules controlling whole produc-
tion plants to (atomic) basic modules reading sensors or control-
ling actuators (cf. Fig. 1). Although many companies are already 
implementing their software architecture following ISA-88, the 
standard focuses primarily on the process industry and packag-
ing machine manufacturing with OMAC PackML [45]. 

III. CATEGORIZATION OF INFLUENCING FACTORS ON 

AUTOMATION SOFTWARE ARCHITECTURE 

Based on the authors’ previous work in software and system 
analysis and optimization, it can be identified that contrary to 
computer science, the architecture of automation software in 
CPPS depends on various influencing factors and boundary con-
ditions (cf. Fig. 2). The following categories have been derived 
in a joint workshop in an international working group with lead-
ing international researchers in different fields of automation 
software. The categories serve as the basis to derive a joint def-
inition of software architecture in Section IV and to discuss chal-
lenges and future research potentials in Section V. 

A. Functional and Non-Functional Software Characteristics 

Automation software in CPPS is characterized by functional 
and non-functional attributes that strongly differ from classical 
applications in computer science, and, thus, require particular 
consideration when formulating an architecture definition. 



1) Functional Characteristics 
To meet the requirements during regular production, CPPS 

need to fulfill specific functional characteristics. Thereby, de-
sign decisions need to be taken on choosing an appropriate gran-
ularity of tasks from a software point of view. Automation soft-
ware in CPPS is often divided into reusable software modules 
(standardized in libraries) and application- or customer-specific 
software. Previous studies [14, 17] show that the degree of reuse 
of software modules is often dependent on the architectural level 
[44]. Modules on lower levels are often characterized by a high 
degree of standardization and reusability since they often control 
standardized electro-mechanical components that occur multi-
ple times in a machine or plant (e.g., sensors for measuring the 
filling level of tanks). On the other hand, modules on higher lev-
els controlling the behavior of a machine part or even the whole 
machine tend to be more customized to specific boundary con-
ditions (e.g., the mechanical plant layout or particular customer 
needs regarding implemented functionalities). 

Companies follow different strategies to customize these ap-
plication-specific modules to different boundary conditions. 

Customizable modules, e.g., can be adapted by using parameters 
in the source code to select and call the required software part 
and, thus, to create a customized variant. However, this may 
cause duplicated code in case the implementations of both vari-
ants are similar to each other. Another option are universal mod-
ules, which contain program sections for both variants executed 
if the respective parameter is set in the source code. The object-
oriented extension of the IEC 61131-3-standard offers the pos-
sibility of transferring established reuse strategies that have al-
ready been in use in high-level language programming for dec-
ades to automation software in CPPS, e.g., reuse through inher-
itance. Different strategies and combinations can be found in in-
dustrial practice depending on the company-specific boundary 
conditions and the functionalities that the CPPS needs to provide 
(mainly determined by the type of technical process imple-
mented). This heterogeneity of design principles and process-
dependent influences makes it hard to develop a unique defini-
tion of software architecture that can be applied to all types of 
companies and their functional requirements. Vogel-Heuser et 
al. [14], e.g., compared the automation software maturity in dif-
ferent companies concluding that mature software can look sig-
nificantly different depending on the company (cf. call graphs 
of case studies 1 and 2 in Fig. 3).  

2) Non-functional Characteristics 
Non-functional requirements (NFR) of automation systems 

play an essential role in designing software architecture. Com-
mon NFRs such as maintainability, scalability, portability, or re-
usability [45] are generally targeted in any software-intensive 
system. Automation systems, however, must meet specific 
NFRs derived from their embedded aspects as they control the 
external environment, sometimes in challenging conditions and 
considering humans in the surroundings. 

Typically, CPPS must meet timing requirements dealing 
with the maximum cycle time to adapt to the dynamics of the 
controlled entities. On the other hand, they are also required to 
meet maximum response times (within a deadline) to external 
events related to alarms, which demand immediate action. Thus, 
to a certain extent, they must be predictable. Service availability 
is also essential, as their primary function is to control manufac-
turing assets. Fault tolerance mechanisms are usually imple-
mented to assure availability by detecting and recovering from 
different types of faults. When operating in hazardous environ-
ments, they must also meet safety requirements. Safety integrity 
levels are used to classify safety functions corresponding to their 

 
Fig. 2. Categories of influencing factors on automation software architecture in CPPS 

 

 

Fig. 3. Call graphs and functional distribution of companies with highest 

maturity results in a previous case study [14] 



safety integrity. Compliance requirements related to standards, 
rules, and regulations are also important. The IEC 61131-3 of-
fers mechanisms to meet some of these requirements, while 
open standardization efforts promoted by PLCopen – an inde-
pendent, international association for industrial automation – try 
to cover others, such as motion control, safety, or data exchange. 

New NFR appears to be met by automation systems. , as one 
of the components of the smart factory following the I4.0 con-
cept. They are required to be interoperable and communicate to 
other components in the factory or inter-factories. Interoperabil-
ity is met by integrating the assets they control, including legacy 
systems, mainly when those systems lack communication capa-
bilities. They must offer communication capabilities using in-
dustry standards, e.g., OPC UA, to offer information services 
about their state and the state of assets they control to other com-
ponents in the factory. Also, other types of services, such as 
manufacturing services, must be offered to achieve the flexibil-
ity needed to react not only to the ever-changing market de-
mands but also to recover from manufacturing resources faults. 

B. Automation Hardware and PLC Software Characteristics  

The scope of CPPS ranges from individual machines up to 
entire production plants, which are controlled by reading sensor 
signals and controlling actuators, such as servo-drives to move 
workpieces [13]. This often leads to up to 100,000 input and out-
put signals for a whole production plant [46]. Thus, besides soft-
ware-internal characteristics, software architecture in CPPS is 
highly dependent on external interfaces and restrictions resulting 
from the controlled automation hardware. An automation pro-
ject, usually running on a PLC, automates the behavior of the 
plant, but it also can contain control algorithms. The complete 
definition of an automation project’s architecture requires: 

1. Specification of the industrial control system hardware 
(centralized or distributed solution). The first implies that 
all information coming from and going to the plant are 
wired to the I/O modules of the PLC. The second requires 
industrial communication interfaces connected to I/O de-
vices via Industrial Ethernet protocols (e.g., Profinet). 

2. Software architecture of the PLC in terms of (global or lo-
cal) variables and software modules. Despite providing 
guidance for defining the software, such as IEC 61131-3, 
there are several manufacturer-dependent software mod-
ules. According to PLCOpen, proposed standardization ap-
proaches (e.g., for creating library modules [47] or infor-
mation exchange across projects [48]) are well received and 
are implemented by many platform providers. 

The PLCOpen members Siemens, Beckhoff, Rockwell, 
B&R/ABB, Mitsubishi, or Schneider Electric, are the best-
known control and automation system manufacturers, and each 
of them offers a proprietary tool normally non-compliant with 
others. Some of them follow IEC 61131-3 software modules and 
other proprietary standards such as S7. These standards do not 
specify an import or export format but the elements of the soft-
ware model and the mechanisms to be offered to the user to de-
fine an application graphically. PLCopen is composed of differ-
ent Technical Committees (TC), whereby TC6 proposes a 
Markup Language containing the elements of the IEC 61131-3 

standard, their relationship, and other related issues, such as spe-
cific supplier information (PLCOpen XML, [48]). 

As commented above, the automation project also contains 
the hardware architecture. Again, exporting and importing facil-
ities offered by manufacturer vendors condition the content and 
file storage format. EPLAN Electric is an ECAD program used 
for configuring, documentation, and managing electro-technical 
automation projects in industrial environments. It offers the re-
quired facilities to create circuit diagrams, models, and cabinet 
configurations. EPLAN Electric defined an interface for sharing 
PLC data with PLC programming tool suites provided by PLC 
manufacturers. As far as the authors know, only two vendors al-
low importing models from EPLAN: Mitsubishi Electric and 
Siemens. The defined interface uses a vendor-neutral Markup 
Language notation, following AutomationML Standard format. 
Thus, PLCopen XML [49] and AutomationML [50] could be 
considered the common representation formats for software and 
hardware architecture of automation projects, respectively. 
Therefore, the challenge will be to define and perform the cor-
responding mapping rules that will be applied to the exported 
automation projects, which depend on manufacturing vendors’ 
tool export and import capabilities. 

C. Architectural Design Principles  

As discussed in Section II, in computer science, extensive 
resources on software architecture, design patterns, and design 
principles are well proven and established. While object-ori-
ented programming is standard in information technology, this 
programming method has not yet been widely used in automa-
tion software, e.g., due to heterogeneous qualifications of the 
programmers or influences on the runtime behavior. However, 
the object-oriented extension has been officially part of the IEC 
61131-3 standards since 2013 and is supported by numerous 
platform providers. In the IEC 61131-3 area, there is thus a het-
erogeneous spectrum of programming styles and resulting archi-
tectures - from basic, low-level hierarchies programmed in 
graphical languages up to sophisticated, object-oriented module 
structures that can keep up with high-level language software. 
These differences in the utilization of available language re-
sources are often far more significant in automation software 
than in high-level language software, making it difficult to de-
rive a unified architecture definition. 

Distributed control of CPPS is considered a prerequisite to 
increase efficiency and safety by providing redundancy of 
mechatronic components and their software [51]. However, up 
to now, CPPS are mainly controlled by central PLCs pro-
grammed according to IEC 61131-3, which supports distributed 
control only to a limited extent. IEC 61499 promises the con-
venient design of distributed control applications and brings fea-
tures such as interoperability and portability to the domain of 
CPPS. Part 1 of the standard defines a general architecture in 
terms of several reference models (i.e., system model, device 
model, resource model, and application model). However, it 
does not provide guidelines on designing software parts and ap-
plications. In the past, IEC 61499 applications were mostly de-
signed in a hierarchical way [52]. Recent research also shows 
promising results regarding distributed design patterns [53]. A 
main challenge for IEC 61499 is industry adoption [54, 55]. In 



the past, it was only applied to small demonstrators and aca-
demic examples, therefore, the scalability was an open question. 
Meanwhile, IEC 61499 is in the phase of early adopters [11].  

Besides the applied programming standard, further architec-
tural principles can be observed in industrial practice leading to 
different types of software architecture. Common to all observed 
software structures is that the technical process to be imple-
mented has a significant influence on which architectural prin-
ciples are suitable. The core prerequisite for recommending suit-
able architectural principles is thus to learn from industry users 
and optimally support them in improving their software design. 
This can be done, e.g., within the scope of large-scale question-
naire studies in industry, which have already proven to be a val-
uable means of obtaining representative data on the current state 
of technical practice [14, 15, 46]. 

D. Company-specific Boundary Conditions 

Previous analyses of industrial automation software, com-
bined with in-depth interview studies, show that software archi-
tecture strongly depends on company-specific boundary condi-
tions. These factors include, e.g., the locations the company is 
operating in, the size of software development teams, the indus-
trial sector, or the amount and type of company-specific pro-
gramming guidelines [56]. Due to these different factors, it is 
impossible to define a representative standard for an ideal soft-
ware architecture for all different types of companies. Instead, it 
is required to define software architecture based on adaptable 
models and standards customized to an individual company's 
needs. One major factor that must be considered includes, e.g., 
which programming platforms a company works on. Depending 
on the platform vendor, certain restrictions and boundary condi-
tions arise that influence the programming style and must there-
fore be considered when defining the architecture. 

In contrast to computer science, where there is a uniform, 
clearly defined understanding of software architecture and qual-
ity, automation software in CPPS must be thought differently 
due to the high level of heterogeneity. As a prerequisite for eval-
uating the architecture and identifying optimization potential, an 
understanding must first be developed of what exactly is to be 
implemented and which functional and non-functional require-
ments must be met for the respective stakeholders in the com-
pany and on the customer side. These stakeholders include not 
only programmers in-house. Especially in plant manufacturing, 
e.g., the software is often adapted during commissioning by 
technicians with little software background, which poses a par-
ticular challenge to the architecture design. 

E. Trends in the Context of Industry 4.0  

In recent years, the rapid technological developments pose 
major challenges for companies to remain successful in global 
competition. Implementing I4.0 places entirely new demands on 
software architecture and communication between mechatronic 
components, which is why these influences are examined in 
more detail below. 

PLC capabilities are continuously increasing according to 
technological advances in electronics and communications. For 
instance, modern units can perform bit operations in nanosec-
onds and are manufactured with an inbuilt Ethernet port, facili-

tating their integration into Ethernet-based networks. In addi-
tion, approaches for virtual commissioning are increasingly 
finding their way into industrial practice. However, the pro-
gramming model motivated by IEC 61131-3 has not changed 
substantially across PLC realizations by different vendors. 
Therefore, there is the need for deterministic and distributed pro-
gramming models that embrace explicit timing, event-triggered 
computation, and improved security [12]. Even if PLCs continue 
to be required to a considerable extent for the production of to-
morrow, the introduction of the service paradigm may likely 
support these controllers in fulfilling the additional requirements 
resulting from the new production conditions. Therefore, differ-
ent levels of services must be explored, spanning from the im-
plementation of non-critical and overarching functionalities to 
the full development of all the control functions as services [57]. 

Within the I4.0 revolution, manufacturing companies are 

transforming to intelligent enterprises constituted by smart sys-

tems capable of connecting and communicating through Indus-

trial Internet of Things (I2oT) technologies. However, interop-

erability remains a challenge due to a lack of standard ap-

proaches and vocabularies for the software of CPPS [58]. PLCs 

are starting to exploit I2oT technologies so that they will face 

an increasingly large set of threat vectors. For instance, classi-

cal approaches from computer science to prevent cyber-attacks 

cannot be applied to PLCs due to their extreme differences from 

main priorities to resource constraints. Therefore, innovative 

approaches and equipment must be developed [59]. 

IV. DEFINING AUTOMATION SOFTWARE ARCHITECTURE IN 

AUTOMATED PRODUCTION SYSTEMS 

Using the workshop results and the derived categories, es-
tablished software architecture definitions from computer sci-
ence can be enlarged and adapted for automation software in 
CPPS as follows: 

Automation software architecture in CPPS is composed 
by the basic structure of the software determined by design de-
cisions forming the skeleton of the software. These design deci-
sions primarily determine modules' size, interfaces, and interac-
tion, i.e., groups of POUs jointly performing a specific function-
ality. Automation software architecture in CPPS is required to 
consider the hardware topology, including the number, distri-
bution, and connection of PLCs. Thus, architecture is dependent 
on the interface to and the number and type of hardware I/Os, 
i.e., the sensors and actuators for controlling the mechatronic 
system’s behavior.  

This definition is intended to encourage software developers 
in practice to systematically design their architecture to fit the 
respective boundary conditions and technical processes in the 
company by taking all relevant factors into account. 

V. CHALLENGES AND RESEARCH POTENTIALS FOR 

AUTOMATION SOFTWARE ARCHITECTURE 

The paper succeeded in formulating an architecture defini-
tion for automation software by combining the learnings from 
previous work and industrial case studies in a joint workshop. 
Nevertheless, there is still a long way to go for industrial users 
to capture, describe and optimize their software architecture sys-



tematically. Contrary to high-level language software develop-
ment, automation software in CPPS has to deal with complex 
challenges. Many factors of these had already been identified in 
previous work [2, 13] and were reconfirmed in the conducted 
workshop. The most essential hurdles include: 

1. Integration of extra-functional tasks (e.g., exception han-
dling) into the module structure of the functional software 

2. Lack of methodological support for the design of software 
architecture, e.g., design patterns and quality metrics 

3. Complex hardware topologies with partially more than 
100,000 hardware I/Os 

4. High heterogeneity of stakeholders and company-specific 
boundary conditions leading to a lack of shared understand-
ing of software quality 

5. Discrepancy between technological requirements in the 
context of Industry 4.0 and historically grown legacy sys-
tems in practice 

Therefore, in future work, it is crucial to develop methods 
and concepts based on the developed definition to better address 
the prevailing problems in practice and provide users with con-
crete means to improve the software. Questionnaire studies can 
be used, e.g., to obtain an even more comprehensive picture of 
current challenges in the machine and plant manufacturing sec-
tor, especially in an international comparison [46]. Furthermore, 
in-depth insights into industrial software architectures are re-
quired, which can be achieved by using targeted static code anal-
ysis to compare the strengths and weaknesses of design deci-
sions regarding the overall quality. To make good solutions re-
usable, suitable design patterns that address the needs of indus-
trial practitioners need to be formulated and evaluated in collab-
oration with experienced automation software developers. 

VI. CONCLUSION AND OUTLOOK 

While many established definitions of software architecture 
exist in computer science, and there is a generally accepted pic-
ture of software architecture, these definitions are not sufficient 
for the application to automation software. Therefore, this paper 
systematically examines different influencing factors that need 
to be considered for the definition of automation software archi-
tecture. An architecture definition is formulated that includes the 
above factors and is thus applicable to automation software in 
CPPS. A suitable architecture design is one of the fundamental 
prerequisites for many current technology innovations and is, 
therefore, an essential factor for companies to remain competi-
tive in the long term. 

However, there is still a long way to go to enable industrial 
practitioners to design and implement automation software ar-
chitectures that fulfill the requirements of all stakeholders and 
fit the company-specific boundary conditions. Therefore, further 
questionnaire studies and industry comparisons are planned to 
receive feedback on current pain points and needs in industrial 
practice. On this basis, the developed definition is to be extended 
and specified in continuous exchange with industry partners to 
enhance the applicability to a broad field of use cases. The nu-
merous influencing factors show that a pure analysis of software 
without considering the hardware and the different requirements 

cannot successfully improve automation software in a sustaina-
ble and long-lasting way. Instead, new analysis methods must 
be developed to provide appropriate support.  
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