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Abstract—Cyber-Physical Systems (CPS) are devoted to be the
main participants in Industry 4.0 (14.0) solutions. In recent years,
many authors have focused their efforts on making proposals
for the design and implementation of CPS based on different
digital technologies. However, the comparative evaluation of these
14.0 solutions is complex, since there is no uniform criterion
when it comes to defining the test scenarios and the metrics to
assess them. This paper presents a technology-independent CPS
demonstrator for benchmarking 14.0 solutions. To that end, a
set of testing scenarios, Key Performance Indicators and services
were defined considering the available automation cells setup.
The proposed demonstrator has been used to test an 14.0 solution
based on a Multi-agent Systems (MAS) approach.

Keywords: Benchmarking, Cyber-Physical Systems, Demonstra-
tor, Industry 4.0.

I. INTRODUCTION

Over the last decade, academic and industry interest in
Cyber-Physical Systems (CPS) has increased exponentially.
CPS participants are components consisting of a physical part
(e.g. any relevant asset in a manufacturing process, such as
a robot or a machining station), and a virtual part, which is
responsible for giving visibility and connectivity to the CPS in
the system [1]. CPS play a fundamental role in the Industry 4.0
(I4.0) paradigm, as they provide autonomy and adaptability to
the systems of which they are part, contributing to increase
the efficiency of manufacturing processes [2].

For this reason, it is not difficult to find a large number
of research papers devoted to the design and development of
CPS [3]-[5]. An important part of these efforts focus on the
problem of integration between the physical and virtual parts
of CPS, and some of these works propose ad-hoc solutions
oriented to the integration of a specific asset (or type of asset)
in a specific case study [6], [7]. Although these solutions may
be illustrative, they lack scalability and reusability, so other
works focus on proposing more generic solutions based on
some of the different technologies enabling the realization
of CPS [8], [9]. In this regard, when it comes to integrating
physical assets, two approaches stand out above the rest:

« Plattform Industrie 4.0 proposes using Internet of Things
(IoT) protocols, such as Message Queuing Telemetry
Transport (MQTT), and specially Open Platform Com-
munications Unified Architecture (OPC UA), for the
integration of assets, as well as for the interoperability
between 14.0 components [10].

e The use of industrial agents is another consolidated
alternative for the integration of physical assets, since it
is supported by international standards such as the IEEE
2660.1-2020 on recommended practices for industrial
agents [11].

In addition to the problem of integrating the physical
and virtual counterparts of a CPS, researchers working in
this area face an additional problem when presenting and
highlighting their contributions: the difficulty in comparing the
results obtained by their deployed solutions. One of the main
causes of this problem is the use of distinct industrial testing
scenarios, including different metrics and Key Performance
Indicators (KPIs), which makes the comparative analysis of
results difficult. Some authors have focused on comparing dif-
ferent proposals in order to define a common set of metrics to
assess CPS. However, these approaches focus on very specific
areas, such as security [12] and communication protocols [13].
Besides, even in cases where the metrics used are identical,
or at least comparable, it is often difficult to make valid com-
parisons because the tests have been performed on different
demonstrators, and therefore under different conditions.

Thus, a possible solution to avoid these problems would
be to compare two or more 14.0 solutions by testing them
on the same demonstrator, under the same conditions, and
quantifying the same metrics. However, this is not a trivial
task because, as a general rule, the demonstrators in which
14.0 solutions are validated are ad-hoc. This is due to the fact
that, in many cases, demonstrators are developed or adapted to
fit the 14.0 solutions they are intended to test, becoming part
of the solution itself [14], [15]. These works conceive the 14.0



solution and the demonstrator as a whole, in an indivisible way.
This dependency prevents both the 14.0 solution from being
tested on other demonstrators, and the demonstrator to be used
for validating other 14.0 solutions. There are other cases in
which the same demonstrator has been used in several works,
as in the cases of the AIP-PRIMECA [16], [17] and myJoghurt
demonstrators [18], [19]. Nevertheless, despite these works
use the same demonstrator for similar uses, none of them
refer to common testing scenarios and KPIs: they have been
used for performing different tests, but not with the aim of
benchmarking different 14.0 solutions. Finally, there are other
works whose contribution is exclusively focused on proposing
a reference for the development of demonstrators suitable for
validating CPS [20], [21]. However, although these papers
propose what hardware and software elements should compose
a demonstrator, and what functionalities it should offer, once
again they do not propose common scenarios or metrics for
benchmarking 14.0 solutions.

Having this in mind, this paper describes the development of
a technology-independent CPS demonstrator for benchmark-
ing different 14.0 solutions, by enabling their integration in a
quick and easy way. For this purpose, a set of testing scenarios,
KPIs and services were defined according to the available
automation cells setup. The applicability of the developed
demonstrator is presented through an integration test with an
14.0 solution based on Multi-agent Systems (MAS).

The rest of the paper is organized as follows. Section II
overviews the demonstrator, describing: a) the hardware el-
ements that make it up and how their low-level control has
been implemented; b) the testing scenarios that have been
considered to evaluate 14.0 solutions and the KPIs associated
with them; and c) the services that have been developed
to integrate each asset within the demonstrator. Section III
validates the generic nature of the demonstrator by presenting
an integration example through an I4.0 solution based on
MAS. Finally, Section IV rounds up the paper with the
conclusions and future work.

II. DESCRIPTION OF THE DEMONSTRATOR

As aforementioned, the comparative evaluation of 14.0
solutions is complex, since most of the demonstrators on
which these solutions are validated are technology-dependent
and tested under different conditions. In this context, this
paper focuses on developing a demonstrator, as illustrated
in Figure 1, which allows the research community to test
and compare different 14.0 solutions using the same metrics
and conditions. This demonstrator comprises a small scale
production system in which the 14.0 solutions are tested, a set
of scenarios to measure the solution’s performance, KPIs that
allow comparing different 14.0 solutions, and the services that
encapsulate the asset functionalities providing a technology-
independent interface for any 14.0 solution.

A. Small-Scale Production System

The small-scale production system based on a Fischertech-
nik infrastructure, illustrated in Figure 1, is comprised of

several assets, namely two punching machines, two indexed
line machines, one industrial robot and warehouses. These
assets offer several functionalities that simulate real machines’
operation on a small scale prototype, e.g., transportation,
punching and drilling of workpieces, allowing developers to
test their solutions physically.

KPIs for

evaluation based on service
parameter outputs

| Services that the asset
1 and provide a technology-independent interface |

Scenarios to test /4.0 solutions
in different conditions

Ak,
I 25

T OKPLA - X
| : KPL2 - of
PLC | :
" Treadiwrite on H K3
memory = | 4
. i 3 KPI_3 !
! (s1(820 :
. Select the test ! !

\/
N Catalogue of services
scenarios

D

Technology-independent interface

Small-scale production system

A
ustrial robot

Figure 1. Overview of the CPS demonstrator for benchmarking 14.0 solutions.

Regarding the hardware configuration of each asset, the
punching machines are composed of a conveyor belt with a
punching device of workpieces, photoelectric sensors to detect
the workpieces in the initial position of the conveyor and the
position of punching, limit sensors to detect the movement of
the punching device, and motors to move the conveyor and the
punching device. The indexed line machines are composed of a
conveyor line with a milling and drilling station in a U-shaped
arrangement, photoelectric sensors to detect the workpieces in
the conveyors and the processings positions, limit sensors to
detect the movement of the embolus, and motors to actuate
the conveyors, embolus and processing stations. Lastly, the
robot is a 6-axis industrial IRB 1400 ABB robot designed
for manufacturing purposes, which has been equipped with a
gripper to transport the workpieces between the stations and
the warehouses.

The low-level logic control of these machines is imple-
mented as IEC 61313-3 programs running in a Modicon
M340 Programmable Logic Controller (PLC), which allows
reading and writing on memory addresses using the Modbus
communication protocol. On the other hand, the ABB robot
executes its operations using proper programs developed in
RAPID language programming.

B. Testing Scenarios and KPIs

As described in Table I, the established testing scenarios aim
to verify fundamental behaviours required for 14.0 solutions,



Table 1

OVERVIEW OF TESTING SCENARIOS.

Scenario | Description \ Highlighted Behaviour KPI
#0 Reference scenario where everything works correctly Normal operating capacity of the system. .The goal is to galcu» OEE, MLT
late benchmark metrics for comparison with other scenarios
oo . R T Capacity of the system to handle the unpredictable rush orders

#1 At a given time, a rush order appears and redistribute the tasks TDT
At a given time, a new machine is added to the manufacturing - . . . .

#2 cell and is immediately available for production Capacity of the system to adapt to evolution of the cell topology | TTO

" AI a given time, one of the redundant machines will go down | Capacity of the system to manage a redundant machine’s OEE. MLT, TTDE
in a given time window breakdown

#4 AI a given time, the_ machme processing time increases for all Capacn_y of 'the system to adapt to evolution of the machine OEE. MLT, TTDE
its operations in a given time window processing time

#5 At a given time, thg pelwork supporting th_e communication Capacity of the system to manage the loss of the decisional OEE. MLT, TTDE
among decisional entities breaks down in a given time window | network

OEE - Overall Equipment Effectiveness; MLT - Manufacturing Lead Time; TDT - Task Designation Time; TTO - Time to Operation; TTDE - Time to Detect the Event.

Table II
DESCRIPTION OF KPIs.

‘ Description ‘ Formula

Measures the effectiveness of a resource, considering
whether the resource is operative or not (Availability,
A), the number of products manufactured in a period
(Performance, P), and their quality (Quality, Q)

OEE=Ax*PxQ

OEE OEE <=1

Time indicator to trace the process between the moment
of the order request (Order time, OT') until the end of
the process (Completion time, C'T")

MLT MLT =CT - OT

Time to redistribute tasks (Redistribution Time, RT')
when some unexpected event occurs (Event Time, ET')
and prevents the execution of the current task plan

TDT TDT =RT — ET

Time for a new resource introduced in the cell topology
(Pluging Time, PT) to be able to operate (Resource
Ready Time, RRT)

Time to detect an event (Detection Time, DT), e.g., a
failure, increase in operating time and loss of network,
since it actually happened (Event Time, ET)

TTO TTO = RRT - PT

TTDE TTDE = DT-ET

namely the capacity of the system to handle the introduction
of a rush order, adapt to the evolution of the cell topology
or processing time, and manage a machine’s breakdown or
the loss of the network. Each scenario has associated KPIs,
shown in Table II, to help assess the performance of the tested
solution. Moreover, it is important to highlight that the test
scenarios and KPIs defined in this subsection are attached
to the demonstrator to measure the performance of the 14.0
solution in terms of flexibility. However, new scenarios and
KPIs can be easily defined to test other relevant characteristics
for 14.0 solutions.

C. Services

Aiming to facilitate the integration of any I4.0 solution
with the demonstrator, a set of services was developed since
each station is pre-configured only to read and write on the
PLC memory registers using the Modbus protocol, which can
be complex, error-prone and time-consuming to realize the
integration with each asset in the demonstrator. Basically, the
services encapsulate the particular form to operate the stations,
such as requesting the start or state of a machine operation.
In this case, the services were implemented using Node-RED!

Thttps://nodered.org/

and offer a generic technology-independent interface that can
be invoked externally. The services can be invoked using
MQTT and RESTful HTTP, and are responsible for sending
the commands to the PLC via Modbus to read and write
in the memory registers. In this sense, the service requester
does not need to be concerned about how to configure the
memory registers to execute some manufacturing process, and
thus only requests the service, e.g., using a POST request,
intended to write data, on an URI representing a resource,
e.g., /Request/ManufacturingStation/{station}.
The set of implemented services, described in Table III,
has been designed to facilitate the realization of the proposed
scenarios. To that end, two types of services can be distin-
guished: on the one hand, the so-called ordinary services allow
the interaction with the stations to manage them under normal
conditions (i.e., these services are the base for implementing
the reference scenario #0 from Table I). On the other hand,
some auxiliary services have been considered necessary to
provide the conditions to test some scenarios. In this case,
the services forceStop() and forceDelay(), aims to provide the
necessary conditions for testing scenarios #3 and #4 (see Table
I), respectively. Moreover, each service may require input
parameters and provide outputs at the end of its execution.
These parameters intend to provide helpful information, e.g.,
the timestamp values, which can be used to calculate some
previous defined KPIs, e.g., “Time to Detect the Event”.

III. EXAMPLE OF INTEGRATION USING THE
DEMONSTRATOR

Based on the developed demonstrator, this section shows the
simplicity of using the demonstrator with any 14.0 solution,
in this case, by means of a MAS-based approach, exempli-
fying how the established services can be invoked using the
proposed solution. MAS [22] allow decentralizing intelligence
in 14.0 systems through a set of intelligent, autonomous and
cooperative entities, named agents, which can make decisions,
negotiate and interact with each other to achieve their goals
aligned with the business purposes.

This example shows the integration into the demonstrator
of a manufacturing platform developed with the Java Agent



SERVICES AVAILABLE TO INTERFACE WITH THE DEMONSTRATOR.

Table 111

Ordinary Services

Service Name Service Description Parameters Parameter Description
Input refSubproductType Identifier of the type of product
. . ittmNumber Identifier of the type of product
stationProcess() Starts the station process . P p
Output P Timestamp that shows the moment
initial TimeStamp . .
the operation on the item starts
. Ti hat sh h
final TimeStamp imestamp that shows the moment
the operation on the item ends
stationStatus() Returns the state of the station Output | state State of the manufacturing station
Input targetPositions Initial position and final position
transportProcess() Starts the transport operation P Timestamp that shows the moment
initial TimeStamp . .
Output the operation on the item starts
. Ti hat sh h
final TimeStamp imestamp that shows the moment
the operation on the item ends
transportStatus() dRetgrns the state of the transport Output stateTransport State of the transport robot
evice
R h i - R if th i -
resetDemonstrator() esets t e.demonst_rgtor to its nor: Output | resetExecuted eturns true if the service was per
mal operating condition formed or false otherwise
Auxiliary Services
Service Name Service Description Parameters Parameter Description
i i - Input refStation Identifier of the station
forceStop() Stop running a specific manufactur: p : .
Ing station Returns true if the service was per-
Output stopExecuted .
formed or false otherwise
i i - Input refStation Identifier of the station
forceDelay() Apphf:s a de?ay to a given manu p ‘ .
facturing station Returns true if the service was per-
Output | delayExecuted .
formed or false otherwise

DEvelopment (JADE) Framework?, which is subsequently
used to perform the test scenario #0 in Table 1. Specifically, we
focus on the machine agent, which is responsible for managing
assets with the capacity to offer manufacturing services, and
how it is integrated with the assets in the demonstrator
described above.

As aforementioned, the integration with the demonstrator is
facilitated through the implemented services. In this context,
the agents are in charge of the high-level control functions,
acting at a different layer than the low-level control, which
is executed by the PLC, which executes IEC 61131-3 pro-
grams to fulfill the invoked services. Thus, the machine agent
needs a “Machine” submodel, which represents the state of
the asset (i.e., the services it can offer, the execution times
required to accomplish each service, the type and quantity
of consumable materials in case that machine requires of
consumable materials because of the services it offers, etc.).
Besides the “Machine” submodel, the machine agent manages
a “MachinePlan” submodel, which contains the list of services
that have been requested from the machine agent, including
information about the requester and the expected start and

Zhttps://jade.tilab.com/

finish times for the execution of the service.

Thus, when a machine agent instance is started, it is
provided with information regarding the status of the machine
and the list of tasks assigned to it at the time of starting the
instance. From that moment on, this information is kept up
to date by the agent itself. During this startup process, the
machine agent must also verify that it can successfully interact
with its asset, as this is a precondition for offering its services
on the system. To that end, the machine agent invokes the
stationStatus() service (see Table III). If it receives a reply, it
continues with the startup process; on the other hand, if there
is no response from the asset, it assumes there is a problem
and interrupts the process.

Figure 2 shows a sequence diagram to illustrate how the
stationStatus() service has been invoked. As it can be seen,
the machine agent (MAgent_PA in Figure 2) interacts with
its asset through a gateway developed using the JadeGateway
class of the JADE library. This class allows generating a
gateway (Gateway in Figure 2) that acts as a bridge between
a JADE based MAS, in which communications are based
on Agent Communication Language (ACL) messages, and
some non-JADE envirionment (in this case, the interfaces
offered by each asset through RESTful HTTP). In this way,
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Figure 2. Machine agent requesting stationStatus() service.

the machine agent is decoupled from the communication
capabilities of each asset: thus, when integrating two assets
with different communication capabilities (or two identical
assets through different communication protocols), it would
only be necessary to modify the gateway, but not the machine
agent. Hence, the machine agent sends an ACL message to the
gateway, requesting the stationStatus() service, so the gateway
transmits this request to the asset. Finally, when the gateway
receives the response from the asset, it forwards it to the
machine agent.

Once all the demonstrator assets have been integrated, the
scenario #0 from Table I can be executed. To do so, a planner
agent has been used to load a series of manufacturing orders
into the system. These orders required the same type of
product, but in different quantities (from 1 item to a maximum
of 20), planning one item every 90 seconds. In this example,
the desired product is obtained by introducing a raw material
in a punching machine, and moving the resulting unfinished
product to an indexed line. The movements between machines,
as well as from/to the warehouses are carried out by the robot.
Table IV summarizes the services involved in the process and
their estimated execution times.

The results achieved from the execution of these manufac-
turing orders for the two KPIs considered for the scenario #0
(OEE and MLT, see Table II) are presented in Figure 3 and
Figure 4, respectively. More specifically, Figure 3 presents the
evolution of the OEE and its three components (Availability,
Performance and Quality), depending on the number of items,
for the set of machines involved in the manufacturing process
(i.e., the robot, a punching machine and an indexed line)
together. As it can be seen, the availability component shows
a slight downward trend as the number of items manufactured
increases. This is due to the fact that the mean time required
to manufacture each item is about 86 seconds (the sum of
all the execution times listed in Table IV), slightly less than
the 90 seconds planned in the production orders. Thus, as
more parts are produced, the availability tends to a stable
value (86s/90s = 95.56%). This is the factor that has had the
greatest influence on OEE, since the performance component
has not been affected by the increase in the number of items
(changes are driven by a small variability in the cycle time of

the indexed line) and the quality component is assumed to be
1 (as the small-scale production system is not equipped with
a quality control station).

With respect to the MLT, Figure 4 shows the mean value
(in blue) and the overall value (in orange), depending on the
number of items. In the mean values, it can be seen how there
is a gap between the first point of the graph (results for a single
item), and the rest. The reason is that the first test shows the
actual cycle time for the manufacturing process (around 86
seconds), while the following tests include the wait between
the end of one item and the start of the next explained in the
previous paragraph, tending to 90 seconds. On the other hand,
this is also visible in the overall values, which, after a slight
variation in the first section, show a linear trend.
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Figure 3. Evolution of the OEE with respect to the number of items.
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IV. CONCLUSIONS AND FUTURE WORK

CPS assume a crucial relevance in implementing 14.0 solu-
tions, integrating cyber and physical counterparts to develop
large-scale systems that perform tasks in a decentralized and
intelligent manner. However, researchers in this area face an
additional problem when presenting and highlighting their
contributions. In general, the demonstrators on which 14.0
solutions are validated are technology-dependent and present



Table IV
DESCRIPTION OF SERVICES INVOLVED IN SCENARIO #0.

Step | Asset Name | Service Name | Input Parameters | Execution Time
#1 | Industrial Robot (Robot) | transportProcess() | targetPositions | Initial=warehouse_2, Final=PA | 15 seconds
#2 | Punching Machine A (PA) | stationProcess() | refSubproductType | 1 | 17 seconds
#3 | Industrial Robot (Robot) | transportProcess() | targetPositions | Initial=PA, Final=IA | 16 seconds
#4 | Indexed Line A (IA) | stationProcess() | refSubproductType | 1 | 26 seconds
#5 | Industrial Robot (Robot) | transportProcess() | targetPositions | Initial=IA, Final=warehouse_3 | 12 seconds

different conditions and metrics, making it difficult to compare
one approach with others.

This paper presented the development of a technology-
independent CPS demonstrator, which allows to efficiently test
and compare different 14.0 solutions using the same metrics
and test conditions. For this purpose, a set of test scenarios
have been proposed, in which the flexibility provided by these
solutions is assessed through different KPIs. Besides, a list of
services have been defined to facilitate the interaction with the
demonstrator and support the execution of the test scenarios.
The applicability of the demonstrator is illustrated by inte-
grating an 14.0 solution based on MAS with its manufacturing
assets, and the later execution the reference testing scenario.

Future work will be devoted to extending the testing sce-
narios, services and KPIs, as well as developing a report
and recommendation system for the demonstrator to provide
automatic feedback related to performed tests, e.g., based on
a score to compare with other approaches already tested and
implemented.
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