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Abstract—In this paper, the Tobit recursive filtering (TRF)
issue is discussed for a class of time-varying stochastic nonlinear
systems (SNSs) with censored measurements and random false
data injection attacks (FDIAs) under the mixed static-dynamic
protocol. The censored measurements considered are depicted
by the Tobit Type I model and the phenomenon of the random
FDIAs involved is governed by a set of Bernoulli random
variables. Additionally, in order to reduce the communication
burden and improve the data utilization efficiency, the mixed
static-dynamic protocol is elaborately adopted to schedule the
signal transmission, which is managed by the time-triggered and
event-triggered rules to further increase the flexibility of the data
scheduling. The main goal of this paper is to present a new TRF
approach such that, in the presence of censored measurements,
mixed static-dynamic protocol and random FDIAs, a minimized
upper bound of the filtering error covariance (FEC) can be
obtained. Moreover, a sufficient criterion from the theoretical
analysis perspective is established to guarantee the desired uni-
form boundedness of the filtering error in the mean-square sense
(MSS). Finally, some experiments with comparisons applicable
for three-wheeled Ackerman turning model are conducted to
show the applicability and advantages of newly proposed TRF
scheme.

Index Terms—Censored measurements, random false data
injection attacks, FlexRay protocol, Tobit recursive filtering,
algorithm design and performance analysis.
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HE design of filtering scheme has been acknowledged as

a fundamental and appealing research subject in practical
fields like signal processing and control engineering during the
last decades. As it is well known, the Kalman filtering (KF)
has been considered to be an efficient iterative algorithm of
great significance with wide utilization in areas such as target
tracking, computer vision and global positioning systems [1]-
[6]. In general, the KF is recognized as an optimal algorithm
in the least mean-square sense (MSS), which is applicable
for handling the case that the linear systems with Gaussian
white noises are considered and the system parameters are
precisely known, thus posing some limitations. On the other
hand, the censoring phenomenon is persistently encountered
in various areas, such as bio-monitoring [7] and distributed
detection [8], [9]. In fact, the censored measurements can
be regarded as a special kind of nonlinearity caused by the
saturation of sensor measurements due to the dynamic changes
or interferences [10], [11]. It is noted that the measurement
noise of the system near the censoring region is perceived
as non-Gaussian [12], which violates the Gaussian hypothesis
and then the traditional KF method is no longer suitable
for systems subject to censored measurements. Consequently,
there is an imperative necessity to further improve the KF
algorithm from the performance-enhanced viewpoint with the
aim of better handling the censored measurements.

Recently, the Tobit Kalman filtering (TKF) method has
been seen as a powerful tool to tackle the filtering issue with
censored measurements, in which the local approximation of
uncensored probability has been exploited to provide efficient
estimations of the state [13]-[15]. For instance, in [15], a
Tobit Kalman estimator has been constructed to tackle the one-
sided censored measurements, where the optimal feature in the
unbiased minimum covariance sense has been illustrated with
corresponding estimation scheme. In [16], the TKF approach
has been generalized to the case where both left-censoring
and right-censoring are present. Notably, it has been shown
that the TKF can provide more efficient estimations than the
unscented KF and the extended KF subject to the censored data
condition [17]. To the best of the authors’ knowledge, most of
the reported results regarding the filtering issue with censored
measurements are concentrated on linear systems. However,
the nonlinearity is ubiquitous in real systems and, if it is
not handled effectively, the filtering algorithm accuracy will
be degraded [18], [19]. Consequently, the filtering issue for
stochastic nonlinear systems (SNSs) has garnered increasing
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research interest. For example, the state-saturated recursive
filtering strategy has been developed in [20] for stochastic
nonlinear complex networks suffering from deception attacks.
In [21], the distributed fusion filtering approach with resilience
characteristic has been proposed for SNSs subject to missing
measurements under dynamic event-triggered communication
transmissions. Despite the case that the TKF scheme has been
developed to a certain extent in handling the censored mea-
surements, the filtering problem with censored measurements
for SNSs has not yet been thoroughly addressed.

In comparison to the traditional control systems, the net-
worked control systems (NCSs) primarily depend on net-
works as the medium for transmission. Nonetheless, owing
to the vulnerabilities of NCSs, the attacks can be introduced
into systems [22]-[24]. Generally, those attacks have the
underlying intention of corrupting data via a shared network,
which can lead to the oscillations or even destabilization of
physical devices. Up to date, the addressed cyber-attacks can
be typically divided into three categories: deception attacks
[25], denial-of-service attacks [26] and replay attacks [27].
In particular, the false data injection attacks (FDIAs) as a
special case of deception attacks are recognized as one of
the well-studied malicious types of attacks, since the attacker
can inject the false data into the system by tampering with the
information during the data transmission, which in turn has
an immeasurable impact on the system. In a follow-up study
[28], the unscented KF problem has been tackled for saturated
SNSs with random FDIAs, where the sensor saturation has
been considered and properly handled during the filter design.
Moreover, the distributed filtering approach has been presented
in [29] under the FDIAs, in which an event-triggered strategy
has been adopted to reduce the transmission of unreliable data
over the network caused by the FDIAs.

In addition to the cyber-attacks, the communication proto-
cols have become a major concern due to their essential role
in regulating data transmission [30]-[33]. For the past few
years, a mixed static-dynamic protocol has been developed
based on both time-triggered and event-triggered mechanisms,
i.e., the FlexRay protocol (FRP) as in [34]. Specifically, the
static and dynamic protocols are combined by FRP to improve
data utilization efficiency and reliability. It should be noted
that only a few preliminary theoretical studies have been
conducted about the FRP problem in the framework of NCSs.
For example, the observer design problem for continuous
systems has been addressed in [35], where the analysis has
relied on the use of new hybrid Lyapunov function. To better
follow the popular trend of digital communication, the FRP has
been recently applied to discrete systems in [36], where the
finite-horizon H, filtering issue has been tackled over high-
rate networks. Subsequently, the distributed recursive state
estimation approach has been presented in [37] for multi-
rate nonlinear systems. Nevertheless, the FRP-based filtering
issue has rarely been discussed for SNSs with censored
measurements, not to mention the case where random FDIAs
are involved simultaneously. Hence, the primary objective of
this paper is to develop a novel Tobit recursive filtering (TRF)
algorithm with performance analysis criterion for addressed
research issue with the hope of shortening such a gap.

Inspired by the above discussions, we aim to present a new
TRF strategy for SNSs with FRP and random FDIAs. The
encountered fundamental difficulties are recognized as: i) How
to better handle the impacts caused by censored measurements
and random FDIAs within the protocol regulation framework?
ii) How to present an efficient filtering method by taking the
censored case, the attack probability and the information of
FRP scheduling into account? iii) How to provide a criterion
to evaluate the boundedness performance of the presented TRF
algorithm? To address these challenges, we have made the
contributions that are listed below: 1) a novel TRF algorithm,
which is capable of mitigating the effects of censored measure-
ments, random FDIAs and FRP, is proposed that can be carried
out recursively with advantages of online computations; 2) an
appropriate approach is developed to design the explicit form
of filter gain by fully considering the uncensored probability,
the attack probability and the FRP scheduling, which can
ensure the minimization of upper bound of the filtering error
covariance (FEC); and 3) the performance discussion of the
TRF approach is made by providing a sufficient criterion,
which assures the uniform boundedness of the filtering error
in the MSS.

Notations. R" denotes the n-dimensional Euclidean space.
R — © is nonnegative definite (positive definite) if R > D
(R > D), where R and © are symmetric matrices. For
a matrix P, P!, PT and tr(P) denote the inverse, the
transpose and the trace of P, respectively. sym(P) represents
P 4+ PT. I refers to an identity matrix with appropriate
dimension. E{+} means the mathematical expectation of .
col{ay,as,...,a;,} describes a column vector with elements
a1,Q2,...,0,. “o” is the Hadamard product which is defined
as [V o Kl;; = Vi ;K;; with V; ; being the (4,7)th entry of
V and K;; being the (i,7)th entry of K. || - || depicts the
Euclidean norm.

II. PROBLEM FORMULATION

A. Nonlinear System Model

Consider the following class of discrete time-varying SNSs:

Zht1 = f(zn) + Dpwn, (H
yn = g(xn) + vn, )

where z;, € R" is the state vector, the initial value xy has mean
Zo and covariance I, y; € R™v is the uncensored measure-
ment output (can also be called latent variable). Both f(x},)
and g(xj) are continuously differentiable nonlinear functions.
wp € R™ and v, € R™ are zero-mean additive white
Gaussian noises with covariances (J;, and Rj, respectively.
Dy, is a known matrix with proper dimension.

The nonlinearities f(xp) : R® — R™ and g(zp) : R* —
R™ satisfy the following condition:

f0) =0, [lg(zn)ll < bipllenll + b2, 3)

where by 5, and by j, are time-varying nonnegative scalars.
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B. Censored Measurement Model

Let
Yn = COl{yik,hw-'ay:,my:Jrl,hv"-vy;kzy,h}a
i@ YD
Un = cOl{U1,hy s Usihs Yst 1,hs > Uny b )
y’(LI) 3\I;H)
where y;, (i = 1,2,...,n,) and %; (i = 1,2,...,n,) are

the i-th element of y; and the censored measurement vector
Un, respectively.

In practical engineering, the original measurement y; may
undergo the censoring phenomenon. Resorting to the Tobit
Type I measurement model, the censoring phenomenon is
depicted as follows:

. Yin Yin>Ti,
Y= T “)
7;7 yi7h S 7;7

where 7; (i =1,2,...,n,) are constant thresholds.
Next, some Bernoulli random variables 0, ),

(i =

1,2,...,ny) are exploited to determine whether y;, is cen-
sored or not, which can be expressed as follows:
1, y&, >T;,
Oin = ohe” (5)
07 yi)h S 7;7

satisfying the following statistical characteristics:
Prob{@i,h = 1} = é@}“ Prob{@uh = O} =1- é@}“

where 0; 5, € (0,1) (i = 1,2,...,ny) stand for uncensored
probabilities.

As pointed out in [15], the concrete expression of the un-
censored probability éi, n can be obtained by the approximate
means as follows:

= gi(xn) = Ts

Oin =V —
/RELZ,Z)

where g;(x) is the i-th element of g(x) and Zp,—; is the

gi(@pn—1) = Ti
e

one-step prediction at time i — 1. R\"" is the (i, 7)-th element
of Ry, ¥(-) is the cumulative distribution function of the
standard normal distribution.

From (), it is immediately deduced that (4) can be rewritten
as follows:

Yih = Oinyip + (1 —0;0)T;. @)

In order to obtain a unified form of censored measure-
ment equation, denote 7 = col{71,7z,...,Tn,} and O} =
diag{01 1,024, ..., 0n, n} Hereafter, the actual measurement

after censoring can be reorganized as 5, = O,y +(I—64)T.

C. FlexRay Protocol

In many engineering applications, there is no doubt that
the data congestion may inevitably occur if an excessive
amount of data is transmitted simultaneously. Therefore, the
FRP is introduced to schedule the data transmission and

only one node has the access right via the communication
network at each transmission moment. The FRP is a kind of
mixed static-dynamic protocol, where the round-robin protocol
(RRP) is adopted for the static segment and the weighted try-
once-discard protocol (WTODP) is exploited for the dynamic
segment. Without prejudice to generality, let the first s nodes
be regulated by the RRP and the remaining nodes be regulated
by the WTODP.
Firstly, let

—

Yn = COI{?jl,ha v 758,h7 gt€+1,h7 .. 7.7jﬂﬂy,h}7

ﬂ,il ) 73)(1”)
where 7}, is the measurement obtained after the FRP schedul-
ing. Subsequently, the scheduling behavior of the FRP will be
discussed from the following two aspects:

1) Static Segment: In this segment, the RRP is exploited to
schedule the data transmission, which is a time-based static
protocol. The variable §;, € {1,2,...,s} is introduced to
indicate the sensor node that the transmit measurement data at
time h, which can be expressed by f;, = mod(h — 1,s) + 1,
where mod(h — 1,s) defines the remainder on division of
h — 1 by the positive integer s. The actual measurement ¥ 5,
(I =1,2,...,s) under the zero-order holder strategy can be

depicted as:
. Ui,k
Yin =19 o
Yi,h—1,

Next, denote @, = diag{5(8,—1),8(8r —2),...,0(Bn—
s)} € R**¢, where 4(-) is the Kronecker delta function, i.e.,
d(b) =1 when b = 0; otherwise §(b) = 0. Then, one has

Bh:lv

otherwise.

s—1
B =D s ®)
0=0

where f8,—, = 0 and yp_, = g for h — p < 0.

2) Dynamic Segment: The WTODP is applied in the dy-
namic protocol segment, which is an event-based dynam-
ic protocol. At time h, the updated measurement will be
assigned to the sensor with the highest priority. Next, let
ap € {s+1,s+2,...,n,} be the selected sensor node. Then,
ay, can be characterized as follows:
anmin {arg g (G5~ Wil —Tiaoi) |
where ¢jp_1 (j = s+ 1,s + 2,...,n,) define the last
successful transmitted measurement before time instant h of
j-th node and W; > 0 (j = s+ 1,5 +2,...,n,) are
known weight coefficients of j-th node. The weight reflects
the priority of the node; i.e., the greater the weight, the higher
the priority is. Based on the above rule and combined with
the zero-input strategy, ¥/ n is denoted as follows:

o i/j.,ha
Yj.h {07
(

As a result, the true measurement output th) after trans-
mission via the WTODP can be obtained in a simple form

ap = jv
otherwise.
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as:
g = @ain ", ©

where ®,, = diag{d[an,—(s+1)],8[an—(s+2)],...,6(an—
ny)} € Rw=9x(n=s) Tt follows from (8) and (9) that
can be determined by

G =Ty + gy, (10)
L =
[ Omy—s)xs Lny=s)x(ny—s) |

where and 7o =

[ Tsxs OSX("yfs) ]T
T

Remark 1 The FRP consists of four core components: a static
segment, a dynamic segment, a network idle time and a symbol
window. Since the latter two are of relatively shorter duration,
their lengths are typically set to 0 in practical applications.
Therefore, the implementation focuses on the static and dy-
namic segments, where different network access techniques
can be employed to cater specific communication demands.
Specifically, the first thing executed during a FlexRay com-
munication cycle is the RRP in a time-triggered way, which
ensures that each node is endowed with the right to transmit
the measurement data sequentially at a pre-determined time
instant. Next, it is followed by the WTODP in an event-
triggered way, in which the node with the larger absolute error
between the current measurement value and the last updated
value will be granted a higher priority to access the network.
Particularly, with the aim of avoiding multiple nodes exhibiting
the same absolute errors, we preferentially select the node with
the minimum label value for data transmission. Of course, the
node with the maximum label value can also theoretically be
exploited as another way. The well-designed FRP mentioned
above can effectively manage the network resources with aim
to optimize the overall performance of NCSs.

D. Random False Data Injection Attacks

A measurement model with random FDIAs is described by
an

where y; 5, (i = 1,2,...,n,) are the signal received by the
filter subject to the random FDIAs. 1, , € R (i =1,2,...,n,)
refer to the bounded false data injected by attackers. The
probabilities of the Bernoulli random variables ~;; (i =
1,2,...,ny) are Prob{~,, = 1} = %;;, and Prob{y; ) =
0} = 1—4; p, where 3; , € (0,1) (i =1,2,...,n,) are known
constants called as attack probabilities. Moreover, suppose that
20, 0i,n, Vi n, wp and vy, are uncorrelated with each other for
all 4 and h.

For the convenience of subsequent calculations, define y, =
COl{yl,lqu,ha e ayny,h}v Nh = COl{Tll,h,ﬂz,h, .. -anny,h}
and I';, = diag{'yl,h,'yg,h, ... ,vny’h}. Consequently, (11) can
be transformed into the following equation:

Yih = Yi,h + Yi,nihs

Yn = Yn + Lrnn, (12)

where 7, satisfies the condition ngnh < 7 with 77 being a
positive scalar. As in [38], the false data vector introduced
in this paper is unknown but norm-bounded. This is a more

general assumption that the impact of the attack is within a
certain range rather than depending on specific knowledge of
the attacker’s behavior.

Remark 2 In practice, the Bernoulli random variables are
usually adopted to characterize the attack model owing to the
random occurring characteristics of cyber-attacks. In addition,
the process of the attack may be accompanied by some
abnormal circumstances, and the statistical information about
the attacks can be acquired by the defense via monitoring
the system online for a brief period. Thus, it is reasonable
to suppose that the upper bound and occurrence probability
of the attacks are known. Moreover, it is noted that different
values of vy;  lead to different measurement results. Specifi-
cally, v; ,, = 1 means that the attacker can inject false data
into the i-th node, otherwise vy;; = 0. Particularly, I'y, = I
implies that all nodes are attacked, and I'y, = 0 indicates that
no attack is injected into any node.

E. Model Transformation

To simplify the derivation, y_ﬁ” and y_ﬁn)

to the following equation:

can be converted

s—1

=0 I (13)
0=0

g = @0, I] i (14)

Next, substituting (13) and (14) into (10) and combining
(12), we have
s—1

Un =Y Lholn—o+ Buln + T,
0=0

15)

where £, = Z1®g, ,Z{ and P, = L,P,, 717 .
The following lemmas are essential to derive our results
more directly.

Lemma 1 [I5] The mean of ¥; }, based on Tobit regression
model can be determined as follows:

E (yi,h | !Eh,RELi’i))
(- (i) <gi(xh>+ Ré””w(ﬂi,m) U0,

¢(Yi,n)

Ti—gi(zn) Ay
1-W(94,n)’

(o o)
RS

is the probability density function of the standard normal
distribution.

where ¥;) = and w(V;p) =

Lemma 2 [39] For the matrices 9, £, ¥ and an unknown
matrix Z with ZZT < I, if the condition pflffJf/Tl/T >
0 is satisfied for any constant p > 0 and any matrix T > 0,
one has

(G + LRANYG + LRA)NT
<GY Y —pHTo) 1T fple LT

Authorized licensed use limited to: Universidad de Jaen. Downloaded on April 24,2024 at 07:02:31 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Signal and Information Processing over Networks. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TSIPN.2024.3388953

FINAL

Lemma 3 [21] For any two vectors \1 € R™ and \s € R",
one has )\1)\% + )\Qx\lT < 6)\1)\1T + e N where € > 0 is
a constant.

Lemma 4 [21] Let Z = [z; jlnxn be a real-valued matrix
and U = diag{u1, ua,...,u,} be a stochastic matrix. Hence,
one derives

E{ut} E{Ulgz} E{uiun, }
E{UZUT = E{U?ul} E{fﬁz} E{u?un} s
E{unui} E{unus} E{u2)
With the help of Lemma 1 and letting @i,;, = %,
h

the prediction of the censored measurement g; ; 1s derived

by :‘ji,h+1\h = Oini1 <9i(i’3h+1h) + R;,iﬂw(ﬁi,hﬂ)) +
(1 = 0; p41)T;. Denoting ©), = diag {61 n,02.5,...,0n, .1}
A, = diag {w(@l,h),w(ém),...m(ﬁny,h)} and R;, =

col {\/Rzl’l), \/Rf’z), Y R;L”y’ny) } we have

?§h+1\h=éh+1 (9@ng11n) F A1 RA41) + (T —Ony1)T. (16)

Considering (1), (15) and (16), the Tobit recursive filter is
constructed as:

Zhpin = f(@un), (17)
s—1

Ehitiher = Engin T Koy Ungr — Y Lhoi1[On g1
0=0

X (9(Zh—pt1in—0) + Dn—g+1Rh—p+1)
+(I = Op—11)T] — Br+1[Ont1 (9(Ens1in)

+An1Rug1) + (I = 0n11)T] 7, (18)
where &, 1|51 is the estimation of the state x5 1, and Kp 11
is the filter gain to be designed.

Let Zpq1)n = Tht1—Tpg1n as well 88 Ty pg1 = Tryr —
Zp41)he1 be the prediction error and filtering error. The pre-
diction error covariance and FEC are described by Py, =

E {fhﬂ\hi"auh} and Ppiqjpe1 = E {i‘h+1|h+ljz+1‘h+1 ,
respectively. Now, we will state the main objectives of this
paper. Firstly, a new TRF scheme is provided for SNSs that
takes into account censored measurements, random FDIAs
and FRP. Secondly, the upper bound of the FEC is obtained
by exploiting the mathematical induction approach and the
filter gain is calculated via minimizing such an upper bound.
Finally, the boundedness analysis problem of the filtering error
is discussed.

Remark 3 It is evident to observe from (17)-(18) that the
designed Tobit recursive filter has the structural similarities
with the conventional Kalman filter in both the prediction
step and the updating step. Nevertheless, notice the increased
complexity of the addressed issue including the censored
measurement and FRP, some additional terms related to the

above phenomena are introduced in the filter design. Specif-
ically, the first is the appearance of £y_,41 and Py in
updating step (18), which has revealed the nodes selected
for data transmission in the static and dynamic segments of
the FRP, respectively. Subsequently, there are new terms in
the innovation due to the effect of the censored measurement,
i.e, Ap_pr1Rh—ot1 and Apy1Rp+1. These terms have been
obtained by calculating the expectation of the Tobit regression
model, which fully characterize the non-Gaussian noise in the
vicinity of the censoring region. Moreover, the probabilities
(:)h,ﬁl and (:)h+1 are also adopted to further reflect the
effects of censored measurements.

III. MAIN RESULTS

In this section, both the prediction error covariance matrix
and the FEC matrix are computed in accordance with the
corresponding definitions. Next, the upper bound P 1541
for the FEC is determined by manipulating the uncertainty and
cross terms, and the specific expression form of the optimized
filter gain K4 is derived.

In the first place, it is deduced from (1) and (17) that
Tpy1n = f(2n) = [(2pn) + Dpwy. Furthermore, in line with
the Taylor series expansion for the nonlinear function f(x},)
around Zy,5, one gets

Tpi1in = (Gh + L 0K 00 1) Thn + Drwn, (19)

where ¢, = 2£(zn)

e is the Jacobian matrix, .2} p, rep-
resents a problem-dependent scaling matrix, %7 5, is employed
to provide an additional degree of freedom to tune the filter,
and the linearization errors are expressed by an unknown time-
varying matrix % with ‘%Lh‘%{h <I.

Similar in (19), the filtering error can be derived as follows:

Eni1ine1=[I = Knp1(€nt1 + Brr1)On1Qny1] Tngapn
s—1
—E Kni1Lh—04+19Oh— 04100 011Th— ot 1|h—0
o=1

s—1
- Z Kni1Lh—pt1 [éh—g+1g($h—g+1)

0=0
+éh_g+1vh_9+1 - éh_g+1T + éh—g-{-lﬁh—g-{-l]
— K 1Bri1 [éthlg(thrl) + Oht1Vn41

—OnT + éh+117h+1} — Kpp1ilhp1mng1, (20)

where ©y41 = On11—Oh41, Uhy1 = Vht1—Apt1Ruy1 and
Qi1 = Iy + Lo 1 %2 1 H2,n41- Lo,py1 is @ known
scaling matrix related to the specific problem, J#5 1 is a
given matrix to provide an extra degree of freedom to tune
the filter, %41 = %ﬁf)\““:@hwh and % p+1 denotes
an unknown matrix satisfying %2’h+1%§ ne1 <1

Lemma 5 The error covariance matrices of the one-step
prediction and the filtering can be computed respectively as
Sfollows:

Py i1 = (G + Lon%r 00 0) Pun (G + L1 5 %1 pHan) T
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FINAL 6
+DthD,7; 21 On the basis of the results in Lemma 5, in the following
theorem, a specific expression is given for the upper bound of
and the FEC and the filter gain is determined accordingly.
Priajhe Theorem 1 Consider the SNSs characterized in (1) and (2)
— ]E{ [1 — Kpns1 (Lht1 + Br1)Ons1Q%m+1] T with the Tobit recursive filter in (17) and (18). Let p1 > 0,
- T’ P2.h—o+1 > 0,01 h—pt1 >0, b2 o411 >0(0=0,1,...,5—
xffﬂ‘h[I—KhH(EhH —|—§]3h+1)@h+19h+1] } 1) and €;p41 > 0 (i = 1,2,...,18) be known constants
o1 and set the initial value Pyjg > Po. If the following matrix
+E{ Z Kh+12h—g+1éh—g+1g($h—g+1) equations:
e=0 . Priin
- =GPy = PLa A H00) " G+ p L,
< > Kni1Lh-0110n—0119(Th-o11) . ’ ’ ’
0=0 +DpQnDy,, (23)
71 . Phailht1
E Kpi1Lh—p410h— _
! {QZ_; e Eh e thoett = (14 q1,p41)Br1Dn41B% 11 + (1 + qrpt1)
1 T X,02_7}11+1Kh+1(£h+1 + mh+1)®h+1$27h+1«$2T,h+1
X (Z Kh+1£hg+1®hg+1vhg+1> } X051 (Lhg1 + PBra1) T Kipy + (L + q2ns1) Kna
0=0

i ) xQ(h_QHK;j;H + QQ3,h+1Kh+12h+15h+12¥:+1Kf7;+1
+E {Kh+1mh+1®h+1vh+1vi{+1®¥;+lq3£+lKij;-&-l} 20 )Sil Ko 5 o T

_ o = + +€8,h+1 h+12h—o+18h—p+1%h—or144p11
HE{ Kn 1% 410001001105 4195 1 Fh 41 K | ’

0=0
E{Kp. 1T I rr Kl <
+ { h+1L h41Mh4+1"Mh 11 ht1 h+1} +e16nt1Kni1Lhi1 (@h+10Rh+1> £Z+1Kg+1
HQWMQ@+Q%#@&%+&ﬁH4ﬂ£

+(1+ 16 ) Kn1PBa (éh+1 ° Rh+1) Pr1 Ky
1007 1 60T, + 56l + el + egel 4 el Loh

s—1
T T T T T T y
+C5€7 4+ €55 + €€, + CC1| + €7€5 + €1€1) + K1 Z Lhopt1 (Gh,gjq o Rh,ﬁl) ngnglKngl
+@@+%@+%ﬁ+&d+%ﬁ} 22) 0=0
s—1
where (1 68—,i+1) Z Kn1£n—ot1 [@h_gﬂ ° (TTT)}
0=0
¢ = [1 = Knpa(Shvr + Brse1)Onr1Qr] Zngain, X&h_ 1 Kby 4 aans1 Kns18h41 {éthl o (TTT)}
s—1
_ T T
& = - ZKh—&-l»gh—g-i-lG)h—g-i-lQh—Q-&-l-ihngrl\hfga X Chp1Kpgr + (14 g5,n41) K1 P
@j X [@hﬂ °© (TTT)} Ph K1+ (14 gongr)s
€3 = =Y Kni1Lhpi10n_pi19(xn_ , = ~
3 ng ht1Lh—0+1On—+19(Th—g41) % Z K1 p110n- i1 (Rh—g—i-l 4 Ap it
s—1 0=0
¢ = — Z Kpt1Lh—g+1Oh—p+1Vh—g+1, XRh79+1RZ,Q+1A;{,Q+1)égﬁe+1££fg+lKg+l
—0
Sfi +2(1 4 g7,011) K1 Brs18n1Bh 1 Koy
¢ = Z Kni1Lh0110n_ o1 T, +(1 + g8,n+1) Kn+1PBn+10n+1
sz_l X (Rh+1 + Ah+1Rh+1R£+1A£+1) @£+1§33{+1Ki?+1
(’:6 = — Kh+1£h—g+1c:)h—g+117h—g+la —|—(1 + q9,h+1)Kh+1 (f‘thl o 77_[) K;{+1 (24)
0=0

have solutions Ppi1), > 0 and Ppyypy1 > 0 under the

€ = —Kn1Pri1On119(xhi1), : g
constraint COndlthns.‘

Cs = _Kh+1q3h+~1éh+1vh+1a . .
€ = Knp1PBn10n1T, piwd = HnPrn iy > 0,
€10 = ~Knt1Prt19n+10h+41, o] = Ko PryrnHair > 0,
€1 = —Kpt1iThe1mn+1- PQ_}L_Q-HI - %,h—m—lph—e-irlIh—y‘%,Th—g—s-l >0,
Proof: Based on (19) and (20), the proof can be easily where
completed. u q1,h+1 =E€1,h+1 T €2,h+1 T €3, h+1 + €4,0+1,
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q2,h+1= 51_,}L+1 + E€5,h+1 T €6,h+1 T E7,h+1,

q3,h+1 =€14,h+1 + €15,h+1, G4,h+1 = €17,h+1 T €18 h+1,

q5,h+1 = €f11,h+1 + 5f51,h+1 + 5;81,h+1?

q6,h+1 = EQ}LH + 5;}L+1 + €9,h+1 + €10,h+1,

q7.h+1 =€11,h+1 T 51_417h+1 + 51_71,h+1’

—1 —1 —1
48,h+1 = €3 p41 T €6 1 T €9 hy1 T E12,h415

] -1 -1 1
99.h+1=E€4 p1 7 g1 T 10041 T 12,041
—1 " T
Shetn = (1+e13,n+1) Proan+ (1+e13 50 0)E8h1 081
s—1
s —1
Apt1=(s—1) § Lh41On41 [32h+1 (Phﬂ‘h
o=1

o1 Hg s Honr) T
+p2_,}p+1$27h+1$27:h+1:| @ﬂlﬂfw

Bhi1 =1 — Kpy1(Lhs1 + Pri1)Ont1Fni1,

Dp1= (Ph_il\h — pz,h+1%3l+1<%/2,h+1)71,

Fhi1=6n410 [bih-ﬂtr(siﬂrl\h) + b%,h—&-l]lv

éh = diag{§17h7§%7h, ég,hfégyh, ey ény,hféfmh},
Y1,h V1,072, V1,hVny b
y Y2,hV1,h Y2,h V2,h Yy,
Iy, = . , (25)
Vny,h Y1,k Yny,h Y2,k Yy b

then it can be deduced that Py 1|,+1 is an upper bound of
P i1jhyrs ice, Poiijner < Phgijngr s true. Besides, if the
filter gain Ky is designed as:

Kny1 = (14 q1.011)9011:%7410h 41 (Ent1 + Bra) "
XVt (26)

where
Vi1
= (14 qun41) [(Chvs + Pur1)Oni1Fni1] Dnpa
_ T _
X [(Lht1+ Br11)Oni1-Fni1] + (1 +q1h11)P5ha

X(Lhp1 + Prr1)Ont1 L2125 1419041 (Lnta
AP ) T+ (1 + qns1)Un—gr1 + 203041 L1 ns1

s—1

xLF 1 +2(1 +esni1) Z Lo 18h—o01 €5 o1
2=0
+e16,h4+1 8041 (éh+1 o Rh+1) Lhy+(1+ 5?61,h+1)
X Pt (éh-H o Rh+1> ‘13%_1 + § Lhot1
0=0
X (éhfgﬂ o Rh*ngl) g1 + (L +egsin)

s—1
X Zgh—gﬂ {éh—gﬂ ° (TTT)} g1
0=0

+qa,n+1Ln41 [éh+1 o (Tﬂ)] i+ (1 +gsn41)
XPhrt1 {éh-&-l o (TTT)} Bhir + (L+ gonr1)s

s—1
x Z Lh-o+10n—pt1 <Rh—g+1 + Ah—gr1Rh—ot1
0=0

XRh g+1Ah Q+1>@h g+12rllzﬂfg+1 + 2(1 + Q7,h+1)
XPr1§ 1B + (L + g8,0+1)Brt10n11
X (Rh+1 + Ah+1Rh+1R£+1A£+1) Oh 1 Bhi

+(1+ gons1) (Dnsa ol ) @7)

then the obtained upper bound P11 can be minimized.

Proof: The results of this theorem will be verified by em-
ploying the mathematical induction method and the stochastic
analysis technique. Recalling the initial condition Py < Py)o
and supposing Py, < Ppjp, it remains to show that the
inequality Py y1jp4+1 < Pht1jp+1 holds.

To begin with, according to Lemma 2 and P, < Pyp,
one has

(Gn + Lrn %1 1K) Pon(Gn + LonZr n Han) "
< %(Ph_‘i — pLn I n) TG+ pl_}f%l,hng,ha

where p; 5, is a positive real number. It is straightforward to
obtain that

Pnipn < gh(,]),:‘;ll
+DrQnD} £ Prian-

- p1,h<%/1%rhﬂ/1,h)_l%? + piiiﬂl’hﬂfh
(28)

Similarly, the inequality P}, ,11jh—9 < Pp_o41|n—, holds for
any o€ {1,2,...,s — 1}

In addition, some cross terms in (22) can be handled by
employing Lemma 3 as follows:

sym(€1€3) < e111€1€] +e7 €87,
sym(¢1€6) < 52’h+1€1€1 +e5 h+1€6¢67
sym(€1€7p) < e3n1€1€] + 554, Ci0CTy,
sym(€1€1 ) < &4 h+1€1€1 +e, h+1€11¢11,
sym(€2€8) < 55418285 + &5 h+1¢6¢67
sym(@igefl ) < e, h+1€2€2 + &g, h+1€10€10,
sym(€2€1 ) < 67’h+1€2€2 +e7, h+1€11€11,
sym(€3¢T) < 587h+1€3€3 +eg h+1€5¢
sym(%@1 ) < 897}14_1@6@6 +59,h+1€10€10,
sym(€6€];) < 510,h+1¢6¢6T+€f0{h+1¢11€1T1,
sym(€7€3) < e11,h11€7€7 + 77 )1 €],
Sym(¢10¢11) < 512,h+1¢106?0+51721,h+1¢11€{17

where €, 41 (k=1,2,...,12) are known positive scalars.
Noting the definition of € in (22) and together with Lemma
2, one has

E{&€T} < Bir1Dnt1Bhsy + Py ppr Kni
X (L1 + Brt1)On11Lo 1L 1419041
X(&ht1 + Brs) Ky

with p2 5,41 > 0 being a scalar.
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It follows from Lemma 3 that

s—1
E{€:€5} < (s = 1)) Knt18h 0410n 0110 o1
o=1
XPh*QJrl\h*QQ,fJL—'—Q-&-lég—g+1££—g+1KIT+1
< Kh+1mhfg+1Kf?+1a
s—1 B
E{€€§} < s Kni1Lh 0110n o1 (Rhngrl

0=0
+Ah—g+1Rh—g+lR£—g+1A¥;—g+1)
Xé{ngrngngrlej;Jrlv
where 20}, _,41 is defined by (25) and p2 j,—,+1 > 0 is a real
number.
In light of (3), we have
E{g(xn—11)9" (th—11)}
E{ brn-er1llzn-geall +b2n-g1)*} 1
[b1 hoiatr (E{zn_ o+1T)_ ot1}) bz heor1) 1, (29)

where by j,—,+1 and by ,—,+1 are known nonnegative scalars.
Besides, according t0 Tp,_ o1 1jh—p = Th—p+1 — Th—g+1|h—e>
it can be easily obtained that

IN

IA

T
E{wh*9+1xh—g+l}
-1
< (1+ 513,h*@+1)Ph—9+1lh—9 +(1+ 513,h—g+1)
A~ ~T A
XTh—pt1lh—0Th—g41|h—p — Oh—o+1lh—o (30)

with €13 ,—,41 being a positive scalar. Meanwhile, on the
basis of Lemma 4 and (29)-(30), one can calculate

s—1
E{¢s¢5} <2 Z Kh+12h—g+1{éh—g+1 o b h o
0=0

Xtr(Op—gr1jn—g) + b%,hfgﬂ][}sffﬁll(gﬂ
s—1

A T T
=2 E Khi1€h—ot18h—ot1Lh oy 1 Ky
=0

E{¢;¢7} < 2Kh+1fph+1{éh+1 o [ 1 tr(Gnyain)
+b3 h+1} }‘I‘ZHK;?H
2 2Kn1Bh1 81 B 1 Ky

where (:)hﬂ is defined in (25).
Again using Lemma 3 and Lemma 4 can lead to the
following results:

E {sym(@;;@?)}
< 214 n 1 Kn 1 Snpr R £ Kol + 267,051 K
XPBhs1 R 1PBh 1 K,
E {sym(€5¢7)}
< 2e15n 1 K1 Snp1 R 8 K + €151
X Kp1Bhy1 {éh-&-l ° (TTT)} ‘B{-HK}I;—Ha
E {Sym(€4¢8T)}

IN

€16,h+1Knr1Ln41 (éh+1 ° Rh+1> el KL,
+€;6{h+1Kh+1mh+l (éthl o Rh+1) B Kiy1s
E {sym(€5¢7)}

e17,h+1Knr1Ln41 [éthl o (TTT)} Lha K

IN

+251_717h+1Kh-&-lmh-&-lﬁh-&-lmz;—&-lKi];-&-la
E {sym(€5€9T)}

c18,h+1EKn+1Ln+1 [éh-i-l ° (TTT)} 2£+1K;7;+1

e KB [Oner o (TT)] B KT,

IN

where €q 41 (d = 14,15,...,18) are known positive con-
stants. Furthermore, by resorting to ngnh < 7, we can
derive E{€11¢T,} < Kjp1 (th o ﬁI) KT\, where T4
is defined in (25).

Based on the above calculations, it can be deduced that

Ph+1|h+1

<1+ q1.041)Brs1Dn1Bh 1 + (14 q1ne1)
X P 1 K1 (St + Br1)On1 % nt1-Lon 1
X041 (Ent1 + PBr1) Kjr + (1 + q2n1) Kna

T T T
XU o1 Ky 11+ 2q3 n4 1 Knp1 Ln18n 11 L5 11 K
s—1

+2(1 + esnt1) D Kn1 €181 i Ki
0=0

A T T
+e16,h+1 8 n+1Ln+1 (9h+1 o Rh+1) Lhi1 K

+(1+ 517617h+1)Kh+1‘Bh+1 (éh+1 o Rthl) B Ki

s—1
A T T
+Kpy1 Z Lh—ot1 (Gha@ﬂ o Rhwﬂ) Lh—or1EKn41
0=0

s—1

+(1 +€8 ht1 ZKhHEh o+l [@h or10 (TTT )}

0=0
XL o1 K1 + a1 Knii S {éhﬂ °© (TTT)]
X L1 K1 + (L4 @5, n1) K P
X [éh+1 o (T’fr)} ‘B%HK;TH + (14 g6,h+1)s

s—1
X Z Knt1£h—0+10h—p11 (Rh—g-i-l + Ap_pt1
=0

XRh— Q+1Rh g+1Ah g+1)9h o1 h g+1Kh+1

+2(1 4 q7.5+1) Kns 1P ht18h 18 p 1 Kb
+(1+ g8,n4+1) Knt 1Pr119n41

X (Rh+1 + Ah+1Rh+1R£+1A£+1) i Bh 1 Ky

+(1+ go,nt1) Ky (fh+1 o 77]) Kily, (3D
where ¢jni1 (5 =1,2,...,9), Spy1)p and Fpy1 are defined
by (25). Next, it is straightforward to obtain that Pp, 1541 <
Phi1jn+1 by combining (23), (24), (28) with (31).

The specific expression of K}, is derived by minimizing
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tr(Phs1)n+1) and we have
Otr(Phy1h+1)
0K 11
=—2(1+ q1.n+1)Br 19041 [(Lng1 + Pir1)
x@h+1fh+1]T +2(1+ q1,h+1)p2_7}1l+1Kh+1(£h+1
+PB1+1)On11% 1L 1 1Oh 41 (Lngr + Brsr) "
+2(1 + g2,n41) Knp1An— o1 + 493 h 1 Knp1 £n41

s—1
XFne1Lipr + AL+ esnrn) D Kna1 S gr1nmern
0=0

XSE,QH + 2e16,h+1 K1 Ln+1 ((:)thl ° Rh+1) £
+2q4 h+1Knr1Ln41 {®h+1 o (TTT )} hl

+2(1+ €76 4 ) Kn1Bria (éh+1 o Rh+1) DU

s—1
+2Kn11 ) €hoi1 (éh—g+1 ° Rh—g+1) Lh o1
0=0

s—1
+2(1 + 5;}1+1) ZKhHthngl |:éh79+1 o (TTT)}
0=0
XL o1 +2(1+ g5 n1) Kny1Bai [éh“ © (TTT)}
s—1
Xmgﬁ-l + 2(1 + QG,h-‘rl)S Z K}L+1£}L—g+1®h—g+l
0=0
X (Rhngrl + AhngrthngrlengJrlAgngrl)

X051 8 o1 + 41+ g7011) Knp1Brta
XFn1Bh g1 + 21 + g8, 041) K1 Brs10n41

X (Rh+1 + Ah-l-th-&-le-i-lAZ-&-l) @fﬂ’ﬁfﬂ
+2(1 4 go,h+1)Kh+1 (fhﬂ ° 771) -

Finally, the gain matrix K} can be determined via setting
%’*11’”1) = 0, which is the same as (26). The proof is
complete. ]

Remark 4 On the one hand, compared with the TRF problem
under alternative communication protocols, a hybrid protocol
has been adopted in this paper, i.e., the FRP. For the FRP, the
measurement after the static protocol has been described in the
form of (8) and the zero-input method has been employed to
compensate for the signal in the dynamic protocol segment.
This description obviously avoids the matrix augmentation
and other unnecessary computations. On the other hand,
after obtaining the gain matrix K1, some new terms have
emerged compared with [15]. These new terms have been
induced by the nonlinearity, random FDIAs and FRP. For
instance, the effects of the FRP and random FDIAs have
been reflected by all summation terms in Ky, and the term

(fh_H onl ) respectively, and it can be observed that these
new terms can be calculated recursively.

The FRP-based TRF algorithm given by Theorem 1 can be
summarized as in Algorithm 1.

Algorithm 1: The FRP-Based TRF Algorithm

Step 1:  Set h = 0 and initialize parameters.

Step2:  Calculate Zp 1), by (17).

Step3:  Compute Pp 1, by employing the matrix equation (23).
Step4:  Substituting (23) into (26) yields the filter gain Ky, 1.
StepS5:  Obtain the updated state £ 1),41 according to (18).
Step 6:  Calculate Py 1)1 in light of (24).

Step7: Let h = h + 1. Go back to Step 2.

Remark 5 So far, a new FRP-based TRF algorithm has been
proposed and the implementation steps have been provided
in Algorithm 1. To be more specific, the time instant h = 0
is set and the system parameters including oo = ZTo, Do
and Py)o are first initialized such that the initial condition
constraint Py < Py is satisfied. Next, the one-step prediction
Zpy1|n can be calculated based on the prediction step (17),
which further provides the upper bound of the prediction error
covariance Pp1)y, in line with (23). Next, according to the
obtained upper bound and (26), the gain matrix K1 can
be given. Subsequently, the state estimation Tp1)p41 can be
obtained according to the designed updating step (18). At last,
the upper bound of the FEC Py, 141 can be found by solving
the matrix equation (24). At this point, the state estimation of
the time instant h + 1 is available, and then the second to
seventh steps are iteratively repeated to compute the estimation
for the next time instant until the total number of iterations is
reached.

IV. BOUNDEDNESS ANALYSIS

In this section, a sufficient condition is established to ensure
that the filtering error is uniformly bounded in the MSS. To
achieve our purpose, the following assumption is firstly given.

Assumption 1 There exist some positive real constants g, 1,
o, ™, f, la, T, d, G, O, T, Gis Gi» Pis Pis b L O, , X, €8, Es,

7, €13, €13, €16, €16, B and & such that

GoG , < GI, Lrp- gLy U, Op_yi1 <51,
g K= ST, T g1 Ty pn < 1,
Loh-gt1Lon_gi1 <o, Ay 1 Hop_ g1 < Tl
Dp—oD}_, <dl, Qu—g < ql, Op_ps1 <71,
Rp—ot1 <71, ¢i < qint1 < Gis Pi < Pih—p < Pis

J Ty ST, Ap_pi AL, <61, TTT <,
Eh—olh—o®h—gin—p < XI, €8 < egny1 < &,
Rh79+1R£79+1 <P, €13 < €13,h—p+1 < €13,

- 2 _ 12 F
€16 < €16,h41 <816, DT hopi1 S s P2 ppr1 <&

hold for any 0 € {0,1,...,s — 1}.
Next, we denote
p=0"—mm) 'g+ph+dg,
Y= Kx"'-mpm) £7 /177111,
ko=n[l+a3)p+ 1 +eas )],

Authorized licensed use limited to: Universidad de Jaen. Downloaded on April 24,2024 at 07:02:31 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Signal and Information Processing over Networks. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TSIPN.2024.3388953

FINAL

kL = (s =126 [f(p~" = pora) " + p2 o],

Ko = [(L+g)u] " x =14 @ + 1)1 +K),

K = (14)a°k3(p~ " — pait2) 2 f,

1= 1+ q@)(p " = pem2) x4+ 1+ q@)pe 67K

+(1+ q2)r1 K + [2(1 + &3)s + 2G5 + 2(1 + G7)]
x& (ks + K+ [(s +&16) + (1 + 16~ 1)]oTK
+ls(l+es™ ") + @+ (14 5)]0tK + [°(1 + g6)5”
(1+ Gs)a?](F + 6*)K + (1 + o) 77K (32)

Theorem 2 On the basis of Assumption 1 and (32), if the
constraints 1 < p, p1m1 < P L PaTo < 5~ and T x < ﬁl_l
are satisfied under the initial value of the upper bound Pyjg <
pl, then Ppp, < pl holds for any h > 1.

Proof: Assume that P, < pI holds, then we will show
that it also holds at the inductive step h+ 1. From Assumption
1, we obtain

(Phﬁb Pl,h%ThL%/l,h)_l <t —pum) ML (33)

Moreover, it can be concluded from (23) that P}, 41|, < <(p -

pim) " Lgl + 1 11,1 +dgl = pI. Notice that the initial value

Pojo < pl is true, then Py _,41h—, < pI can be computed.
In line with the condition f(0) = 0 and (17), we can derive

j:hngrl\hfg = (gh—g +gl,h—gﬁl,h—g%,h—g)ihfg\hfg’ and

one has
- N
Lh—g+1lh—0Th—g+1|h—p
- N
= (Dh—o +gl,hfgf%)l,hfgj/l,hfg)mhfg\h*gthg\hfg
T
X (Gh—o+ L1 h— oK1 h— M1 ) -

It can be deri\;ed from ;‘rl)_( < ,51_1 that pii_g[ -
‘%/1,h—Q'rh—g|h—gxh_g|h_gt%/1,hfg > 0, which further veri-
fies by 1Lemma 2 that Ih—é’*”h—é)l{—gﬂm—g < (x!-
p71)  gl+p1 ' I = XI. After the above derivation, we ob-

tain tr(Sp_py1jn—p) < tr{[(14+&13)p+(1+e13 )X I} = .

Along the same line with (33), one has ®j,_,41 < (p*l —

p27ta) L1, Due to Qh,QHS;{,_QH < 1, it can be found that
An—pr1 < (s—1)%6° [f(p " —poTra) ™
Furthermore, (27) indicates that
. 1
[(1 + qo,ht1) (Fh+1 ° 771)}

[(1 + @)Aﬁ] = Kol.

Noting the expression of the filter gain in (26) and
mh+1%¥; 1 < 1, it is not difficult to testify that

—2fI =KI.

+&_1Z2:| 1= K,lI.

IN

—1
Vi

IN

Kn Ky < (L4 3)5°k5(p~" — pait)

For the sake of brevity, letting ¢ =
immediately yields

%h-‘rl%lq;-i-l

< I+ ﬂ,?+1é£+1(£h+1 + ‘Bh+1)T(£h+1 + mh-&-l)éh-&-l
X Tpi1 + Kn1 Kiby + Kn1 (€r41 + Brg1)Ontt
X T 1100 11 (Shgr + Prs1) T KL

1 in Lemma 3

< [+ @fF+1)A+K)]T=x1.
After the above algebraic manipulations, it is not difficult
to prove that

Ph+1\h+1
< (1+q@)p ' = pore) I+ (1+ %)&71521—2’@’
+(1+ q2)r KT 4 [2(1 + &g)s + 2q3 + 2(1 + G7)]
x & (fit + E)CI + (s + &16) + (1 + 16~ V)]G
+Hs(l+es™") + @+ (14 3))0tKT + [s°(1 + g6)5”
+(1 + @)% (F 4 67)KI + (1 + §o)inKI = oI

It follows from the constraint ¢ < p that Py 15,41 < pl holds.
The proof of this theorem is complete. [ ]

Theorem 3 Under the conditions of Theorem 2, the following
inequality holds:

E{||Znnl?} <5,
and, consequently, Ty, is uniformly bounded in the MSS.

Proof: From Theorem 2, we have Py, < Ppp, < pl,
that is, E{ih‘hziah} < pI. Next, E{:ﬁf‘himh} < p is derived
by exploiting the Schur complement lemma. Finally, it can be
shown that E{z}, Znjn} = E{||Zns|*} < p. This completes
the proof. [ ]

Remark 6 In Theorem 2, a sufficient condition is given to
guarantee the uniform boundedness of the TRF algorithm,
which is related to the corresponding information about the
system matrix, covariance matrices of noises and some param-
eters about the Taylor series. It can be observed that Assump-
tion 1 is a key prerequisite for performing the boundedness
analysis of the filtering error, which is reasonably established
based on physical constraints and operating conditions in
real engineering scenarios. Moreover, additional efforts can
be made to provide more looser sufficient criterion in future.
Overall, this analytical process in Theorem 2 can reflect the
real-world constraints and further provide theoretical support
for the practical application of the proposed algorithm with
guaranteed performance.

Remark 7 In this paper, an FRP-based recursive filtering
method has been proposed for a class of time-varying SNSs
with random FDIAs and censored measurements within the
framework of TKF. In particular, in Theorem I, the upper
bound of the FEC has been given by employing the stochastic
analysis technique and the filter gain has been obtained by
minimizing such an upper bound. After that, a sufficient cri-
terion has been given in Theorem 2 to guarantee the uniform
boundedness of the filtering error in the MSS and the effective-
ness of the developed algorithm has further been proved from
the theoretical viewpoint. Eventually, it can be found that the
significant factors involved in filter design include the time-
varying system parameters, uncensored probability, the upper
bound of the attack signal and the available information of the
FRP, which have been adequately reflected in main results.
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V. AN ILLUSTRATIVE EXAMPLE

In this section, a practical example is provided to illustrate
the advantages of the presented TRF scheme.

As in [40], a three-wheeled Ackerman turning model is
considered for describing the kinematic characteristics of
vehicles with three wheels and front-wheel turning functions
to further illustrate the reliability of the developed FRP-based
TRF scheme. The state model as well as the measurement
model mentioned are denoted as follows:

Xh + fanerySin (dn) cos (mp, + qp)

Yn + tainiH (qh) sin (mh —+ qh)

Thyr = my, + seattan(cn) + Dywn,
Sh
L Ch
[ cos(mp)(xp, — xp,) + sin(my) (yp, — y1)
—Sin(mh)(xb — Xh) + cos(mh)(yb — yh)
Yy, = mp =+ Up,
Sh
Ch

where x;,, yp, mMp, sp, and (, represent the vehicle coordinates,
vehicle path angle deviation, linear velocity and turning angle,
respectively. q;, = w, E is the distance from the front
wheel to the rear axle of the tricycle. At denotes the sampling
interval. x;, and yy, are the coordinate positions of the sensor
measurement beacon. Next, for all p € {0,1,2}, we will give

the specific parameters about this model as follows:

Py = diag{0.95,0.5,2,0.01,4},
S = diag{0.51,1,0.01,0.01,0.01},
Lyh—or1 = diag{0.09,0.01,0.91,0.56,0.04},

Hop_pr1 = diag{1.22,1,0.72,1.1,1.8}.

The initial state xq is selected as a set of random variables
with mean Zp = [0 0 5 05 1 ]T and variance Py =
diag{0.002,0.002,0.002,0.002,0.005}. Moreover, the initial
value of the filtering is selected as Zog = Zo. The matrix Dp,_,
is chosen as Dj,_, = diag{0.006, 0.006, 0.006, 0.008, 0.005}.
The covariance matrices of the process noise and the measure-
ment noise are given as Qn—, = diag{0,0,0,0.01,0.015}
and Rp_,+1 = 2.9915, respectively. 7 denotes the
bounded false data obeying the uniform distribution over
[—\/ﬁ, \/ﬁ] Other parameters are set as P0|0 = 1.115,
T=[-197 —2204 636 —345 2] ,s=3 E=05,
xp = 12, yp = 12, At =1, Y1,ht+1 = 0.01, Y2,h41 = 0.09,
Y3,ht1 = 0.04, Ya,pr1 = 0.04, Y5,ht1 = 0.09, n = 9.5,
€1,h+1 = 001, €2 h+1 = 001, €3,h4+1 = 001, €4,h4+1 = 0.].,
€5,h+1 = 0.4, €6,h+1 = 0.2, E7.h+1 = 0.6, €8,h+1 = 0.01,
€g,nt1 = 0.01, €10,p41 = 0.01, €11 p41 = 0.79, €12 p41 =
0.09, €13,h—o+1 = 2.99, €14,h+1 = 2.01, €15,h+1 = 0.98,
€16,h+1 = 009, €17,h+1 = 005, €18,h+1 = 098, b17h_£)+1 =
3.1 and b2,h—g+1 =2.7.

The mean-square error (MSE) is introduced to evaluate
the superiority of the presented TRF algorithm, which is de-

1 M 5 ti 05\
fined as MSE = zE<> 757, 57, (xh’ - zh"h) , where

M = 300 stands for the number of experiments, xi’j and

i‘iljh represent the real state and the estimate of z in the

j-th simulation run, respectively. Hence, the primary results
obtained are shown in Figs. 1-8. The trajectories of the true
state and its estimates for the three-wheeled Ackerman turning
model are exhibited in Figs. 1-5, it can be seen that even in the
presence of random FDIAs, censored measurements and FRP,
the designed TRF algorithm in this paper can still estimate
the true state well. The relationship between the MSE and the
upper bound of the FEC is plotted in Fig. 6, it can be easily
observed that the MSE keeps below the upper bound, which is
fully consistent with the theoretical derivation of this paper. To
further illustrate the effect of random FDIAs on the accuracy
of the TRF algorithm, Table I and Fig. 7 provide the values
of MSE under three different attack probabilities, i.e., 7; 5, are
selected as 0.1, 0.5 and 0.65, respectively. It is obvious that as
the attack probability increases, the MSE also increases, which
means that a higher attack probability causes the degraded
accuracy of the TRF algorithm. The sensor nodes selected by
the time-triggered and event-triggered rules under the FRP are
shown in Fig. 8. In conclusion, the above simulations show
the validity of the proposed TRF approach.

TABLE I
MSE WITH DIFFERENT 7; p,.

Time(h) -~ 59 60 61 .- 139 140 141
Fin =0.1 0.121  0.107  0.096 0048 0052  0.054
Fin =05 0921 1204 156 0.144  0.124  0.124
Fi,n = 0.65 106  1.64  2.383 27959  27.101  25.944

Actual state
——— Estimated state

10 . . . . . . . . .
0 20 40 60 80 100 120 140 160 180

Time(h)

200

Fig. 1. State x5 and its estimation.

VI. CONCLUSIONS

In this paper, the FRP-based TRF issue has been investigat-
ed for time-varying SNSs subject to censored measurements
and random FDIAs. The Tobit Type I model has been ex-
ploited to characterize the censored measurements and some
random variables obeying the Bernoulli distribution have been
introduced to depict the phenomenon of random FDIAs. In
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Fig. 8. The selected sensor node by the FRP.

addition, the FRP scheduling has been adopted to mitigate
the data conflicts during the transmission, thereby reducing
the communication costs and enhancing the data utilization
efficiency. The upper bound of the FEC has been obtained
and the specific form of the optimized filter gain has been
calculated by minimizing the trace of this upper bound. Fur-
thermore, a sufficient criterion has been given to guarantee the
uniform boundedness of the filtering error in the MSS. Finally,
the usefulness of the presented TRF algorithm has been
demonstrated by conducting some comparative simulations. In
future, we can extend the currently designed filtering technique
to accommodate the multi-sensor data fusion scenarios under
the covariance intersection fusion criterion as in [41].
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